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COMPENDIUM OF EXHIBITS

Ex # | Description

1 Corn Lake, LLC June 2012 application for .CHARITY, App. ID 1-1384-49318

2 10 12 March 2013 objection to Corn Lake application

3 | Corn Lake 6 June 2013 response to 10 objection

4 10 22 August 2013 reply in further support of objection

5 Corn Lake 6 September 2013 sur-reply in further support of opposition to objection

6 Corn Lake 3 December 2013 further requested submission

7 Panel 13 December 2013 denial of Corn Lake further requested submission

8 Panel 9 January 2014 objection determination against Corn Lake

9 Donuts Public Interest Commitment (PIC)

10 | Spring Registry Ltd. June 2012 application for .CHARITY

11 | Panel 9 January 2014 objection determination in favor of SRL

12 | SRLPIC

13 | ICANN 29 October 2013 letter to GAC, attaching form PIC

14 | NGPC 5 February 2014 resolutions, including Annexes 1 and 2 thereto

15 | 11 February 2014 Proposed Review Mechanism

16 | NGPC 12 October 2014 resolution

17 | Extension of IRP deadline

On behalf of Corn Lake, the undersigned represents that true and correct copies of the
foregoing are attached hereto under dividers bearing the exhibit numbers corresponding with each as

listed above.

DATED: March 24, 2015 THE IP and TECHNOLOGY LEGAL GROUP, P.C.

By:____/img/
John M. Genga
Attorneys for Claimant CORN LAKE, LLC
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ICANN New gTLD Application

&

ICANN
New gTLD Application Submitted to ICANN by: Corn Lake, LLC

String: charity
Originally Posted: 13 June 2012

Application ID: 1-1384-49318

Applicant Information

1. Full legal name

Corn Lake, LLC

2. Address of the principal place of business

Contact Information Redacted

3. Phone number

Contact Information Redacted

4. Fax number

Contact Information Redacted

5. If applicable, website or URL
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Primary Contact

6(a). Name

Daniel Schindler

6(b). Title

EVP, Donuts Inc.

6(c). Address

6(d). Phone Number

Contact Information Redacted

6(e). Fax Number

6(f). Email Address

Contact Information Redacted

Secondary Contact

7(a). Name

Jonathon Nevett

7(b). Title

EVP, Donuts Inc.
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7(c). Address

7(d). Phone Number

Contact Information Redacted

7(e). Fax Number

7(f). Email Address

Contact Information Redacted

Proof of Legal Establishment

8(a). Legal form of the Applicant

Limited Liability Company

8(b). State the specific national or other jursidiction that defines the type of entity
identified in 8(a).

Delaware. http:~~delcode.delaware.gov-title6-c018-sc01~index.shtml

8(c). Attach evidence of the applicant's establishment.

Attachments are not displayed on this form.

9(a). If applying company is publicly traded, provide the exchange and symbol.

9(b). If the applying entity is a subsidiary, provide the parent company.

Dozen Donuts, LLC
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9(c). If the applying entity is a joint venture, list all joint venture partners.

Applicant Background

11(a). Name(s) and position(s) of all directors

11(b). Name(s) and position(s) of all officers and partners

11(c). Name(s) and position(s) of all shareholders holding at least 15% of shares

||Dozen Donuts, LLC ||N/A||

11(d). For an applying entity that does not have directors, officers, partners, or
shareholders: Name(s) and position(s) of all individuals having legal or executive
responsibility

||Pau| Stahura [[CEO, Donuts Inc. ||

Applied-for gTLD string

13. Provide the applied-for gTLD string. If an IDN, provide the U-label.

charity

14(a). If an IDN, provide the A-label (beginning with "xn--").

14(b). If an IDN, provide the meaning or restatement of the string in English, that is, a
description of the literal meaning of the string in the opinion of the applicant.
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14(c). If an IDN, provide the language of the label (in English).

14(c). If an IDN, provide the language of the label (as referenced by ISO-639-1).

14(d). If an IDN, provide the script of the label (in English).

14(d). If an IDN, provide the script of the label (as referenced by ISO 15924).

14(e). If an IDN, list all code points contained in the U-label according to Unicode
form.

15(a). If an IDN, Attach IDN Tables for the proposed registry.

Attachments are not displayed on this form.

15(b). Describe the process used for development of the IDN tables submitted,
including consultations and sources used.

15(c). List any variant strings to the applied-for gTLD string according to the relevant
IDN tables.

16. Describe the applicant's efforts to ensure that there are no known operational or
rendering problems concerning the applied-for gTLD string. If such issues are
known, describe steps that will be taken to mitigate these issues in software and
other applications.

Donuts has conducted technical analysis on the applied-for string, and concluded that there are no known potential operational or rendering issues
associated with the string.

The following sections discuss the potential operational or rendering problems that can arise, and how Donuts mitigates them.
## Compliance and Interoperability

The applied-for string conforms to all relevant RFCs, as well as the string requirements set forth in Section 2.2.1.3.2 of the Applicant Guidebook.

1-1384-49318_CHARITY .html[9/4/2014 5:09:42 PM]



ICANN New gTLD Application

## Mixing Scripts

If a domain name label contains characters from different scripts, it has a higher likelihood of encountering rendering issues. If the mixing of scripts
‘occurs within the top-level label, any rendering issue would affect all domain names registered under it. If occurring within second level labels, its
ill-effects are confined to the domain names with such labels.

All characters in the applied-for gTLD string are taken from a single script. In addition, Donuts’s IDN policies are deliberately conservative and

compliant with the ICANN Guidelines for the Implementation of IDN Version 3.0. Specifically, Donuts does not allow mixed-script labels to be
registered at the second level, except for languages with established orthographies and conventions that require the commingled use of multiple

scripts, e.g. Japanese.

## Interaction Between Labels

Even with the above issue appropriately restricted, it is possible that a domain name composed of labels with different properties such as script and
directionality may introduce unintended rendering behaviour.

Donuts adopts a conservative strategy when offering IDN registrations. In particular, it ensures that any IDN language tables used for offering IDN
second level registrations involve only scripts and characters that would not pose a risk when combined with the top level label.
## Immature Scripts

Scripts or characters added in Unicode versions newer than 3.2 (on which IDNA2003 was based) may encounter interoperability issues due to the
lack of software support.

Donuts does not currently plan to offer registration of labels containing such scripts or characters.

## Other Issues

To further contain the risks of operation or rendering problems, Donuts currently does not offer registration of labels containing combining
charr]ac;[]ers or characters that require IDNA contextual rules handling. It may reconsider this decision in cases where a language has a clear need for
such characters.

Donuts understands that the following may be construed as operational or rendering issues, but considers them out of the scope of this question.
Ne\_/erthelessh, it will take reasonable steps to protect registrants and Internet users by working with vendors and relevant language communities to
mitigate such issues.

- missing fonts causing string to fail to render correctly; and
- universal acceptance of the TLD,;

17. (OPTIONAL) Provide a representation of the label according to the International
Phonetic Alphabet (http://www.langsci.ucl.ac.uk/ipa/).

Mission/Purpose

18(a). Describe the mission/purpose of your proposed gTLD.

Q18A SV CHAR: 7846

ABOUT DONUTS

Donuts Inc. is the parent applicant for this and multiple other TLDs. The company intends to increase competition and consumer choice at the top
level. It will operate these carefully selected TLDs safely and securely in a shared resources business model. To achieve its objectives, Donuts has
recruited seasoned executive management with proven track records of excellence in the industry. In addition to this business and operational
experience, the Donuts team also has contributed broadly to industry policymaking and regulation, successfuIIY launched TLDs, built industry-
leading companies from the ground up, and brought innovation, value and choice to the domain name marketplace.

ABOUT DONUTS’ RESOURCES . ) ) o )
Donuts’ has raised more than US$100 million from a number of capital sources for TLDs. Our well-resourced, capable and skilled organization will
operate these TLDs and benefit Internet users by:

1. Providing the operational and financial stability necessary for TLDs of all sizes, but particularly for those with smaller volume (which are more

likely to succeed within a shared resources model);
2. Competing more powerfully against incumbent gTLDs; and
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3. More thoroughly and uniformly executing consumer and rights holder protections.

THE .CHARITY TLD

This TLD is attractive and useful to end-users as it better facilitates search, self-expression, information sharing and the provision of legitimate
goods and services. Along with the other TLDs in the Donuts family, this TLD will provide Internet users with opportunities for online identities
and expression that do not currently exist. In doing so, the TLD will introduce significant consumer choice and competition to the Internet
namespace — the very purpose of ICANN’s new TLD program.

This TLD is a generic term and its second level names will be attractive to a variety of Internet users. Making this TLD available to a broad
audience of registrants is consistent with the competition goals of the New TLD expansion program, and consistent with ICANN’s objective of
maximizing Internet participation. Donuts believes in an open Internet and, accordingly, we will encourage inclusiveness in the registration
policies for this TLD. In order to avoid harm to legitimate registrants, Donuts will not artificially deny access, on the basis of identity alone
(without legal cause), to a TLD that represents a generic form of activity and expression.

The .CHARITY TLD will be of interest to the millions of persons and organizations worldwide involved in philanthropy, humanitarian outreach,
and the benevolent care of those in need. This broad and diverse set includes organizations that collect and distribute funds and materials for
charities, provide for individuals and groups with medical or other special needs, and raise awareness for issues and conditions that would benefit
from additional resources. In addition, the term CHARITY, which connotes kindness toward others, is a means for expression for those devoted to
compassion and good will. We would operate the .CHARITY TLD in the best interest of registrants who use the TLD in varied ways, and in a
legitimate and secure manner.

DONUTS’ APPROACH TO PROTECTIONS

No ent_it?/, or group of entities, has exclusive riﬂhts to own or register second level names in this TLD. There are superior ways to minimize the
potential abuse of second level names, and in this aﬁp!lcatlon Donuts will describe and commit to an extensive array of protections against abuse,
including protections against the abuse of trademark rights.

We recognize some applicants seek to address harms by constraining access to the registration of second level names. However, we believe
attempts to limit abuse b?/ limiting registrant eligibility is unnecessarily restrictive and harms users by denying access to many legitimate registrants.

Restrictions on second level domain eligibility would prevent law-abiding individuals and organizations from participating in a space to which
they are legitimately connected, and would inhibit the sort of positive innovation we intend to see in this TLD. As detailed throughout this
application, we have struck the correct balance between consumer and business safety, and open access to second level names.

By applying our array of protection mechanisms, Donuts will make this TLD a place for Internet users that is far safer than existing TLDs. Donuts
will strive to operate this TLD with fewer incidences of fraud and abuse than occur in incumbent TLDs. In addition, Donuts commits to work
toward a downward trend in such incidents.

OUR PROTECTIONS

Donuts has consulted with and evaluated the ideas of international law enforcement, consumer privacy advocacy organizations, intellectual property
interests and other Internet industry groups to create a set of protections that far exceed those in existing TLDs, and bring to the Internet namespace
nearly two dozen new rights and protection mechanisms to raise user safety and protection to a new level.

Thhese include eight, innovative and forceful mechanisms and resources that far exceed the already powerful protections in the applicant guidebook.
These are:

. Periodic audit of Whols data for accuracy;

. Remediation of inaccurate Whois data, including takedown, if warranted;

A new Domain Protected Marks List (DPML) product for trademark protection;
. A new Claims Plus product for trademark protection;

. Terms of use that prohibit illegal or abusive activity;

. Limitations on domain proxy and privacy service;

. Published policies and procedures that define abusive activity; and

. Proper resourcing for all of the functions above.

ONOUTAWNE

They also include fourteen new measures that were developed specifically by ICANN for the new TLD process. These are:

. Controls to ensure proper access to domain management functions;

. 24/1/365 abuse ﬁoint of contact at registr?/;

. _F;ch§d\>1vrﬁs Ifor andling complaints of illegal or abusive activity, including remediation and takedown processes;
. Thic ols;

. Use of the Trademark Clearinghouse;

. A Sunrise process;

. A Trademark Claims process;

. Adherence to the Uniform Rapid Suspension system;

. Adherence to the Uniform Domain Name Dispute Resolution Policy;
10. Adherence to the Post Delegation Dispute Resolution Policy;

11. Detailed security policies and procedures;

12. Strong security controls for access, threat analysis and audit;

13. Implementation DNSSEC; and

14. Measures for the prevention of orphan glue records.

OCO~NOOOIRARWNEF

Due to the level of end-user trust potentially associated with this string, and consistent with the requirements of Question 30, Donuts will employ
these additional four, protections:

1. For this string, to supplement the periodic audit documented above, a deeper and more extensive verification of Whois data accuracy, with
associated remediation and takedown processes.

2. Exclusion of registrars with a history of poor compliance;

3. Regular monitoring by the registry of registered domains for pharming, phishing, spam, botnets, copyright infringement and other forms of
abuse, and remediation and takedown processes; and

4. In addition to registry-based procedures, requirements that registrars have a 24/7/365 abuse contact, and remediation and takedown processes.

1-1384-49318_CHARITY .html[9/4/2014 5:09:42 PM]



ICANN New gTLD Application

DONUTS’ INTENTION FOR THIS TLD

As a senior government authority has recently said, “a successful applicant is entrusted with operating a critical piece of global Internet
infrastructure.” Donuts’ plan and intent is for this TLD to serve the international community by bringing new users online through opportunities for
economic growth, increased productivity, the exchange of ideas and information and greater self-expression.

18(b). How do you expect that your proposed gTLD will benefit registrants, Internet
users, and others?

Q18B SV CHAR: 8719
DONUTS’ PLACE WITHIN ICANN’S MISSION

ICANN and the new TLD program share the following purposes: ) )
1. To make sure that the Internet remains as safe, stable and secure as possible, while ) ) )
2. Helping to ensure there is a vibrant competitive marketplace to efficiently bring the benefits of the namespace to registrants and users alike.

ICANN harnesses the power of private enterprise to bring forth these public benefits. While pursuing its interests, Donuts helps ICANN
accomplish its objectives by:

1. Significantly widening competition and choice in Internet identities with hundreds of new top-level domain choices;

2. Providing innovative, robust, and easy-to-use new services, names and tools for users, registrants, registrars, and registries while at the same
time safeguar inlg the rights of others;

3. Designing, launching, and securely operating carefully selected TLDs in multiple languages and character sets; and

4. Providing a financially robust corporate umbrella under which its new TLDs will be protected and can thrive.

ABOUT DONUTS’ RESOURCES

Donuts’ financial resources are extensive. The company has raised more than US$100 million from a number of capital sources including multiple
multi-billion dollar venture capital and private equity funds, a top-tier bank, and other well-capitalized investors. Should circumstances warrant,
Donuts is prepared to raise additional funding from current or new investors. Donuts also has in glace pre-funded, Continued Operations
Instruments to protect future registrants. These resource commitments mean Donuts has the capability and intent to launch, expand and operate its
TLDs in a secure manner, and to properly protect Internet users and rights-holders from potential abuse.

Donuts firmly believes a capable and skilled organization will operate multiple TLDs and benefit Internet users by:

1. Providing the operational and financial stability necessary for TLDs of all sizes, but particularly for those with smaller volume (which are more
likely to succeed within a shared resources and shared services model);

2. Competing more powerfully against incumbent gTLDs; and

3. More thoroughly and uniformly executing consumer and rights holder protections.

bDOEu'tf will be the industry leader in customer service, reputation and choice. The reputation of this, and other TLDs in the Donuts portfolio, will
e built on:

1. Our successful launch and marketplace reach;

2. The stability of registry operations; and

3. The effectiveness of our protection mechanisms.

THE GOAL OF THIS TLD

This and other Donuts TLDs represent discrete segments of commerce and human interest, and will give Internet users a better vehicle for reaching
audiences. In reviewing potential strings, we deeply researched discrete industries and sectors of human activity and consulted extensive data
sources relevant to the online experience. Our methodology resulted in the selection of this TLD — one that offers a very high level of user utility,
precision in content delivery, and ability to contribute positively to economic growth.

SERVICE LEVELS

Donuts will endeavor to provide a service level that is higher than any existing TLD. Donuts’ commitment is to meet and exceed ICANN-mandated
availability requirements, and to provide industry-leading services, including non-mandatory consumer and rights protection mechanisms (as
described in answers to Questions 28, 29, and 30) for a beneficial customer experience.

REPUTATION

As noted, Donuts management enjoys a reputation of excellence as domain name industry contributors and innovators. This management team is
committed to the successful expansion of the Internet, the secure operation of the DNS, and the creation of a new segment of the web that will be
admired and respected.

The Donuts registry and its operations are built on the following principles:

1. More meaningful product choice for registrants and users;

2. Innovative services;

3. Competitive pricing; and ) .

4. A more secure environment with better protections.

These attributes will flow to every TLD we operate. This string’s reputation will develop as a compelling product choice, with innovative offerings,
competitive pricing, and safeguards for consumers, businesses and other users.
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Finally, the Donuts team has significant operational experience with registrars, and will collaborate knowledgeably with this channel to deliver new
registration opportunities to end-users in way that is consistent with Donuts principles.

NAMESPACE COMPETITION

This TLD will contribute significantly to the current namespace. It will present multiple new domain name alternatives compared to existing
generic and country code TLDs. The DNS today offers very limited addressing choices, especially for registrants who seek a specific identity.

INNOVATION

Donuts will provide innovative registration methods that allow registrants the opportunity to secure an important identity using a variety of easy-to-
use tools that fit individual needs and preferences.

Consistent with our principle of innovation, Donuts will be a leader in rights protection, shielding those that deserve protection and not unfairly
limiting or directing those that don’t. As detailed in this application, far-reaching protections will be provided in this TLD. Nevertheless, the
Donuts approach is inclusive, and second level registrations in this TLD will be available to any responsible registrant with an affinity for this
s'irlr]g:l_We will use our significant protection mechanisms to prevent and eradicate abuse, rather than attempting to do so by limiting registrant
eligibility.

This TLD will contribute to the user experience by offering registration alternatives that better meet registrants’ identity needs, and by providing
more intuitive methods for users to locate products, services and information. This TLD also will contribute to marketplace diversity, an important
element of user experience. In addition, Donuts will offer its sales channel a suite of innovative registration products that are inviting, practical and
useful to registrants.

As noted, Donuts will be inclusive in its registration policies and will not limit registrant eligibility at the second level at the moment of registration.

Restricting access to second level names in this broadly generic TLD would cause more harm than benefit by denying domain access to legitimate
registrants. Therefore, rather than artificially limiting registrant access, we will control abuse by carefully and uniformly implementing our
extensive range of user and rights protections.

Donuts will not limit eligibility or otherwise exclude legitimate registrants in second level names. Our primary focus will be the behavior of
registrants, not their identity.

Donuts will specifically adhere to ICANN-required registration policies and will comply with all requirements of the Registry Agreement and
associated specifications regarding registration policies. Further, Donuts will not tolerate abuse or illegal activity in this TLD, and will have strict
registration policies that provide for remediation and takedown as necessary.

Donuts TLDs will comply with all applicable laws and regulations regarding privacy and data protection. Donuts will provide a highly secure
registry environment for registrant and user data (detailed information on measures to protect data is available in our technical response).

Donuts will permit the use of proxy and privacy services for registrations in this TLD, as there are important, legitimate uses for such services
(including free speech rights and the avoidance of spam). Donuts will limit how such proxy and privacy services are offered (details on these
limitations are provided In our technical response). Our approach balances the needs of legitimate and responsible registrants with the need to
identify registrants who illegally use second level domains.

Donuts will build on ICANN’s outreach and media coverage for the new TLD Program and will initiate its own effort to educate Internet users and
rights holders about the launch of this TLD. Donuts will employ three specific communications efforts. We will:

1. Communicate to the media, analysts, and directly to registrants about the Donuts enterprise.

2. Build on existing relationships to create an open dialogue with registrars about what to expect from Donuts, and about the protections required by
ang registrar selling this TLD.

3. Communicate directly to end-users, media and third parties interested in the attributes and benefits of this TLD.

18(c). What operating rules will you adopt to eliminate or minimize social costs?

Q18C Standard CHAR: 1440

Generally, during the Sunrise phase of this TLD, Donuts will conduct an auction if there are two or more competing applications from validated
trademark holders for the same second level name. Alternatively, if there is a defined trademark classification reflective of this TLD, Donuts may
give preference to second-level applicants with rights in that classification of goods and services. Post-Sunrise, requests for registration will
generally be on a first-come, first-served basis.

Donuts may offer reduced pricing for registrants interested in long-term registration, and potentially to those who commit to publicizing their use of
the TLD. Other advantaged pricing may apply in selective cases, including bulk purchase pricing.

Donuts will comply with all ICANN-related requirements regarding price increases: advance notice of any renewal price increase (with the
opportunity for existing registrants to renew for up to ten years at their current pricing); and advance notice of any increase in initial registration
pricing.

The company does not otherwise intend, at this time, to make contractual commitments regarding pricing. Donuts has made every effort to correctly

price its offerings for end-user value prior to launch. Our objective is to avoid any disruption to our customers after they have registered. We do
not plan or anticipate significant price increases over time.
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Community-based Designation

19. Is the application for a community-based TLD?

No

20(a). Provide the name and full description of the community that the applicant is
committing to serve.

20(b). Explain the applicant's relationship to the community identified in 20(a).

20(c). Provide a description of the community-based purpose of the applied-for gTLD.

20(d). Explain the relationship between the applied-for gTLD string and the
community identified in 20(a).

20(e). Provide a description of the applicant's intended registration policies in
support of the community-based purpose of the applied-for gTLD.

20(f). Attach any written endorsements from institutions/groups representative of the
community identified in 20(a).

Attachments are not displayed on this form.

Geographic Names

21(a). Is the application for a geographic name?

No
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Protection of Geographic Names

22. Describe proposed measures for protection of geographic names at the second
and other levels in the applied-for gTLD.

Q22 CHAR: 4979

As previously discussed (in our response to Q18: Mission/Purpose) Donuts believes in an open Internet. Consistent with this we also believe in an
open DNS, where second level domain names are available to all registrants who act responsibly.

The range of second level names protected by Specification 5 of the Registry Operator contract is extensive (approx. 2,000 strings are blocked).
This list resulted from a lengthy process of collaboration and compromise between members of the ICANN community, including the
Governmental Advisory Committee. Donuts believes this list represents a healthy balance between the protection of national naming interests and
free speech on the Internet.

Donuts does not intend to block second level names beyond those detailed in Specification 5. Should a (Izjeographi_c name be registered in this TLD
and used for illegal or abusive activity Donuts will remedy this by applying the array of protections implemented in this TLD. (For details about
these protections please see our responses to Questions 18, 28, 29 and 30).

Donuts will strictly adhere to the relevant provisions of Specification 5 of the New gTLD Agreement. Specifically:

1. QII two-character labels will be initially reserved, and released only upon agreement between Donuts and the relevant government and country
code manager.

2. At the segcond level, country and territory names will be reserved at the second and other levels according to these standards:

2.1. Short form (in English) of country and territory names documented in the 1SO 3166-1 list;

2.2. Names of countries and territories as documented by the United Nations Group of Experts on Geographical Names, Technical Reference
Manual for the Standardization of Geographical Names, Part 111 Names of Countries of the World; and

2.3. The list of United Nations member states in six official UN languages, as prepared by the Working Group on Country Names of the United
Nations Conference on the Standardization of Geographical Names.

Donuts will initially reserve country and territor?/ names at the second level and at all other levels within the TLD. Donuts supports this
requirer(’jnent by using the following internationally recognized lists to develop a comprehensive master list of all geographic names that are initially
reserved:

1. The short form (in English) of all country and territory names contained on the ISO 3166-1 list, including the European Union, which is
exceptionally reserved on the 1ISO 3166-1 List, and its scope extended in August 1999 to any application needing to represent the name European
Union [httpAvww.iso.org/isosupportcountry_codesdso_3166_code_listsiso-3166-1_decoding_table htm#EU].

2. The United Nations Group of Experts on Geographical Names, Technical Reference Manual for the Standardization of Geographical Names, Part
111 Names of Countries of the World.

3. The list of UN member states in six official UN languages prepared by the Working Group on Country Names of the United Nations Conference
on the standardization of Geographical Names

4. The 2-letter alpha-2 code of all country and territory names contained on the I1SO 3166-1 list, including all reserved and unassigned codes

This comprehensive list of names will be ineligible for registration. Only in consultation with the GAC and ICANN would Donuts developa
proposal Tor release of these reserved names, and seek approval accordingly. Donuts understands governmental processes require time-consuming,
mu t!adepartment consultations. Accordingly, we will apportion more than adequate time for the GAC and its members to review any proposal we
provide.

Donuts recognizes the potential use of country and territory names at the third level. We will address and mitigate attempted third-level use of
geographic names as part of our operations.

Donuts’ list of geographic names will be transmitted to Registrars as part of the onboarding process and will also be made available to the public via
the TLD website. Changes to the list are anticipated to be rare; however, Donuts will regularly review and revise the list as changes are made by
government authorities.

For purposes of clarity the following will occur for a domain that is reserved by the registry:

1. An a(\j/ailability check for a domain in the reserved list will result in a “not available™ status. The reason given will indicate that the domain is
reserved.

2. An attempt to register a domain name in the reserved list will result in an error.

3. An EPP info request will result in an error indicating the domain name was not found.

4. Queries for a reserved name in the WHOIS system will display information indicating the reserved status and indicate it is not registered nor is
avallable for registration.

5. Reserved names will not be published or used in the zone in any way.

6. Queries for a reserved name in the DNS will result in an NXDOMAIN response.
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Registry Services

23. Provide name and full description of all the Registry Services to be provided.

Q23 CHAR: 22971

TLD Applicant is applying to become an ICANN accredited Top Level Domain (TLD) registry. TLD Applicant meets the operational, technical,
and financial capability re_?juwements to pursue, secure and operate the TLD registry. The resgonses to technical capability questions were Erepared
to demonstrate, with confidence, that the technical capabilities of TLD Applicant meet and substantially exceed the requirements proposed by
ICANN.

The following response describes our registry services, as implemented by Donuts and our partners. Such partners include Demand Media Europe
Limited (DMEL) for back-end registry services; AusRegistry Pty Ltd. (ARI) for Domain Name System (DNS) services and Domain Name Service
Security Extensions (DNSSEC); an independent consultant for abuse mitigation and prevention consultation; Equinix and SuperNap for datacenter
facilities and infrastructure; and Iron Mountain Intellectual Property Management, Inc. (Iron Mountain) for data escrow services. For simplicity, the
term “company” and the use of the possessive pronouns “we”, “us”, “our”, “ours”, etc., all refer collectively to Donuts and our subcontracted

service providers.

DMEL is a wholly-owned subsidiary of DMIH Limited, a well-capitalized Irish corporation whose ultimate parent company is Demand Media, Inc.,
a Ieading content and social media company listed on the New York Stock Exchange (ticker: DMD). DMEL is structured to operate a robust and
reliable Shared Registration System by leveraging the infrastructure and expertise of DMIH and Demand Media, Inc., which includes years of
experience in the operation side for domain names in both gTLDs and ccTLDs for over 10 years.

1.0. EXECUTIVE SUMMARY

We offer all of the customary services for cProp_er operation of a gTLD registry using an approach designed to support the security and stability
necessary to ensure continuous uptime and optimal registry functionality for registrants and Internet users alike.

2.0. REGISTRY SERVICES
2.1. Receipt of Data from registrars

The process of registering a domain name and the subsequent maintenance involves interactions between registrars and the registry. These
interactions are facilitated by the registry through the Shared Registration System (SRS) through two interfaces:

- EPP: A standards-based XML protocol over a secure network channel. )
- Web: A web based interface that exposes all of the same functionality as EPP yet accessible through a web browser.

Registrants wishing to register and maintain their domain name registrations must do so through an ICANN accredited registrar. The XML
protocol, called the Extensible Provisioning Protocol (EPP) is the standard protocol widely used by registrars to communicate provisioning actions.
Alternatively, registrars may use the web interface to create and manage registrations.

The registry is implemented as a “thick” registry meaning that domain registrations must have contact information associated with each. Contact
information will be collected by registrars and associated with domain registrations.

2.1.1. SRS EPP Interface

The SRS EPP Interface is provided by a software service that provides network based connectivity. The EPP software is highly compliant with all
appropriate RFCs including:

- RFC 5730 Extensible Provisioning Protocol (EPP

- RFC 5731 Extensible Provisioning Protocol (EPP) Domain Name Mapping

- RFC 5732 Extensible Provisioning Protocol (EPP) Host Mapping

- RFC 5733 Extensible Provisioning Protocol (EPP) Contact Mapping

- RFC 5734 Extensible Provisioning Protocol (EPP) Transport over TCP

- RFC 5910 Domain Name System (DNS) Security Extensions for Extensible Provisioning Protocol (EPP)
- RFC 3915 Domain Registry Grace Period Mapping for EPP

2.1.1.1. SRS EPP Interface Security Considerations

Security precautions are put in place to ensure transactions are received only from authorized registrars in a private, secure manner. Registrars must
provide the registry with narrow subnet ranges, allowing the registry to restrict network connections that originate only from these pre-arranged
networks. The source IP address is verified against the authentication data received from the connection to further validate the source of the
connection. Registrars may only establish a limited number of connections and the network traffic is rate limited to ensure that all registrars receive
the s%mekqgality of service. Network connections to the EPP server must be secured with TLS. The revocation status and validity of the certificate
are checked.

Successful negotiation of a TLS session begins the process of authentication using the protocol elements of EPP. Registrars are not permitted to

coP_tC}nqe Wi}hout a successful EPP session establishment. The EPP server validates the credential information passed by the registrar along with
validation of:
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- Certificate revocation status

- Certificate chain

- Certificate Common Name matches the Common Name the registry has listed for the source IP address
- User name and password are correct and match those listed for the source IP address

In the event a registrar creates a level of activity that threatens the service quality of other registrars, the service has the ability to rate limit
individual registrars.

2.1.1.2. SRS EPP Interface Stability Considerations

To ensure the stability of the EPP Interface software, strict change controls and access controls are in place. Changes to the software must be
approved by management and go through a rigorous testing and staged deployment procedure.

Additional stability is achieved by carefully regulating the available computing resources. A policy of conservative usage thresholds leaves an
equitable amount of computing resources available to handle spikes and service management.

2.1.2. SRS Web Interface

The SRS web interface is an alternative way to access EPP functionality using a web interface, providing the features necessary for effective
operations of the registry. This interface uses the HTTPS protocol for secure web communication. Because users can be located worldwide, as with
the EPP interface, the web interface is available to all registrars over multiple network paths. ) ) )

Additional functionality is available to registrars to assist them in managmg_thelr account. For instance, registrars are able to view their account
balance in near real time as well as the status of the registry services. In addition, notifications that are sent out in email are available for viewing.
2.1.2.1. Web Interface Security Considerations

Only registrars are authorized to use the SRS web interface, and therefore the web interface has several security measures to prevent abuse. The web
interface requires an encrypted network channel using the HTTPS protocol. Attempts to access the interface through a clear channel are redirected
to the encrypted channel.

The web interface restricts access by requiring each user to present authentication credentials before proceeding. In addition to the typical user name
and password combinations, the web interface also requires the user to possess a hardware security key as a second factor of authentication.

Registrars are provided a tool to create and manage users that are associated with their account. With these tools, they can set access and
authorization levels for their staff.

2.1.2.2. Web Interface Stability Considerations

Both the EPP interface and web interface use a common service provider to perform the work required to fulfill their requests. This provides
consistency across both interfaces and ensures all policies and security rules are applied.

The software providing services for both interfaces executes on a farm of servers, distributing the load more evenly ensuring stability is maintained.
2.2. Dissemination of TLD Zone Files

2.2.1. Communication of Status Information of TLD Zone Servers to Registrars

The status of TLD zone servers and their ability to reflect changes in the SRS is of great importance to registrars and Internet users alike. We ensure
that any change from normal operations is communicated to the relevant stakeholders as soon as is appropriate. Such communication might be prior
to the status change, during the status change andor after the status change (and subsequent reversion to normal) — as appropriate to the party
being informed and the circumstance of the status change.

Normal operations are:

- DNS servers respond within SLAs for DNS resolution. )
- Changes in the SRS are reflected in the zone file according to the DNS update time SLA.

The SLAs are those from Specification 10 of the Registry Agreement.

A deviation from normal operations, whether it is registry wide or restricted to a single DNS node, will result in the appropriate status
communication being sent.

2.2.2. Communication Policy

We maintain close communication with registrars regarding the performance and consistency of the TLD zone servers.

A contact database containing relevant contact information for each registrar is maintained. In many cases, this includes multiple forms of contact,
including email, phone and physical mailing address. Additionally, up-to-date status information of the TLD zone servers is provided within the
SRS Web Interface.

Communication using the registrar contact information discussed above will occur prior to any maintenance that has the potential to effect the
access to, consistency of, or reliability of the TLD zone servers. If such maintenance is required within a short timeframe, immediate
communication occurs using the above contact information. In either case, the nature of the maintenance and how it affects the consistency or
accessibility of the TLD zone servers, and the estimated time for full restoration, are included within the communication.

That being said, the TLD zone server infrastructure has been designed in such a way that we expect no downtime. Only individual sites will
potentially require downtime for maintenance; however the DNS service itself will continue to operate with 100% availability.

2.2.3. Security and Stability Considerations

1-1384-49318_CHARITY .html[9/4/2014 5:09:42 PM]



ICANN New gTLD Application

We restrict zone server status communication to registrars, thereby limiting the scope for malicious abuse of any maintenance window.
Additionally, we ensure registrars have effective operational procedures to deal with any status change of the TLD nameservers and will seek to
align its communication policy to those procedures.

2.3. Zone File Access Provider Integration

Individuals or organizations that wish to have a copy of the full zone file can do so usin(];_ the Zone Data Access service. This process is still
evolving; however the basic requirements are unlikely to change. All registries will publish the zone file in a common format accessible via secure
FTP at an agreed URL.

DMEL will fully comply with the processes and procedures dictated by the Centralized Zone Data Access Provider (CZDA Provider or what it
evolves into) for adding and removing Zone File access consumers from its authentication systems. This includes:

- Zone file format and location.

- Availability of the zone file access host via FTP. ) o

- Logging of requests to the service (including the IP address, time, user and activity log).
- Access frequency.

2.4. Zone File Update

To ensure chandges within the SRS are reflected in the zone file rapidly and securely, we update the zone file on the TLD zone servers following a
staged but rapid propagation of zone update information from the SRS, outwards to the TLD zone servers - which are visible to the Internet. As
changes to the SRS data occur, those changes are updated to isolated systems which act as the authoritative primary server for the zone, but remain
inaccessible to systems outside our network. The primary servers notify the designated secondary servers, which service queries for the TLD zone
from the public. Upon notification, the secondary servers transfer the incremental changes to the zone and publicly present those changes.

The mechanisms for ensuring consistency within and between updates are fully implemented in our TLD zone update procedures. These
mechanisms ensure updates are quickly propagated while the data remains consistent within each incremental update, regardless of the speed or
order of individual update transactions.

2.5. Operation of Zone Servers
ARI maintains TLD zone servers which act as the authoritative servers to which the TLD is delegated.
2.5.1. Security and Operational Considerations of Zone Server Operations

The potential risks associated with operating TLD zone servers are recognized by us such that we will perform the steps required to protect the
integrity and consistency of the information they provide, as well as to grotect the availability and accessibility of those servers to hosts on the
Internet. The TLD zone servers comply with all relevant RFCs for DNS and DNSSEC, as well as BCPs for the operation and hosting of DNS
servers. The TLD zone servers will be updated to support any relevant new enhancements or improvements adopted by the IETF.

The DNS servers are geographically dispersed across multiple secure data centers in strategic locations around the world. By combining multi-
gpmed servers and geographic diversity, ARI’s zone servers remain impervious to site level, supplier level or geographic level operational
isruption.

The TLD zone servers are protected from accessibility loss by malicious intent or misadventure, via the provision of significant over-capacity of
resources and access paths. Multiple independent network paths are provided to each TLD zone server and the query servicing caﬂacny of the
n_etvx_/?_rk exlce_eds the extremely conservatively anticipated peak load requirements by at least 10 times, to prevent loss of service should query loads
significantly increase.

As well as the authentication, authorization and consistency checks carried out by the registrar access systems and DNS update mechanisms, ARI
reduces the scope for alteration of DNS data by following strict DNS operational practices:

- TLD zone servers are not shared with other services.

- The primary authoritative TLD zone server is inaccessible outside ARI’s network.

- TLD zone servers only serve authoritative information.

- The TLD zone is signed with DNSSEC and a DNSSEC PracticePolicy Statement published.

2.6. Dissemination of Domain Registration Information

Domain name registration information is required for a variety of purﬁo_ses. Our registry provides this information through the required WHOIS
service through a standard text based network protocol on port 43. Whois also is provided on the registry’s web site using a standard web interface.
Both interfaces are publically available at no cost to the user and are reachable worldwide.

The information displayed by the Whois service consists not only of the domain name but also of relevant contact information associated with the
domain. It also identifies nameserver delegation and the registrar of record. This service is available to any Internet user, and use of it does not
require prior authorization or permission.

2.6.1. Whois Port 43 Interface

The Whois port 43 interface consists of a standard Transmission Control Protocol (TCP) server that answers requests for information over port 43 in
compliance with IETF RFC 3912. For each query, the TCP server accepts the connection over port 43 and then waits for a set time for the query to
be sent. This communication occurs via clear, unencrypted ASCII text. If a properly formatted and valid query is received, the registry database is
queried for the registration data. If registration data exists, it is returned to the service where it is then formatted and delivered to the requesting
client. Each query connection is short-lived. Once the output is transmitted, the server closes the connection.

2.6.2. Whois Web Interface

The Whois web interface also uses clear, unencrypted text. The web interface is in an HTML format suitable for web browsers. This interface is
also available over an encrypted channel on port 43 using the HTTPS protocol.
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2.6.3. Security and Stability Considerations

Abuse of the Whois system through data mining is a concern as it can impact system performance and reduce the quality of service to legitimate
users. The Whois system mitigates this type of abuse by detecting and limiting bulk qluery access from single sources. It does this in two ways: 1)
by rate limiting queries by non-authorized parties; and 2) by ensuring all queries result in responses that do not include data sets representing

significant portions of the registration database.

]Icn addition, the Whois web interface adds a simple challenge-response CAPCHA that requires a user to type in the characters displayed in image
ormat.

Both systems have blacklist functionality to provide a complete block to individual IPs or IP ranges.

2.7. Internationalized Domain Names (IDNs)

An Internationalized Domain Name (IDN) contains at least one label that is displayed in a specific language script in IDN aware software. We will
offer registration of second level IDN labels at launch,

IDNSs are published into the TLD zone. The SRS EPP and Web Interfaces also support IDNs.

The IDN implementation is fully compliant with the IDNA 2008 suite of standards (RFC 5890, 5891, 5892 and 5893) as well as the ICANN
Guidelines for the Implementation of IDN Version 3.0 (http/Www.icann.org/ervfesourcesﬁdmmﬁlementation-guidelines> . To ensure stability and
security, we have adopted a conservative approach in our IDN registration policies, as well as technical implementation.

All IDN registrations must be requested using the A-label form, and accompanied by an RFC 5646 language tag identifying the corresponding
language table published by the registry. The candidate A-label is processed according to the registration protocol as specified in Section 4 of RFC
5891, with full U-label validation. Specifically, the “Registry Restrictions” steps specified in Section 4.3 of RFC 5891 are implemented by
validating the U-label against the identified language table to ensure that the set of characters in the U-label is a proper subset of the character
repertoire listed in the language table.

2.7.1. IDN Stability Considerations

To avoid the intentional or accidental registration of visually similar characters, and to avoid identity confusion between domains, there are several

restrictions on the registration of IDNs.

Domains registered within a particular language are restricted to only the characters of that language. This avoids the use of visually similar

cgﬂgcters within one language which mimic the appearance of a label within another language, regardless of whether that label is already within the
or not.

Child domains are restricted to a specific language and registrations are prevented in one language being confused with a registration in another

language; for example Cyrillic a (U+0430) and Latin a (U+0061).

2.8. DNSSEC

DNSSEC provides a set of extensions to the DNS that allow an Internet user (normally the resolver acting on a user’s behalf) to validate that the
DNS responses they receive were not manipulated en-route.

This type of fraud, commonl?/ called ‘man in the middle’, allows a malicious party to misdirect Internet users. DNSSEC allows a domain owner to
sign their domain and to publish the signature, so that all DNS consumers who visit that domain can validate that the responses they receive are as
the domain owner intended.

Registries, as the operators of the parent domain for registrants, must publish the DNSSEC material received from registrants, so that Internet users
can trust the material they receive from the domain owner. This is commonly referred to as a “chain of trust.” Internet users trust the root (operated
by IANA), which %ublishes the registries” DNSSEC material, therefore registries inherit this trust. Domain owners within the TLD subsequently
inherit trust from the parent domain when the registry publishes their DNSSEC material.

In accordance with new gTLD requirements, the TLD zone will be DNSSEC signed and the receipt of DNSSEC material from registrars for child
domains is supported in all provisioning systems.

2.8.1. Stability and Operational Considerations for DNSSEC
2.8.1.1. DNSSEC Practice Statement

ARI’s DNSSEC Practice Statement is included in our response to Question 43. The DPS following the guidelines set out in the draft IETF DNSOP
DNSSEC DPS Framework document.

2.8.1.2. Resolution Stability

DNSSEC is considered to have made the DNS more trustworthy; however some transitional considerations need to be taken into account. DNSSEC
increases the size and complexity of DNS responses. ARI ensures the TLD zone servers are accessible and offer consistent responses over UDP and
TCP

The increased UDP and TCP traffic which results from DNSSEC is accounted for in both network path access and TLD zone server capacity. ARI
will ensure that capacity planning appropriately accommodates the expected increase in traffic over time.

ARI complies with all relevant RFCs and best Practice guides in operating a DNSSEC-signed TLD. This includes conforming to algorithm updates
as appropriate. To ensure Key Signing Key Rollover procedures for child domains are predictable, DS records will be ﬁublished as soon as they are
received via either the EPP server or SRS Web Interface. This allows child domain operators to rollover their keys with the assurance that their
timeframes for both old and new keys are reliable.

3.0. APPROACH TO SECURITY AND STABILITY

Stability and security of the Internet is an important consideration for the re%istr_y system. To ensure that the regist?/ services are reliably secured
and remain stable under all conditions, DMEL takes a conservative approach with the operation and architecture of the registry system.

By architecting all registry services to use the least Brivileged access to systems and data, risk is significantly reduced for other systems and the

registry services as a whole should any one service become compromised. By continuing that principal through to our procedures and processes, we
ensure that only access that is necessary to perform tasks is given. ARI has a comprehensive approach to security modeled of the ISO27001 series
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of standards and explored further in the relevant questions of this response.

By ensuring all our services adhering to all relevant standards, DMEL ensures that entities which interact with the registry services do so in a
predictable and consistent manner. When variations or enhancements to services are made, they are also aligned with the appropriate
interoperability standards.

Demonstration of Technical & Operational Capability

24. Shared Registration System (SRS) Performance

Q24 CHAR: 19964

TLD Applicant is applying to become an ICANN accredited Top Level Domain (TLD) registry. TLD Applicant meets the operational, technical,
and financial capability re_céluwements to pursue, secure and operate the TLD registry. The resgonses to technical capability questions were grepared
to demonstrate, with confidence, that the technical capabilities of TLD Applicant meet and substantially exceed the requirements proposed by
ICANN.

1.0. INTRODUCTION

Our Shared Registration System (SRS) complies fully with Specification 6, Section 1.2 and the SLA Matrix provided with Specification 10 in
ICANN’s Registry Agreement and is in line with the projections outlined in our responses to Questions 31 and 46. The services provided by the
SRS are critical to the proper functioning of a TLD registry.

Wg will adhere to these commitments by operating a robust and reliable SRS founded on best practices and experience in the domain name
industry.

2.0. TECHNICAL OVERVIEW

A TLD operator must ensure registry services are available at all times for both registrants and the Internet community as a whole. To meet this
goal, our SRS was specifically engineered to Provid_e the finest levels of service derived from a long pedigree of excellence and experience in the
omain name industry. This pedigree of excellence includes a long history of technical excellence providing long running, highly available and

high-performing services that help thousands of companies derive their livelihoods.

Our SRS services will give registrars standardized access points to provision and manage domain name registration data. We will provide registrars
with two interfaces: an EPP protocol over TCPAP and a web site accessible from any web browser (note: throughout this document, references to
the SRS are inclusive of both these interfaces).

Initial re.j(];istration i)eriods will comply with Specification 6 and will be in one (1) year increments up to a maximum of ten (10) years. Registration
terms will not be allowed to exceed ten (10) years. In addition, renewal periods also will be in one-year increments and renewal periods will only
allow an extension of the registration period of up to ten years from the time of renewal.

The performance of the SRS is critical for the proper functioning of a TLD. Poor performance of the registration systems can adversely impact
registrar systems that depend on its responsiveness. Our SRS is committed to exceeding the performance specifications described in Specification
10in all cases. To ensure that we are well within specifications for performance, we will test our system on a regular basis during development to
ensure that changes have not impacted performance in a material way. In addition, we will monitor production systems to ensure compliance. If
internal thresholds are exceeded, the issue will be escalated, analyzed and addressed.

Our SfRS will offer registry services that support Internationalized Domain Names (IDNs). Registrations can be made through both the EPP and web
interfaces.

3.0. ROBUST AND RELIABLE ARCHITECTURE ) ) ] )

To ensure quality of design, the SRS software was designed and written by seasoned and experienced software developers. This team designed the
SRS using modern software architecture principles geared toward ensuring flexibility in its design not only to meet business needs but also to make
it easy to understand, maintain and test.

A classic 3-tier design was used for the architecture of the system. 3-tier is a well-proven architecture that brings flexibility to the system by
abstracting the application layer from the protocol layer. The data tier is isolated and only accessible by the services tier. 3-tier adds an additional
layer of security by minimizing access to the data tier through possible exploits of the protocol layer.

The protocol and services layers are fully redundant. A minimum of three physical servers is in place in both the protocol and services layers.
Communications are balanced across the servers. Load balancing is accomplished with a redundant load balancer pair.

4.0. SOFTWARE QUALITY

The software for the SRS, as well as other registry systems, was developed using an approach that ensures that every line of source code is peer
reviewed and source code is not checked into the source code repository without the accompanying automated tests that exercise the new

functionality. The development team responsible for building the SRS and other registry software applies continuous integration practices to all
software projects; all developers work on an up-to-date code base and are required to synchronize their code base with the master code base and
resolve any incompatibilities before checking in. Every source code check-in triggers an automated build and test process to ensure a minimum
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level of quality. Each day an automated “daily build” is created, automatically deployed to servers and a fully-automated test suite run against it.
Any failures are automatically assigned to developers to resolve in the morning when they arrive.

When extensive test passes are in order for release candidates, these developers use a test harness designed to run usability scenarios that exercise

the full gamut of use cases, including accelerated full registration life cycles. These scenarios can be entered into the system using various

distributions of activity. For instance, the test harness can be run to stress the system by changing the distribution of scenarios or to stress the system

dby qﬁaggeratlng particular scenarios to simulate land rushes or, for long running duration scenarios, a more common day-to-day business
Istribution.

5.0. SOFTWARE COMPLIANCE

The EPP interface to our SRS is compliant with current RFCs relating to EPP protocols and best practices. This includes RFCs 5910, 5730, 5731,
5732, 5733 and 5734. Since we are also supporting Registry Grace Period functionality, we are also compliant with RFC 3915. Details of our
compliance with these specifications are provided in our response to Question 25. We are also committed to maintaining compliance with future
RFC revisions as they apply as documented in Section 1.2 of Specification 6 of the new gTLD Agreement.

We strive to be forward-thinking and will support the emerging standards of both IPv6 and DNSSEC on our SRS platform. The SRS was designed
and has been tested to accept IPv6 format addresses for nameserver glue records and provision them to the gTLD zone. In addition, key registry
services will be accessible over both IPv4 and IPv6. These include both the SRS EPP and SRS web-based interfaces, both port 43 and web-based
WHOIS interfaces and DNS, among others. For details regarding our IPv6 reachability plans, please refer to our response to Question 36.

DNSSEC services are provided, and we will comply with Specification 6. Additionally, our DNSSEC implementation complies with RFCs 4033,
4034, 4035, and 4509; and we commit to complying with the successors of these RFCs and following the best practices described in RFC 4641.
Additional compliance and commitment details on our DNSSEC services can be found in our response to Question 43.

6.0. DATABASE OPERATIONS

The database for our gTLD is Microsoft SQL Server 2008 R2. It is an industry-leading database engine used by companies requiring the highest
level of security, reliability and trust. Case studies highlighting SQL Server’s reliability and use indicate its successful application in many
industries, including major financial institutions such as Visa, Union Bank of Israel, KeyBank, TBC Bank, Paymark, Coca-Cola, Washington State
voter registration and many others. In addition, Microsoft SQL Server provides a number of features that ease the management and maintenance of
the system. Additional details about our database system can be found in our response to Question 33.

Our SRS architecture ensures security, consistency and quality in a number of ways. To prevent eavesdropping, the services tier communicates with
the database over a secure channel. The SRS is architected to ensure all data written to the database is atomic. By convention, leave all matters of
atomicity are left to the database. This ensures consistency of the data and reduces the chance of error. So that we can examine data versions at any
point in time, all changes to the database are written to an audit database. The audit data contains all previous and new values and the datetime of
the change. The audit data is saved as part of each atomic transaction to ensure consistency.

To minimize the chance of data loss due to a disk failure, the database uses an array of redundant disks for storage. In addition, maintain an exact
dui)llcate of the primary site is maintained in a secondary datacenter. All hardware is fully duplicated and set up to take over operations at any time.
All database operations are replicated to the secondary datacenter via synchronous replication. The secondary datacenter always maintains an exact
copy of our live data as the transactions occur.

7.0. REDUNDANT HARDWARE

The SRS is composed of several pieces of hardware that are critical to its proper functioning, reliability and scale. At least two of each hardware
component comprises the SRS, makin? the service fully redundant. Any component can fail, and the system is designed to use the facility of its_
pair. The EPP interface to the SRS will operate with more than two servers to provide the capacity required to meet our projected scale as described
in Question 46: Projections Template.

8.0. HORIZONTALLY SCALABLE

ng_ SRS IisI dedsigned to scale horizontally. That means that, as the needs of the registry grow, additional servers can be easily added to handle
additional loads.

The database is a clustered 2-node pair configured for both redundancy and performance. Both nodes participate in serving the needs of the SRS. A
single node can easHel handle the transactional load of the SRS should one node fail. In addition, there is an identical 2-node cluster in our backup
datacenter. All data from the primary database is continuously replicated to the backup datacenter.

Not only is the registry database storage medium specified to provide the excess of capacity necessary to allow for significant growth, it is also
configured to use techniques, such as data sharing, to achieve horizontal scale by distributing logical groups of data across additional hardware. For
further detail on the scalability of our SRS, please refer to our response to Question 31.

9.0. REDUNDANT HOT FAILOVER SITE

We understand the need for maximizing uptime. As such, our plan includes maintaining at all times a warm failover site in a separate datacenter for
the SRS and other key registry services. Our planned failover site contains an exact replica of the hardware and software configuration contained in
the primary site. Registration data will be replicated to the failover site continuously over a secure connection to keep the failover site in sync.

Failing over an SRS is not a trivial task. In contrast, web site failover can be as simple as changing a DNS entry. Failing over the SRS, and in
particular the EPP interface, requires careful planning and consideration as well as training and a well-documented procedure. Details of our
failover procedures as well as our testing plans are detailed in our response to Question 41.

10.0. SECURE ACCESS
To ensure security, access to the EPP interface by registrars is restricted by IPSubnet. Access Control Lists (ACLs) are entered into our routers to
allow access only from a restricted, contiguous subnet from registrars. Secure and private communication over mutually authenticated TLS is

required. Authentication credentials and certificate data are exchanged in an out-of-band mechanism. Connections made to the EPP interface that
successfully establish an EPP session are subject to server policies that dictate connection maximum lifetime and minimal activity to maintain the
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session.

To ensure fair and equal access for all registrars, as well as maintain a high level of service, we will use traffic shaping hardware to ensure all
registrars receive an equal number of resources from the system.

To further ensure security, access to the SRS web interface is over the public Internet via an encrypted HTTPS channel. Each registrar will be
issued master credentials for accessing the web interface. Each registrar also will be required to use 2-factor authentication when logging in. We
will issue a set of Yubikey (http:/yubico.com) 2-factor, one-time password USB keys for authenticating with the web site. When the SRS web
intedrfac_e Ireceives the credentials plus the one-time password from the Yubikey, it communicates with a RADIUS authentication server to check the
credentials.

11.0. OPERATING A ROBUST AND RELIABLE SRS
11.1. AUTOMATED DEPLOYMENT

To minimize human error during a deplc()jyment, we use a fully-automated package and deployment system. This system ensures that all
dependencies, configuration changes and database components are included every time. To ensure the package is appropriate for the system, the
system also verifies the version of system we are upgrading.

11.2. CHANGE MANAGEMENT

We use a chanﬂe management system for changes and deployments to critical systems. Because the SRS is considered a critical system, it is also
subject to all change management procedures. The chan?e management system covers all software development changes, operating system and
networking hardware changes and patching. Before implementation, all change orders entered into the system must be reviewed with careful
scrutiny and approved by appropriate management. New documentation and procedures are written; and customer service, operations, and
monitoring staff are trained on any new functionality added that may impact their areas.

11.3. PATCH MANAGEMENT

Upon release, all operating system security patches are tested in the staging environment against the production code base. Once approved, patches
are rolled out to one node of each farm. An appropriate amount of additional time is given for further validation of the patch, depending on the
severity of the change. This helps minimize any downtime (and the subsequent roll back) caused by a patch of poor quality. Once validated, the
patch is deployed on the remaining servers.

11.4. REGULAR BACKUPS

To ensure that a safe copy of all data is on hand in case of catastrophic failure of all database storage systems, backups of the main database are
performed regularlg. We perform full backups on both a weekly and monthly basis. We augment these full backups with differential backups
performed daily. The backup process is monitored and any failure is immediately escalated to the systems engineering team. Additional details on
our backup strategy and procedures can be found in our response to Question 37.

11.5. DATA ESCROW

Data escrow is a critical registry function. Escrowing our data on a regular basis ensures that a safe, restorable copy of the registration data is
available should all other attempts to restore our data fail. Our escrow process is performed in accordance with Specification 2. Additional details
on our data escrow procedures can be found in our response to Question 38.

11.6. REGULAR TRAINING

Ongoing security awareness training is critical to ensuring users are aware of security threats and concerns. To sustain this awareness, we have
training programs in place designed to ensure corporate security policies pertainin? to registry and other operations are understood by all personnel.
All employees must pass a proficiency exam and sign the Information Security Policy as part of their employment. Further detail on our security
awareness training can be found in our response to Question 30a.

We conduct failover training regularly to ensure all required personnel are up-to-date on failover process and have the regular practice needed to
ensure successful failover should it be necessary. We also use failover training to validate current policies and procedures. For additional details on
our failover training, please refer to our response to Question 41.

11.7. ACCESS CONTROL

User authentication is required to access any network or system resource. User accounts are granted the minimum access necessary. Access to
production resources is restricted to key IT personnel. Physical access to production resources is extremely limited and given only as needed to IT-
approved personnel. For further details on our access control policies, please refer to our response to Question 30a.

11.8. 247 MONITORING AND REGISTRAR TECHNICAL SUPPORT

We employ a full-time staff trained specifically on monitoring and suEporting the services we provide. This staff is equipped with documentation
outlining our processes for providing first-tier analysis, issue troubleshooting, and incident handling. This team is also equipped with specialty tools
developed specifically to safely aid in diagnostics. On-call staff second-tier support is available to assist when necessary. To optimize the service
we provide, we conduct ongoing training in both basic and more advanced customer support and conduct additional training, as needed, when new
system or tool features are introduced or solutions to common issues are developed.

12.0. SRS INFRASTRUCTURE

As shown in Attachment A, Figure 1, our SRS infrastructure consists of two identically provisioned and configured datacenters with each served by
multiple bandwidth providers.

For clarity in Figure 1, connecting lines through the load balancing devices between the Protocol Layer and the Services Layer are omitted. All

hardware connecting to the Services Layer goes through a load-balancing device. This device distributes the load across the multiple machines
providing the services. This detail is illustrated more clearly in subsequent diagrams in Attachment A.
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13.0 RESOURCING PLAN

Resources for the continued development and maintenance of the SRS and ancillary services have been carefully considered. We have a significant
portion of the required personnel on hand and plan to hire additional technical resources, as indicated below. Resources on hand are existing full
time employees whose primary responsibility is the SRS.

For descriptions of the foIIowin? teams, please refer to the resourcing section of our response to Question 31, Technical Review of Proposed
Registry. Current and planned allocations are below.

Software Engineering:

- Existing Department Personnel: Project Manager, Development Manager, two Sr. Software Engineers, two, Sr. Database Engineer, Quality
Assurance Engineer ) ) . . .

- First Year New Hires: Web Developer, Database Engineer, Technical Writer, Build/Deployment Engineer

Systems Engineering:

- Existing Department Personnel: Sr. Director IT Operations, two Sr. Systems Administrators, two Systems Administrators, two Sr. Systems
Engineers, two Systems Engineers

- First Year New Hires: Systems Engineer

Network Engineering:

- Existing Department Personnel: Sr. Director IT Operations, two Sr. Network Engineers, two Network Engineers
- First Year New Hires: Network Engineer

Database Operations:

- Existing Department Personnel: Sr. Database Operations Manager, 2 Database Administrators

Information Security Team:

- Existing Department Personnel: Director of Information Security, Sr. Information Security Specialist, Information Security Specialists, Sr.
Information Security Engineer, Information Security Engineer

- First Year New Hires: Information Security Engineer

Network Operations Center (NOC):

- Existing Department Personnel: Manager, two NOC Supervisors, 12 NOC Analysts
- First Year New Hires: Eight NOC Analysts

25. Extensible Provisioning Protocol (EPP)

Q25 CHAR: 20820

TLD Applicant is applying to become an ICANN accredited Top Level Domain (TLD) registry. TLD Applicant meets the operational, technical,

and financial capability re?jwrements to pursue, secure and operate the TLD registry. The resgonses to technical capability questions were grepared
y

to demonstrate, with confidence, that the technical capabilities of TLD Applicant meet and substantially exceed the requirements proposed
ICANN.

1.0. INTRODUCTION

Our SRS EPP interface is a proprietary network service compliant with RFC 3735 and RFCs 5730-4. The EPP interface gives registrars a
standardized programmatic access point to provision and manage domain name registrations.

2.0. IMPLEMENTATION EXPERIENCE

The SRS implementation for our gTLD leverages extensive experience implementing long-running, highly available network services accessible.
Our EPP interface was written by highly experienced engineers focused on meeting strict requirements developed to ensure quality of service and
uptime. The development staff has extensive experience In the domain name industry.

3.0. TRANSPORT

The EPP core specification for transport does not specify that a specific transport method be used and is, thus, flexible enough for use over a variety
of transport methods. However, EPP is most commonly used over TCPAP and secured with a Transport Layer Security (TLS) layer for domain
registration purposes. Our EPP interface uses the industry standard TCP with TLS.

4.0. REGISTRARS’ EXPERIENCE

Registrars will find our EPP interface familiar and seamless. As part of the account creation process, a registrar provides us with information we use
to authenticate them. The registrar provides us with two subnets indicating the connection’s origination. In addition, the registrar provides us with
the Common Name specified in the certificate used to identify and validate the connection.

Also, as part of the account creation process, we provide the registrar with authentication credentials. These credentials consist of a client identifier
and an initial password and are provided in an out-of-band, secure manner. These credentials are used to authenticate the registrar when starting an
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EPP session.

Prior to getting access to the production interfaces, registrars have access to an Operational Test and Evaluation (OT&E) environment. This
environment is an isolated area that allows registrars to develop and test against registry systems without any impact to production. The OT&E
environment also provides registrars the opportunity to test implementation of custom extensions we may require.

Once a registrar has completed testing and is prepared to ﬂo live, the registrar is provided a Scripted Server Environment. This environment
contains an EPP interface and database pre-populated with known data. To verify that the registrar’s implementations are correct and minimally
suitable for the production environment, the registrar is required to run through a series of exercises. Only after successful performance of these
exercises is a registrar allowed access to production services.

5.0. SESSIONS

The only connections that are allowed are those from subnets previously communicated during account set up. The registrar originates the _
conréectcllon to t?e SRS and must do so securely using a Transport Layer Security (TLS) encrypted channel over TCPAP using the IANA assigned
standard port of 700.

The TLS protocol establishes an encrypted channel and confirms the identity of each machine to its counterpart. During TLS negotiation,
certificates are exchanged to mutually verify identities. Because mutual authentication is required, the registrar certificate must be sent during the
negotiation. If it is not sent, the connection 1s terminated and the event logged.

The SRS first examines the Common Name (CN]Z. The SRS then compares the Common Name to the one provided by the registrar during account
set up. The SRS then validates the certificate by ollpwlnghthe signature chain, ensures that the chain is complete, and terminates against our store of
root (I:ertlflgate Authorities (CA). The SRS also verifies the revocation status with the root CA. If these fail, the connection is terminated and the
event logged.

Upon successful completion of the TLS handshake and the subsequent client validation, the SRS automatically sends the EPP greeting. Then the
registrar initiates a new session by sending the login command with their authentication credentials. The SRS passes the credentials to the database
for validation over an encrypted channel. Policy limits the number of failed login attempts. If the registrar exceeds the maximum number of
attempts, the connection to the server is closed. If authentication was successful, the EPP session is allowed to proceed and a response is returned
indicating that the command was successful.

An established session can only be maintained for a finite period. EPP server policy specifies the timeout and maximum lifetime of a connection.
The policy requires the registrar to send a protocol command within a given timeout period. The maximum lifetime policy for our registry restricts
the connection to a finite overall timespan. If a command is not received within the timeout period or the connection lifetime is exceeded, the
connection is terminated and must be reestablished. Connection lifecycle details are explained in detail in our Registrar Manual.

The EPP interface allows pipelining of commands. For consistency, however, the server only processes one command at a time per session and does
Roj[ examine the next command until a response to the previous command is sent. It is the registrar’s responsibility to track both the commands and
their responses.

6.0. EPP SERVICE SCALE

Our EPP service is horizontally scalable. Its design allows us to add commodity-grade hardware at any time to increase our capacity. The design
employs a 3-tier architecture which consists of protocol, services and data tiers. Servers for the protocol tier handle the loads of SSL negotiation and
protocol validation and parsing. These loads are distributed across a farm of numerous servers balanced by load-balancing devices. The protocol
tier connects to the services tier through load-balancing devices.

The services tier consists of a farm of servers divided logically based on the services provided. Each service category has two or more servers. The
services tier is responsible for registry policy enforcement, registration lifecycle and provisioning, among other services. The services tier connects
to the data tier which consists of Microsoft SQL Server databases for storage.

The data tier is a robust SQL Server installation that consists of a 2-node cluster in an active/active configuration. Each node is designed to handle
the entire load of the registry should the alternate node go offline.

Addgtional details on scale and our plans to service the load we anticipate are described in detail on questions 24: SRS Performance and 32:
Architecture.

7.0. COMPLIANCE WITH CORE AND EPP EXTENSION RFCs
The EPP interface is highly compliant with the following RFCs:

- RFC 5730 Extensible Provisioning Protocol

- RFC 5731 EPP Domain Name Mapping

- RFC 5732 EPP Host Mapping

- RFC 5733 EPP Contact Mapping

- RFC 5734 EPP Transport over TCP

- RFC 3915 Domain Registry Grace Period Mapping

- RFC 5910 Domain Name System (DNS) Security Extensions Mapping

g'hle implementation is fully compliant with all points in each RFC. Where an RFC specifies optional details or service policy, they are explained
elow.

7.1. RFC 5730 EXTENSIBLE PROVISIONING PROTOCOL

Section 2.1 Transport Mapping Considerations - ack. .
Transmission Control Protocol (TCP) in compliance with RFC 5734 with TLS.

Section 2.4 Greeting Format — compliant ) ) ) o
The SRS implementation responds to a successful connection and subsequent TLS handshake with the EPP Greeting. The EPP Greeting is also
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transmitted in response to a <hello’) command. The server includes the EPP versions supported which at this time is only 1.0. The Greeting
contains namespace URIs as {objURV) elements representing the objects the server manages.

The Greeting contains a {svcExtension) element with one {extURI) element for each extension namespace URI implemented by the SRS.

Section 2.7 Extension Framework — compliant
Each mapping and extension, if offered, will comply with RFC 3735 Guidelines for Extending EPP.

Section 2.9 Protocol Commands — compliant

Login command’s optional {options) element is currently ignored. The (versiony _is verified and 1.0 is currently the only acceptable response.
The (lang) element is also ignored because we currently only support English (en). This server policy is reflected’in the greeting.

The client mentions {objURI) elements that contain namespace URIs representing objects to be managed during the session inside  {svcs)
eledmerr]lt m;_Logln request. Requests with unknown {objURI) values are rejected with error information in the response. A {logout) command
ends the client session.

Section 4 Formal syntax - compliant_ ) ) ) ) )
All commands and responses are validated against applicable XML schema before acting on the command or sending the response to the client
re?]pectlvely. XML schema validation is performed against base schema (epp-1.0), common elements schema (eppcom-1.0) and object-specific
schema.

Section 5 Internationalization Considerations - compliant ) ) ) ) ) )
EPP XML recognizes both UTF-8 and UTF-16. All date-time values are presented in Universal Coordinated Time using Gregorian calendar.

7.2. RFC 5731 EPP DOMAIN NAME MAPPING

Section 2.1 Domain and Host names — compliant ) _ i
The domain and host names are validated to meet conformance requirements mentioned in RFC 0952, 1123 and 3490.

Section 2.2 Contact and Client Identifiers — compliant o o
All EPP contacts are identified by a server-unique identifier. Contact identifiers conform to “clIDType” syntax described in RFC 5730.

Section 2.3 Status Values — compliant ) ) ) ) )
A domain object always has at least one associated status value. Status value can only be set by the sponsoring client or the registry server where it
resides. Status values set by server cannot be altered by client. Certain combinations of statuses are not permitted as described by RFC.

Section 2.4 Dates and Times — compliant ] ) ) ) ) ) ) )
Date and time attribute values are represented in Universal Coordinated Time (UTC) using Gregorian calendar, in conformance with XML schema.

Section 2.5 Validity Periods — compliant S o
Our SRS implementation supports validity periods in unit year (“y”). The default period is 1y.

Section 3.1.1 EPP {check) Command - compliant ] ]
A maximum of 5 domains can be checked in a single command request as defined by server policy.

Section 3.1.2 EPP (info) Command — compliant ) _ o ) _ ) ) _
EPP (info) command is used to retrieve information associated with a domain object. If the querying Registrar is not the sponsoring registrar and
the registrar does not provide valid authorization information, the server does not send any domain elements in response per server policy.

Section 3.1.3 EPP <(transfer) Query Command — compliant _ ) _ )
EPP <(transfer) command provides a query operation that allows a client to determine the real-time status of pending and completed transfer
requests. If the authinfo element is not provided or authorization information is invalid, the command is rejected for authorization.

Section 3.2.4 EPP (transfery Command — compliant ) o
All subordinate host objects to the domain are transferred along with the domain object.

7.3. RFC 5732 EPP HOST MAPPING

Section 2.1 Host Names — compliant _ _ )
The host names are validated to meet conformance requirements mentioned in RFC 0952, 1123 and 3490.

Section 2.2 Contact and Client Identifiers — compliant o o
All EPP clients are identified by a server-unique identifier. Client identifiers conform to “clIDType” syntax described in RFC 5730.

Section 2.5 IP Addresses — compliant
The syntax for IPv4 addresses conform to RFC0791. The syntax for IPv6 addresses conform to RFC4291.

Section 3.1.1 EPP {check) Command - compliant _
Maximum of five host names can be checked in a single command request set by server policy.

Section 3.1.2 EPP (info) Command — compliant _ ] o
If the querying client is not a sponsoring client, the server does not send any host object elements in response and the request is rejected for
authorization according to server policy.

Section 3.2.2 EPP  (delete) Command — compliant
A delete is permitted only if the host is not delegated.

Section 3.2.2 EPP {update) Command — comﬁliant o _ ] _ _ _
Any request to change host name of an external host that has associations with objects that are sponsored by a different client fails.
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7.4. RFC 5733 EPP CONTACT MAPPING

Section 2.1 Contact and Client Identifiers — compliant
Contact identifiers conform to “cliDType” syntax described in RFC 5730.

Section 2.6 Email Addresses — compliant o
Email address validation conforms to syntax defined in RFC5322.

Section 3.1.1 EPP {check) Command — compliant
Maximum of 5 contact id can be checked in a single command request.

Section 3.1.2 EPP_ (info) Command - compliant ) _ o o
If querying client is not sponsoring client, server does not send any contact object elements in response and the request is rejected for authorization.

Section 3.2.2 EPP (delete) Command — compliant ) _ _
A delete is permitted only if the contact object is not associated with other known objects.

7.5. RFC 5734 EPP TRANSPORT OVER TCP

Section 2 Session Management — compliant

The SRS implementation conforms to the required flow mentioned in the RFC for initiation of a connection request by a client, to establish a TCP
connection. The client has the ability to end the session by issuing an EPP  {logout) command, which ends the session and closes the TCP
connection. Maximum life span of an established TCP connection is defined by server policy. Any connections remaining open beyond that are
terminated. Any sessions staying inactive beyond the timeout policy of the server are also terminated similarly. Policies regarding timeout and
lifetime values are clearly communicated to registrars in documentation provided to them.

Section 3 Message Exchange — compliant

With the exception of EPP server greeting, EPP messages are initiated by EPP client in the form of EPP commands. Client-server interaction works
as a command-response exchange where the client sends one command to the server and the server returns one response to the client in the exact
order as received by the server.

Section 8 Security considerations — ack. o ) ) o o ) )

TLS 1.0 over TCP is used to establish secure communications from IP restricted clients. Validation of authentication credentials along with the
certificate common name, validation of revocation status and the validation of the full certificate chain are performed. The ACL only allows
connections from subnets prearranged with the Registrar.

Section 9 TLS Usage Profile — ack. o - ) ) ) S

The SRS uses TLS 1.0 over TCP and matches the certificate common name. The full certificate chain, revocation status and expiry date is validated.
TLS is implemented for mutual client and server authentication.

8.0. EPP EXTENSIONS

8.1. STANDARDIZED EXTENSIONS

Our implementation includes extensions that are accepted standards and fully documented. These include the Registry Grace Period Mapping and
DNSSEC.

8.2. COMPLIANCE WITH RFC 3735

RFC 3735 are the Guidelines for Extending the Extensible Provisioning Protocol. Any custom extension implementations follow the guidance and
recommendations given in RFC 3735.

8.3. COMPLIANCE WITH DOMAIN REGISTRY GRACE PERIOD MAPPING RFC 3915

Section 1 Introduction — compliant o ) ) ) ) )

Our SRS implementation supports all specified grace periods particularly, add grace period, auto-renew grace period, renew grace period, and
transfer grace period.

Section 3.2 Registration Data and Supporting Information — compliant
Our SRS implementation supports free text and XML markup in the restore report.

Section 3.4 Client Statements — compliant . . .
Client can use free text or XML markup to make 2 statements regarding data included in a restore report.

Section 5 Formal syntax - compliant

All commands and responses for this extension are validated against applicable XML schema before acting on the command or sending the
response to the client respectively. XML schema validation is performed against RGP specific schema (rgp-1.0).

8.4. COMPLIANCE WITH DOMAIN NAME SYSTEM (DNS) SECURITY EXTENSIONS MAPPING RFC 5910

RFC 5910 describes an Extensible Provisioning Protocol (EPP) extension mapping for the provisioning and management of Domain Name System
Security Extensions (DNSSEC) for domain names stored in a shared central repository. Our SRS and DNS implementation supports DNSSEC.

The information exchanged via this mapping is extracted from the repository and used to publish DNSSEC Delegate Signer (DS) resource records
(RR) as described in RFC 4034.

Section 4 DS Data Interface and Key Data Interface — compliant ) ) )
Our SRS implementation supports only DS Data Interface across all commands applicable with DNSSEC extension.

Section 4.1 DS Data Interface — compliant
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The client can provide key data associated with the DS information. The collected key data along with DS data is returned in an info response, but
may not be used in our systems.

Section 4.2 Key Data Interface — compliant ] ) o

Since our gTLD’s SRS implementation does not support Key Data Interface, when a client sends a command with Key Data Interface elements, it is
rejected with error code 2306.

Section 5.1.2 EPP  (info) Command — comﬁliant ] ] )

This extension does not add any elements to the EPP  {info) command. When an <(info) command is processed successfully, the EPP
(resDatay contains child elements for EPP domain mapping. In addition, it contains a child {(secDNS:infData) element that identifies

extension namespace if the domain object has data associated with this extension. It is conditionally based on whether or the client added the
{extURI) element for this extension in the <login) command. Multiple DS data elements are supported.

Section 5.2.1 EPP  {create) Command — compliant _ _ _ ) ]

The client must add an  {extension) element, and the extension element MUST contain a child {secDNS:create) element if the client wants to

associate data defined in this extension to the domain object. Multiple DS data elements are supported. Since the SRS implementation does not

support maxSigL.ife, it returns a 2102 error code if the command included a value for maxSigLife.

Section 5.2.5 EPP (update) Command — compliant _ ) )

Since the SRS implementation does not_s_upJ)prt the (secDNS:yﬁdate) element’s optional “urgent” attribute, an EPP error result code of 2102 is

returned if the “urgent” attribute is specified in the command with value of Boolean true.

8.5. PROPRIETARY EXTENSION DOCUMENTATION

We are not proposing any proprietary EPP extensions for this TLD.

8.6. EPP CONSISTENT WITH THE REGISTRATION LIFECYCLE DESCRIBED IN QUESTION 27

Our EPP implementation makes no changes to the industry standard registration lifecycle and is consistent with the lifecycle described in Question
27.

9.0. RESOURCING PLAN

For descriptions of the following teams, please refer to our response to Question 31. Current and planned allocations are below.

Software Engineering:

- Existing Department Personnel: Project Manager, Development Manager, 2 Sr. Software Engineers, Sr. Database Engineer, Quality Assurance
-EE?rlsqe\e(Eear New Hires: Web Developer, Database Engineer, Technical Writer, Build/Deployment Engineer

Systems Engineering:

- Existing Department Personnel: Sr. Director IT Operations, two Sr. Systems Administrators, two Systems Administrators, two Sr. Systems
Engineers, two Systems Engineers

- First Year New Hires: Systems Engineer

Network Engineering:

- Existing Department Personnel: Sr. Director IT Operations, two Sr. Network Engineers, two Network Engineers
- First Year New Hires: Network Engineer

Database Operations:

- Existing Department Personnel: Sr. Database Operations Manager, two Database Administrators

Information Security Team:

- Existing Department Personnel: Director of Information Security, Sr. Information Security Specialist, Information Security Specialists, Sr.
Information Security Engineer, Information Security Engineer

- First Year New Hires: Information Security Engineer

Network Operations Center (NOC):

- Existing Department Personnel: Manager, two NOC Supervisors, 12 NOC Analysts
- First Year New Hires: Eight NOC Analysts

26. Whois

Q26 CHAR: 19908
1.0. INTRODUCTION

Our registry provides a publicly available Whois service for registered domain names in the top-level domain (TLD). Our planned registry also
offers a searchable Whois service that includes web-based search capabilities by domain name, registrant name, postal address, contact name,
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registrar 1D and IP addresses without an arbitrary limit. The Whois service for our gTLD also offers Boolean search capabilities, and we have
initiated appropriate precautions to avoid abuse of the service. This searchable Whois service exceeds requirements and is eligible for a score of 2
by providing the following:

- Web-based search capabilities by domain name, registrant name, postal address, contact names, registrar IDs, and Internet Protocol addresses
without arbitrary limit.

- Boolean search capabilities.

- Appropriate precautions to avoid abuse of this feature (e.g., limiting access to legitimate authorized users).

- Compliance with any applicable privacy laws or policies.

The Whois service for our planned TLD is available via port 43 in accordance with RFC 3912. Also, our planned registry includes a \Whois web
interface. Both provide free public query-based access to the elements outlined in Specification 4 of the Registry Agreement. In addition, our
registry includes a searchable Whois service. This service is available to authorized entities and accessible from a web browser.

2.0. HIGH-LEVEL WHOIS SYSTEM DESCRIPTION

The Whois service for our registry provides domain registration information to the public. This information consists not only of the domain name
but also of relevant contact information associated with the domain. It also identifies nameserver delegation and the registrar of record. This service
is available to any Internet user, and use does not require ﬁrior authorization or permission. To maximize accessibility to the data, Whois service is
provided over two mediums, as described below. Where the medium is not specified, any reference to Whois pertains to both mediums. We
describe our searchable Whois solution in Section 11.0.

One medium used for our gTLD’s Whois service is port 43 Whois. This consists of a standard Transmission Control Protocol (TCP) server that
answers requests for information over port 43 in compliance with IETF RFC 3912. For each query, the TCP server accepts the connection over port
43 and then waits for a set time for the query to be sent. This communication occurs via clear, unencrypted text. If no query is received by the server
within the allotted time or a malformed query is detected, the connection is closed. If a properly formatted and valid query is received, the registry
database is ciueried for the registration data. If registration data exists, it is returned to the service where it is then formatted and delivered to the
requesting client. Each query connection is short-lived. Once the output is transmitted, the server closes the connection.

The other medium used for Whois is via web interface using clear, unencrypted text. The web interface is in an HTML format suitable for web
browsers. This interface is also available over an encrypted channel on port 443 using the HTTPS protocol.

The steps for accessing the web-based Whois will be prominently displayed on the registry home page. The web-based Whois is for interactive use
by individual users while the port 43 Whois system is for automated use by computers and lookup clients.

Both Whois service offerings comply with Specification 4 of the New GTLD Agreement. Although the Whois output is free text, it follows the
output format as described for domain, registrar and nameserver data in Sections 1.4, 1.5 and 1.6 of Specification 4 of the Registry Agreement.

Our gTLD’s WHOIS service is mature, and its current implementation has been in continuous operation for seven years. A dedicated support staff
monitors this service 24/7. To ensure high availability, multiple redundant servers are maintained to enable capacity well above normal query rates.

Most of the queries sent to the port 43 Whois service are automated. The Whois service contains mechanisms for detecting abusive activity and, if
abuse is detected, reacts appropriately. This capability contributes to a high quality of service and availability for all users.

2.1. PIl POLICY

The services and systems for this gTLD do not collect, process or store any personally identifiable information (PII) as defined by state disclosure
and privacy laws. Registry systems collect the following Whois data types: first name, last name, address and phone numbers of all billing,
administration and technical contacts. Any business conducted where confidential Pll consisting of customer payment information is collected uses
systems that are completely separate from registry systems and segregated at the network layer.

3.0. RELEVANT NETWORK DIAGRAM(S)

Our network diagram (Q 26 - Attachment A, Figure 1) provides a quick-reference view of the Whois system. This diagram reflects the Whois
system components and compliance descriptions and explanations that follow in this section.

3.1. NARRATIVE FOR Q26 - FIGURE 1 OF 1 (SHOWN IN ATTACHMENT A)

The Whois service for our %TL_D operates from two datacenters from replicated data. Network traffic is directed to either of the datacenters through
a global load balancer. Traffic is directed to an appropriate server farm, depending on the service interface requested. The load balancer within the
datacenter monitors the load and health of each individual server and uses this information to select an appropriate server to handle the request.

The protocol server handling the request communicates over an encrypted channel with the Whois service provider through a load-balancing device.
The WHOIS service provider communicates directly with a replicated, read-only copy of the appropriate data from the registry database. The
Whois service provider is passed a sanitized and verified query, such as a domain name. The database attempts to locate the appropriate records,
then format and return them. Final output formatting is performed by the requesting server and the results are returned back to the original client.

4.0. INTERCONNECTIVITY WITH OTHER REGISTRY SYSTEMS

The Whaois port 43 interface runs as an unattended service on servers dedicated to this task. As shown in Attachment A, Figure 1, these servers are
delivered network traffic by redundant load-balancing hardware, all of which is protected by access control methods. Balancing the load across
many servers helps distribute the load and allows for expansion. The system’s design allows for the rapid addition of new servers, typically same-
day, should load require them.

Both our port 43 Whois and our web-based Whois communicate with the Whois service provider in the middle tier. Communication to the Whois
service provider |séj distributed by a load balancing pair. The Whois service provider calls the appropriate procedures in the database to search for the
registration records.

The Whois service infrastructure operates from both datacenters, and the global load balancer distributes Whois traffic evenly across the two
datacenters. If one datacenter is not responding, the service sends all traffic to the remaining datacenter. Each datacenter has sufficient capacity to
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handle the entire load.

To avoid placing an abnormal load on the Shared Registration System (SRS), both service installations read from replicated, read-only database
instances (see Figure 1). Because each instance is maintained via replication from the primary SRS database, each replicated database contains a
copy of the authoritative data. Having the Whois service receive data from this replicated database minimizes the impact of services competing for
the same data and enables service redundancy. Data replication is also monitored to prevent detrimental impact on the primary SRS.

5.0. FREQUENCY OF SYNCHRONIZATION BETWEEN SERVERS

As shown in Figure 1, the system replicates WHOIS services data continuously from the authoritative database to the replicated database. This
persistent connection is maintained between the databases, and each transaction is queued and published as an atomic unit. Delays, if any, in the
replication of registration information are minimal, even during periods of high load. At no time will the system prioritize replication over normal
operations of the SRS.

6.0. POTENTIAL FORMS OF ABUSE

Potential forms of abuse of this feature, and how they are mitigated, are outlined below. For additional information on our approach to preventing
and mitigating Whois service abuse, please refer to our response to Question 28.

6.1. DATA MINING ABUSE

This type of abuse consists primarily of a user using queries to acquire all or a significant portion of the registration database.

The system mitigates this type of abuse by detecting and limiting bulk query access from single sources. It does this in two ways: 1?_ by rate-limitin
ueries by non-authorized parties; and 2) by ensuring all queries result in responses that do not include data sets representing signiticant portions o

the registration database.

6.2. INVALID DATA INJECTION

This type of abuse is mitigated by 1) ensuring that all Whois systems are strictly read-only; and 2) ensuring that any input queries are properly
sanitized to prevent data injection.

6.3. DISCLOSURE OF PRIVATE INFORMATION

The Whois system mitigates this type of abuse by ensuring all responses, while complete, only contain information appropriate to Whois output and
do not contain any private or non-public information.

7.0. COMPLIANCE WITH WHOIS SPECIFICATIONS FOR DATA OBJECTS, BULK ACCESS, AND LOOKUPS

Whois specifications for data objects, bulk access, and lookups for our gTLD are fully compliant with Specifications 4 and 10 to the Registry
Agreement, as explained below.

7.1. COMPLIANCE WITH SPECIFICATION 4

Compliance of Whois specifications with Specification 4 is as follows:

- Registration Data Directory Services Component: Specification 4.1 is implemented as described. Formats follow the outlined semi-free text
format. Each data object is represented as a set of keyAsalue pairs with lines beginning with keys followed by a colon and a space as delimiters,
followed by the value. Fields relevant to RFCs 5730-4 are formatted per Section 1.7 of Specification 4. - ) )

- Searchqb_lllt¥ compliance is achieved by implementing, at a minimum, the specifications in section 1.8 of specification 4. We describe this
searchability feature in Section 11.0. ) ) - )

- Co-operation, ICANN Access and Emergency Operator Access: Compliance with these specification components is assured.

- Bulk Registration Data Access to ICANN: Compliance with this specification component is assured.

Evidence of Whois system compliance with this specification consists of;:

- Matching existing Whois output with specification output to verify that it is equivalent.

7.2. COMPLIANCE WITH SPECIFICATION 10 FOR WHOIS

Our gTLD’s Whois complies fully with Specification 10. With respect to Section 4.2, the approach used ensures that Round-Trip Time (RTT)
remains below five times the corresponding Service Level Requirement (SLR).

7.2.1. Emergency Thresholds

To achieve compliance with this Specification 10 component, several measures are used to ensure emergency thresholds are never reached:

1) Provide staff training as necessary on Registry Transition plan components that prevent Whois service interruption in case of emergency (see the
Question 40 response for details). ) ) o )

2) Conduct regular failover testln? for Whois services as outlined in the Question 41 response.

3) Adhere to recovery objectives for Whois as outlined in the Question 39 response.

7.2.2. Emergency Escalation

Compliance with this specification component is achieved by participation in escalation procedures as outlined in this section.

8.0. COMPLIANCE WITH RFC 3912

Whois service for our gTLD is fully compliant with RFC 3912 as follows:
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- RFC 3912 Element, “A Whois server listens on TCP port 43 for requests from Whois clients”: This requirement is properly implemented, as
described in Section 1 above. Further, running Whois on ports other than port 43 is an option.

- RFC 3912 Element, “The Whois client makes a text request to the Whois server, then the Whois server replies with text content”: The port 43
Whois service is a text-based query and response system. Thus, this requirement is also properly implemented.

- RFC 3912 Element, “All requests are terminated with ASCII CR and then ASCII LF. The response might contain more than one line of text, so the
presence of ASCII CR or ASCII LF characters does not indicate the end of the response”: This requirement is properly implemented for our TLD.

- RFC 3912 Element, “The Whois server closes its connection as soon as the output is finished”: This requirement is properly implemented for our
TLD, as described in Section 1 above.

- RFIC 3912dEIement, “The closed TCP connection is the indication to the client that the response has been received™”: This requirement is properly
implemented.

9.0. RESOURCING PLAN

Resources for the continued development and maintenance of the Whois have been carefully considered. Many of the required personnel are already
in place. Where gaps exist, technical resource addition plans are outlined below as “First Year New Hires.” Resources now in place, shown as
“Existing Department Personnel”, are employees whose primary responsibility is the registry system.

Software Engineering:

- Existing Department Personnel: Project Manager, Development Manager, two Sr. Software Engineers, Sr. Database Engineer, Quality Assurance
Engineer

- F?rst Year New Hires: Web Developer, Database Engineer, Technical Writer, Build/Deployment Engineer

Systems Engineering:

- Existing Department Personnel: Sr. Director IT Operations, two Sr. Systems Administrators, two Systems Administrators, two Sr. Systems
Engineers, two Systems Engineers

- First Year New Hires: Systems Engineer

Network Engineering:

- Existing Department Personnel: Sr. Director IT Operations, two Sr. Network Engineers, two Network Engineers
- First Year New Hires: Network Engineer

Database Operations:
- Existing Department Personnel: Sr. Database Operations Manager, two Database Administrators
Information Security Team:

- Existing Department Personnel: Director of Information Security, Sr. Information Security Specialist, Information Security Specialists, Sr.
Information Security Engineer, Information Security Engineer
- First Year New Hires: Information Security Engineer

Network Operations Center (NOC):

- Existing Department Personnel: Manager, two NOC Supervisors, 12 NOC Analysts
- First Year New Hires: Eight NOC Analysts

11.0. PROVISION FOR SEARCHABLE WHOIS CAPABILITIES

The searchable Whois service for our gTLD provides flexible and powerful search ability for users through a web-based interface. This service is
provided only to entities with a demonstrated need for it. Where access to registration data is critical to the investigation of cybercrime and other
potentially unlawful activity, we authorize access for fully vetted law enforcement and other entities as appropriate. Search capabilities for our
gTLD’s searchable Whois meet or exceed the requirements indicated in section 1.8 of specification 4.

Once authorized to use the system, a user can perform exact and partial match searches on the following fields:

- Domain name

- Registrant name

- Postal address including street, city and state, etc., of all registration contacts
- Contact names

- Registrant email address

- Registrar name and 1D

- Nameservers

- Internet Protocol addresses

In addition, all other EPP Contact Object fields and sub-fields are searchable as well. The following Boolean operators are also supported: AND,
OR, NOT. These operators can be used for joining or excluding results.

Certain t%/pes of registry related abuse are unique to the searchable Whois function. Providing searchable Whois warrants providing protection
against this abuse. Potential problems include:

- Attempts to abuse Whois by issuing a query that essentially returns the entire database in the result set.
- Attempts to run large quantities of queries sufficient to reduce the performance of the registry database.

Precautions for preventing and mitigating abuse of the Whois search service include:

- Limiting access to authorized users only. ) N
- Establishing legal agreements with authorized users that clearly define and prohibit system abuse.
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- Queuing search queries into a job processing system.
- Executing search queries against a replicated read-only copy of the database. o
- Limiting result sets when the query is clearly meant to cause a wholesale dump of registration data.

Only authorized users with a legitimate purpose for searching registration data are permitted to use the searchable Whois system. Examples of
Ief%_ltl_mate purpose include the investigation of terrorism or cybercrime by authorized officials, or any of many other official activities that public
officials must conduct to fulfill their respective duties. We grant access for these and other purposes on a case-by-case basis.

To ensure secure access, a two-factor authentication device is issued to each authorized user of the registry. Subsequent access to the system
requires the user name, password and a one-time generated password from the issued two-factor device.

Upon account creation, users are provided with documentation describing our terms of service and policies for acceptable use. Users must agree to
these terms to use the system. These terms clearly define and illustrate what constitutes legitimate use and what constitutes abuse. They also inform
the user that abuse of the system is grounds for limiting or terminating the user’s account.

For all queries submitted, the searchable Whois system first sanitizes the (wery to deter potential harm to our internal systems. The system then
submits the query to a queue for job processing. The system processes each query one by one and in the order received. The number of concurrent
queries executed varies, depending on the current load.

To ensure Whois search capabilities do not affect other registry systems, the system executes queries against a replicated read-only version of the
database. The system updates this database frequently as registration transactions occur. These updates are performed in a manner that ensures no
detrimental load is placed on the production SRS.

To process successfully, each quer?]/ must contain the criteria needed to filter its results down to a reasonable result set (one that is not excessively
large). If the query does not meet this, the user is notified that the result set is excessive and is asked to verify the search criteria. If the user wishes
to continue without making the indicated changes, the user must contact our support team to verify and approve the query. Each successful query
submitted results in immediate execution of the query.

Query results are encrypted using the unique shared secret built into each 256-bit Advanced Encryﬁtion Standard (AES) two-factor device. The
results are written to a secure location dedicated for result storage and retrieval. Each result report has a unique file name in the user’s directory. The
user’s directory is assigned the permissions needed to prevent unauthorized access to report files. For the convenience of Registrars and other users,
each query result is stored for a minimum of 30 days. At any point following this 30-day period, the query result may be purged by the system.

27. Registration Life Cycle

Q27 CHAR: 19951

1.0. INTRODUCTION ) ) ) o
To saﬁ that the lifecycle of a domain name is complex would be an understatement. A domain name can traverse many states throughout its lifetime
and there are many and varied triggers that can cause a state transition. Some states are triggered simply by the passage of time. Others are
triggered by an explicit action taken by the registrant or registrar. Understanding these is critical to the proper operation of a gTLD registry. To
complicate matters further, a domain name can contain one or more statuses. These are set by the registrar or registry and have a variety of uses.

When this text discusses EPP commands received from registrars, with the exception of a transfer request, the reader can assume that the command
is received from the sponsoring registrar and successfully processed. The transfer request originates from the potential gaining registrar. Transfer
details are explicit for clarity.

2.0. INDUSTRY STANDARDS

The registration life cycle apﬁroach for our gTLD follows industry standards for registration lifecycles and registration statuses. By implementing a
registration life cycle that adheres to these standards, we avoid compounding an already confusing topic for registrants. In addition, since registrar
systems are already designed to manage domain names in a standard way, a standardized registration lifecycle also lowers the barrier to entry for
registrars.

The registration lifecycle for our gTLD follows core EPP RFCs including RFC 5730 and RFC 5731 and associated documentation of lifecycle
information. To protect registrants, EPP Grace Period Mapping for domain registrations is implemented, which affects the registration lifecycle and
domain status. EPP Grace Period Mapping is documented in RFC 3915.

3.0. REGISTRATION STATES

For a visual guide to this registration lifecycle discussion, please refer to the attachment, Registration Lifecycle Illustrations. Please note that this
text makes many references to the status of a domain. For brevity, we do not distinguish between the domain mapping status {(domain:status) and
the EPP Grace Period Mapping status {rgp rgpStatus) as making this differentiation in every case would make this document more difficult to
read and in this context does not improve understanding.

4.0. AVAILABILITY

The lifecycle for any domain registration begins with the Available state. This is not necessarily a registration state, per se, but indicates the lack of
domain registration implied and provides an entry and terminal point for the state diagram provided. In addition to the state diagram, please refer to
Fig. 2 — Availability Check for visual representation of the process flow.

Before a user can register a new domain name, the registry performs an availability check. Possible outcomes of this availability check include:
1. Domain name is available for registration.

2. Domain name is already registered, regardless of the current state and not available for registration.

3. Domain name has been reserved by the registry.

4. Domain name string has been blocked because of a trademark claim.

5.0. INITIAL REGISTRATION
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The first step in domain registration is the availability check as described above and shown in Fig. 2 — Availability Check. A visual guide to the
description for domain registration in this section can be found in Fig. 3 — Domain Registration. If the domain is available for registration, a
registrar submits a registration request.

With this request, the registrar can include zero or more nameserver hosts for zone delegation. If the registrar includes zero or one nameserver
gost(s), the omall? is registered but the EPP status of the domain is set to inactive. If the registrar includes two or more, the EPP status of the
omain is set to ok.

The reguest may also include a registration period (the number of years the registrar would like the domain registered). If this time period is
omitted, the registry may use a default initial registration period. The policy for this allgns with the industry standard of one year as the default
period. If the registrar includes a registration period, the value must be between one and ten years as specified in the gTLD Registry Agreement.
Once the registration process is complete within the registry, the domain registration is considered to be in the REGISTERED state but within the
Add Grace Period.

6.0. REGISTERED STATE - ADD GRACE PERIOD

The Add Grace Period is a status given to a new domain registration. The EPP status applied in this state is addPeriod. The Add Grace Period is a
state in which the registrar is eligible for a refund of the registration price should the registration be deleted while this status is applied. The status is
removed and the registration transitions from the Add Grace Period either by an explicit delete request from the registrar or by the lapse of five
days. This is illustrated in Fig. 1 and Fig. 3 of the illustrations attachment.

If the registrar deletes the domain during the Add Grace Period, the domain becomes immediately available for registration. The registrar is
refunded the original cost of the registration.

If the five-day period lapses without receiving a successful delete command, the addPeriod status is removed from the domain.

7.0. REGISTERED STATE

A domain registration spends most of its time in the REGISTERED state. A domain registration period can initially be between one year and ten
years in one-year increments as specified in the new gTLD Registry Agreement. At any time during the registration’s term, several things can occur
to either affect the registration period or transition the registration to another state. The first three are the auto-renew process, an explicit renew EPP
request and a successful completion of the transfer process.

8.0. REGISTRATION PERIOD EXTENSION ) ]
The registration period for a domain is extended either through a successful renew request by the registrar, through the successful completion of the
transfer process or through the auto-renew process. This section discusses each of these three options.

8.1. EXTENSION VIA RENEW REQUEST

One way that a registrar can extend the registration period is by issuing a renew request. Each renew request includes the number of years desired
for extension of the registration up to ten years. Please refer to the flow charts found in both Fig. 4 — Renewal and Fig. 5 — Renewal Grace Period
for a visual representation of the following.

Because the registration period cannot extend beyond ten years, any request for a registration period beyond ten years fails. The domain must not
contain the status renewProhibited. If this status exists on the domain, the request for a renewal fails.

Upon a successful renew request, the registry adds the renewPeriod status to the domain. This status remains on the domain for a period of five
dSX-S'-The. numbgr of years in the renew request is added to the total registration period of the domain. The registrar is charged for each year of the
additional period.

While the domain has the renewPeriod status, if the sponsoring registrar issues a successful delete request, the registrar receives a credit for the
renet\{val. The r]gnﬁwgerloq status is removed and the domain enters the Redemption Grace Period (RGP) state. The status redemptionPeriod is added
to the status of the domain.

8.2. EXTENSION VIA TRANSFER PROCESS

The second way to extend the registration is through the Request Transfer process. A registrar may transfer sponsorship of a domain name to
another registrar. The exact details of a transfer are explained in the Request Transfer section below. The successful completion of the Request
Transfer process automatically extends the registration for one year. The registrar is not charged separately for the addition of the year; it comes
automatically with the successful transfer. The transferPeriod status is added to the domain.

If the gaining registrar issues a successful delete request during the transferPeriod, the gaining registrar receives a credit for the transfer. The status
redemptionPeriod is added to the status of the domain and transferPeriod is removed. The domain then enters the RGP state.

8.3. EXTENSION VIA AUTO-RENEW

The last way a registration period can be extended is passive and is the simplest way because it occurs without any action by the Registrar. When
the registration period expires, for the convenience of the registrar and registrant, the registration renews automatically for one year. The registrar is
char_gead for the renewal at this time. This begins the Auto Renew Grace Period. The autoRenewPeriod status is added to the domain to represent this
period.

The Auto Renew Grace Period lasts for 45 days. At any time during this period, the Registrar can do one of four things: 1) passively accept the
renewal; 2) actively renew (to adjust renewal options); 3) delete the registration; or 4) transfer the registration.

1(;0 passivel;gj accept the renewal, the registrar need only allow the 45-day time span to pass for the registration to move out of the Auto Renew
race Period.

Should the registrar wish to adjust the renewal period in any way, the registrar can submit a renew request via EPP to extend the registration period
up to a maximum of ten years. If the renew request is for a single year, the registrar is not charged. If the renew request is for more than a single
year, the registrar is charged for the additional years that the registration period was extended. If the command is a success, the autoRenewPeriod
status is removed from the domain.
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Should the registrar wish to delete the registration, the registrar can submit a delete command via EPP. Once a delete request is received, the
autoRenewPeriod status is removed from the domain and the redemptionPeriod status is added. The registrar is credited for the renewal fees. For
illustration of this process, please refer to Fig. 6 — Auto Renew Grace Period.

The last way move a domain registration out of the Auto Renew state is by successful completion of the Request Transfer process, as described in
the following section. If the transfer completes successfully, the autoRenewPeriod status is removed and the transferPeriod status is added.

9.0. REQUEST TRANSFER

A customer can change the sponsoring registrar of a domain registration through the Request Transfer process. This process is an asynchronous,
multi-step process that can take many as five days but may occur faster, depending on the level of support from participating Registrars.

The initiation of the transfer process is illustrated in Fig. 8 — Request Transfer. The transfer process begins with a registrar submitting a transfer
request. To succeed, the request must meet several criteria. First, the domain status must not contain transferProhibited or pendingTransfer. Second,
the initial domain registration must be at least 60 days old or, if transferred prior to the current transfer request, must not have been transferred
within the last 60 days. Lastly, the transfer request must contain the correct authinfo (authorization information) value. If all of these criteria are
met, the transfer request succeeds and the domain moves into the Pending Transfer state and the pendingTransfer status is added to the domain.

There are four ways to complete the transfer (and move it out of Pending Transfer status):
1. The transfer is auto-approved.

2. The losing registrar approves the transfer.

3. The losing registrar rejects the transfer.

4. The requesting registrar cancels the transfer.

After a successful transfer request, the domain continues to have the pendingTransfer status for up to five days. During this time, if no other action
is taken by either registrar, the domain successfully completes the transfer process and the requesting registrar becomes the new sponsor of the
domain registration. This is illustrated in Fig. 9 — Auto Approve Transfer.

At any time during the Pending Transfer state, either the gaining or losing registrar can request the status of a transfer provided they have the correct
domain authInfo. Querying for the status of a transfer is illustrated in Fig. 13 — Query Transfer.

During the five-day Pending Transfer state, the losing registrar can accelerate the process by explicitly accepting or rejecting the transfer. If the
losing registrar takes either of these actions, the pendingTransfer status is removed. Both of these actions are illustrated in Fig. 10 — Approve
Transfer and Fig. 11 — Reject Transfer.

During the five-day Pending Transfer state, the requesting registrar may cancel the transfer request. If the registrar sends a cancel transfer request,
the pendingTransfer status Is removed. This is shown in Fig. 12 — Cancel Transfer.

If the transfer process is a success, the registry adds the transferPeriod status and removes the pendingTransfer status. If the domain was in the
Renew Period state, upon successful completion of the transfer process, this status is removed.

The transferPeriod status remains on the domain for five days. This is illustrated in Fig. 14 — Transfer Grace Period. During this period, the gaining
Registrar may delete the domain and obtain a credit for the transfer fees. If the gaining registrar issues a successful delete request during the
transferPeriod, the gaining registrar receives a credit for the transfer. The status redemptionPeriod is added to the status of the domain and
transferPeriod is removed. The domain then enters the RGP state.

10.0. REDEMPTION GRACE PERIOD

The Redemption Grace Period (RGP) is a service provided by the registry for the benefit of registrars and registrants. The RGP allows a registrar to

recover a deleted domain registration. The only way to enter the RGP is throu?h a delete command sent by the sponsoring registrar. A domain in

E!G_P glways contains a status of redemptionPeriod. For an illustrated logical flow diagram of this, please refer to Fig. 15 — Redemption Grace
eriod.

The RGP lasts for 30 days. During this time, the sponsoring registrar may recover the domain through a two-step process. The first step is to send a
successful restore command to the registry. The second step is to send a restore report to the registry.

Once the restore command is processed, the registry adds the domain status of pendingRestore to the domain. The domain is now in the Pending
Restore state, which lasts for seven days. During this time, the registry waits for the restore report from the Registrar. If the restore report is not
received within seven days, the domain transitions back to the RGP state. If the restore report is successfully processed by the registry, the domain
registration is restored back to the REGISTERED state. The statuses of pendingRestore and redemptionPeriod are removed from the domain.

After 30 days in RGP, the domain transitions to the Pending Delete state. A status of pendingDelete is applied to the domain and all other statuses
are removed. This state lasts for five days and is considered a quiet period for the domain. No commands or other activity can be applied for the
domain while it is in this state. Once the five days lapse, the domain is again available for registration.

11.0. DELETE

To delete a domain registration, the s;i)]onsoring registrar must send a delete request to the registry. If the domain is in the Add Grace Period,
deletion occurs immediately. In all other cases, the deleted domain transitions to the RGP. For a detailed visual diagram of the delete process flow,
please refer to Fig. 7 — Delete.

For domain registration deletion to occur successfully, the registry must first ensure the domain is eligible for deletion by conducting two checks.
The registry first checks to verify that the requesting registrar is also the sponsoring registrar. If this is not the case, the registrar receives an error
message.

The registry then checks the various domain statuses for any restrictions that might prevent deletion. If the domain’s status includes either the
transferPending or deleteProhibited, the name is not deleted and an error is returned to the registrar.

If the domain is in the Add Grace Period, the domain is immediately deleted and any registration fees paid are credited back to the registrar. The
domain is immediately available for registration.
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If the domain is in the Renew Grace Period, the Transfer Grace Period or the Auto Renew Grace Period, the respective renewPeriod, transferPeriod
okr) autoRenewPeriod statuses are removed and the corresponding fees are credited to the Registrar. The domain then moves to the RGP as described
above.

12.0. ADDITIONAL STATUSES ) ) ) o o ) ) o
There are additional statuses that the registry or registrar can apply to a domain registration to limit what actions can be taken on it or to limit its
usefulness. This section addresses such statuses that have not already addressed in this response.

Some statuses are applied by the registrar and others are exclusivel apF_Iied by the registry. Registry-applied statuses cannot be altered by
registrars. Status names that registrars can add or remove beﬂm with “client”. Status names that only the registry can add or remove begin with
“server”. These statuses can be applied by a registrar using the EPP domain update request as defined in RFC 5731.

To prevent a domain registration from being deleted, the status values of clientDeleteProhibited or serverDeleteProhibited may be applied by the
appropriate party.

To withhold delegation of the domain to the DNS, clientHold or serverHold is z?p lied. This prevents the domain name from being published to the
zone file. If it is already published, the domain name is removed from the zone file.

To prevent renewal of the domain registration clientRenewProhibited or serverRenewProhibited is applied by the appropriate party.

To prevent the transfer of sponsorship of a registration, the states clientTransferProhibited or serverTransferProhibited is applied to the domain.
When this is done, all requests for transfer are rejected by the registry.

If a domain rec};_istratior] contains no host objects, the registr%/ applies the status of inactive. Since there are no host objects associated with the
domain, by definition, it cannot be published to the zone. The inactive status cannot be applied by registrars.

If a domain has no prohibitions, restrictions or pending operations and the domain also contains sufficient host object references for zone
publication, the registry assigns the status of ok if there is no other status set.

There are a few statuses defined by the domain mapping RFC 5731 that our registry does not use. These statuses are: pendingCreate, pendingRenew
%nd pendltr;_gUpdate. RFC 5731 also defines some status combinations that are invalid. We acknowledge these and our registry system disallows
these combinations.

13.0. RESOURCING

Software Engineering: ) ) ) )

_E Existing Department Personnel: Project Manager, Development Manager, two Sr. Software Engineers, Sr. Database Engineer, Quality Assurance
ngineer

- New Hires: Web Developer, Database Engineer, Technical Writer, Build/Deployment Engineer

Systems Engineering: ) ) o o )

- Existing Department Personnel: Sr. Director IT Operations, 2 Sr. Systems Administrators, 2 Systems Administrators, 2 Sr. Systems Engineers, 2

Systems Engineers )

- New Hires: Systems Engineer

Network Engineering:

- Existing Department Personnel: Sr. Director IT Operations, two Sr. Network Engineers, 2 Network Engineers

- New Hires: Network Engineer

Database Operations:

- Existing Department Personnel: Sr. Database Operations Manager, 2 Database Administrators

Network Operations Center: ]

- Existing Department Personnel: Manager, 2 NOC Supervisors, 12 NOC Analysts

- New Hires: Eight NOC Analysts

28. Abuse Prevention and Mitigation

Q28 SV CHAR: 30317
1.0. INTRODUCTION

Donuts will employ strong policies and procedures to prevent and mitigate abuse. Our intention is to ensure the integrity of this top-level domain
(TLD) and maintain it as a trusted space on the Internet. We will not tolerate abuse and will use professional, consistent, and fair policies and
procedures to identify and address abuse in the legal, operational, and technical realms

Our approach to abuse prevention and mitigation includes the following:

— An Anti-Abuse Policy that clearly defines malicious and abusive behaviors;

— An easy-to-use single abuse point of contact (APOC) that Internet users can use to report the malicious use of domains in our TLD;
— Procedures for investigating and mitigating abuse;

— Procedures for removing orphan glue records used to support malicious activities;

— Dedicated procedures for handling legal requests, such as inquiries from law enforcement bodies, court orders, and subpoenas;

— Measures to deter abuse of the Whois service; and

— Policies and procedures to enhance Whois accuracy, including compliance and monitoring programs.

Our abuse prevention and mitigation solution leverages our extensive domain name industry experience and was developed based on extensive
study of existing gTLDs and ccTLDs for best registry practices. This same experience will be leveraged to manage the new TLD.

2.0. ANTI-ABUSE POLICY
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The Anti-Abuse Policy for our registry will be enacted under the Registry-Registrar Agreement, with obligations from that agreement passed on to
and made binding upon all registrants, registrars, and resellers. This policy will also be posted on the registry web site and accompanied by abuse
point-of-contact contact information (see below). Internet users can report suspected abuse to the registry and sponsoring registrar, and report an
orphan glue record suspected of use in connection with malicious conduct (see below).

The policy is especially designed to address the malicious use of domain names. Its intent is to:

1. Make clear that certain types of behavior are not tolerated;
2. Deter both criminal and non-criminal but harmful use of domain names; and )
3. Provide the registry with clearly stated rights to mitigate several types of abusive behavior when found.

This policy does not take the place of the Uniform Dispute Resolution Policy (UDRP) or the Uniform Rapid Suspension System (URS), and it is not
to be used as an alternate form of dispute resolution or as a brand protection mechanism.

Below is a policy draft based on the anti-abuse policies of several existing TLD registries with exemplary practices (including .ORG, .CA, and
.INFO). We plan to adopt the same, or a substantially similar version, after the conclusion of legal reviews.

3.0. TLD ANTI-ABUSE POLICY

The registry reserves the right, at its sole discretion and at any time and without limitation, to deny, suspend, cancel, redirect, or transfer any
registration or transaction, or place any domain name(s) on registry lock, hold, or similar status as it determines necessary for any of the following
reasons:

1) to protect the integrity and stability of the registry;

2) to comply with any applicable laws, government rules or requirements, requests of law enforcement, or any dispute resolution ?rocess;

3) to avoid any liability, civil or criminal, on the part of the registry operator, its affiliates, subsidiaries, officers, directors, or employees;

4) to comply with the terms of the registration agreement and the registry’s Anti-Abuse Policy;

5) registrant fails to keep Whois information accurate and up-to-date;

6) domain name use violates the registry’s acceptable use policies, or a third party’s rights or acceptable use policies, including but not limited to
the infringement of any copyright or trademark;

7) to correct mistakes made by the registry operator or any registrar in connection with a domain name registration; or

8) as needed during resolution of a dispute.

Abusive use of a domain is an illegal, malicious, or fraudulent action and includes, without limitation, the following:

— Distribution of malware: The dissemination of software designed to infiltrate or damage a computer system without the owner’s informed consent.
Examples include computer viruses, worms, keyloggers, trojans, and fake antivirus products;

— Phishing: attempts to acquire sensitive information such as usernames, passwords, and credit card details by masquerading as a trustworthy entity
in an electronic communication;

— DNS hijacking or poisoning;

— Spam: The use of electronic messaging systems to send unsolicited bulk messages. This includes but is not limited to email spam, instant
messaging spam, mobile messaging spam, and the spamming of Internet forums;

— Use of botnets, including malicious fast-flux hosting;

— Denial-of-service attacks;

— Child pornographychild sexual abuse images;

— The promotion, encouragement, sale, or distribution of prescription medication without a valid prescription in violation of applicable law; and

— lllegal access of computers or networks.

4.0. SINGLE ABUSE POINT OF CONTACT

Our prevention and mitigation plan includes use of a single abuse point of contact (APOC). This contact will be a role-based e-mail address in the
form of “abuse@registry.tld”. This e-mail address will allow multiple staff members to monitor abuse reports. This role-based approach has been
used successfully by ISPs, e-mail service providers, and registrars for many years, and is considered an Internet abuse desk best practice.

The APOC e-mail address will be listed on the registry web site. We also will provide a convenient web form for complaints. This form will prompt
complainants to provide relevant information. (For example, complainants who wish to report spam will be prompted to submit the full header of
the e-mail.) This will help make their reports more complete and accurate.

Complaints from the APOC e-mail address and web form will go into a ticketing system, and will be routed to our abuse handlers (see below), who
will evaluate the tickets and execute on them as needed.

The APOC is mainly for complaints about malicious use of domain names. Special addresses may be set up for other legal needs, such as civil and
criminal subpoenas, and for Sunrise issues.

5.0. ABUSE INVESTIGATION AND MITIGATION

Our designated abuse handlers will receive and evaluate complaints received via the APOC. They will decide whether a particular issue merits
action, and decide what action is appropriate.

Our designated abuse handlers have domain name industry experience receiving, investigating and resolving abuse reports. Our registry
implementation plan will leverage this experience and deploy additional resources in an anti-abuse program tailored to running a registry.

We expect that abuse reports will be received from a wide variety of parties, including ordinary Internet users; security researchers and Internet
security companies; institutions, such as banks; and law enforcement agencies.

Some of these parties typically provide good forensic data or supporting evidence of the alleged malicious behavior. In other cases, the party
reporting an issue may not be familiar with how to provide evidence. It is not unusual, in the Internet industry, that a certain percentage of abuse
reports are not actionable because there is insufficient evidence to support the complaint, even after additional investigation.

The abuse handling function will be staffed with personnel who have experience handling abuse complaints. This group will function as an abuse
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desk to “triage” and investigate reports. Over the past several years, this group has investigated allegations about a variety of problems, including
malware, spam, phishing, and child pornography/child sexual abuse images.

6.0. POLICIES, PROCEDURES, AND SERVICE LEVELS

Our abuse prevention and mitigation plan includes development of an internal manual for assessing and acting upon abuse complaints. Our
designated abuse handlers will use this to ensure consistent and fair processes. To prevent exploitation of internal procedures by malefactors, these
procedures will not be published publicly.

gkssessing abuse reports requires great care. The goals are accuracy, a zero false-positive rate to prevent harm to innocent registrants, and good
ocumentation.

Different types of malicious activities require different methods of investigation and documentation. The procedures we deploy will address all the
abuse types listed in our Anti-Abuse Policy (above). This policy will also contain procedures for assessing complaints about orphan nameservers
used for malicious activities.

One of the first steps in addressing abusive or harmful activities is to determine the type of domain involved. Two types of domains may be
involved: 1) a “compromised domain”; andor 2) a maliciously registered domain.

A “compromised” domain is one that has been hacked or otherwise compromised by criminals; the registrant is not responsible for the malicious
activity taking place on the domain. For example, most domain names that host phishing sites are compromised. The goal in such cases is to inform
the registrant of the problem via the registrar. ldeally, such domains are not suspended, since suspension disrupts legitimate activity on the domain.

The second type of potentially harmful domain, the maliciously registered domain, is one registered by a bad actor for the purpose of abuse. Since it
has no legitimate use, this type of domain is a candidate for suspension.

In general, we see the registry as the central entity responsible for monitoring abuse of the TLD and passing any complaints received to the
domains’ sponsoring registrars. In an alleged (though credible) case of malicious use, the case will be communicated to the domain’s sponsoring
registrar requesting that the registrar investigate, act appropriately, and report on it within a defined time period. Our abuse handlers will also
provide any evidence they collect to the registrar.

There are several good reasons for passing a case of malicious domain name use on to the registrar. First, the registrar has a direct relationship and
contract with the registrant. It is important to respect this relationship as it pertains both to business in general and any legal perspectives involved.
Second, the registrar holds a better position to evaluate and act because the registrar typically has vital information the registry operator does not,
including domain purchase details and payment method (i.e., credit card, etc.); the identity of a proxy-protected registrant; the IP address from
which the domain purchase was made; and whether a reseller is involved. Finally, it is important the registrar know if a registrant is in violation of
registry or registrar policies and terms—the registrar may wish to suspend the registrant’s account, or investigate other domains the registrar has
registered in this TLD or others.

The registrar is also often best for determining if questionable registrant activity violates the registrar’s legal terms of service or the registry Anti-
Abuse Policy, and deciding whether to take any action. Registrars will be required to include language in their registrar-registrant contracts that
indemnifies the registrar if it takes action and allows the registrar to suspend or cancel a domain name.

If a registrar does not take action within the time indicated by us in the report (i.e., 24 hours), we may take action ourselves. In some cases, we ma
suspend the domain name(s), and we reserve the right to act directly and immediately. We plan to take action directly if time is of the essence, suc
as with a malware attack that may cause significant harm to Internet users.

It is important to note that strict service level agreements (SLAS) for abuse response and mitigation are not always appropriate, additional tailoring
of any SLAs may be required, depending on the problem. For example, suspending a domain within 24 hours may not be the best course of action
when working with law enforcement or a national clearinghouse to address reports of child pornography. Officials may need more than 24 hours to
investigate and gather evidence.

7.0. ABUSE MONITORING AND METRICS

In addition to addressing abuse complaints, we will actively monitor the overall abuse status of the TLD, gather intelligence and track abuse metrics
to address criminal use of domains in the TLD.

To enable active reporting of problems to the sponsoring registrars, our plan includes proactive monitoring for malicious use of the domains in the
TLD. Our goal is to keep malicious activity at an accelotably low level, and mitigate it actively when it occurs—we may do so by using professional
blocklists of domain names. For example, professional advisors such as LegitScript (www.legitscript.com) may be used to identify and close down
illegal “rogue” Internet pharmacies.

Our approach also incorporates recordkeeping and metrics regarding abuse and abuse reports. These may include:

— The number of abuse reports received by the registry’s abuse point of contact described above and the domains involved;

— The number of cases and domains referred to registrars for resolution;

— The number of cases and domains for which the registry took direct action; ) .

— Resolution times (when possible or relevant, as resolution times for compromised domains are difficult to measure).

We expect law enforcement to be involved in only a small percentage of abuse cases and will call upon relevant law enforcement as needed.
8.0. HANDLING REPORTS FROM LAW ENFORCEMENT, COURT ORDERS

The new gTLD Registry Agreement contains this requirement: “Registry Operator shall take reasonable steps to investigate and respond to any
reports from law enforcement and governmental and quasi-governmental agencies of illegal conduct in connection with the use of the TLD. In
responding to such reports, Registry Operator will not be required to take any action in contravention of applicable law.” (Article 2.8)

We will be responsive as required by Article 2.8. Our abuse handling team will comply with legal processes and leverage both experience and best

practices to work effectively with law enforcement and other government agencies. The registry will post a Criminal Subpoena Policy and )
Procedure page, which will detail how law enforcement and government agencies may submit criminal and civil subpoenas. When we receive valid
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court orders or seizure warrants from courts or law enforcement agencies of relevant jurisdiction, we will expeditiously review and comply with
them.

9.0. PROHIBITING DOMAIN HIJACKINGS AND UNAPPROVED UPDATES

Our abuse prevention and mitigation plan also incorporates registrars that offer domain protection services and high-security access and
authentication controls. These include services designed to prevent domain hijackings and inhibit unapproved updates (such as malicious changes to
nameserver settings). Registrants will then have the opportunity to obtain these services should they so elect.

10.0. ABUSE POLICY: ADDRESSING INTELLECTUAL PROPERTY INFRINGEMENT
Intellectual property infringement involves three distinct but sometimes intertwined problems: cybersquatting, piracy, and trademark infringement:

— Cybersquatting is about the Eresence of a trademark in the domain string itself.

— Trademark infringement is the misuse or misappropriation of trademarks — the violation of the exclusive rights attached to a trademark without the
authorization of the trademark owner or any licensees. Trademark infringement sometimes overlaps with pirac%.

— Piracy involves the use of a domain name to sell unauthorized goods, such as copyrighted music, or trademarked physical items, such as fake
brand-name handbags. Some cases of piracy involve trademark infringement.

The Uniform Dis?ute Resolution Process (UDRP% and the new Uniform Rapid Suspension System (URS) are anti_—cybers?uatting_ olicies. They are
mandatory and all registrants in the new TLD will be legally bound to them. Please refer to our response to Question #29 for details on our plans to
respond to URS orders.

The Anti-Abuse Policy for our gTLD will be used to address phishing cases that involve trademarked strings in the domain name. The Anti-Abuse
Policy prohibits violation of copyright or trademark; such complaints will be routed to the sponsoring Registrar.

11.0. PROPOSED MEASURES FOR REMOVAL OF ORPHAN GLUE RECORDS

Below are the policies and procedures to be used for our registry in handling orphan glue records. The anti-abuse documentation for our gTLD will
reflect these procedures.

By definition, a glue record becomes an "orphan” when the delegation point Name Server (NS) record referencing it is removed without also
removing the corresponding glue record. The delegation point NS record is sometimes referred to as the parent NS record.

As ICANN’s SSAC noted in its Advisory SAC048 “SSAC Comment on Orphan Glue Records in the Draft Applicant Guidebook™
(httﬁ%v\/ww.icann.org/en/committeeS/Security/SacO48.pdf ), "Orphaned glue can be used for abusive purposes; however, the dominant use of
orphaned glue supports the correct and ordinary o%eration of the Domain Name System (DNS).” For example, orphan glue records may be created
when a domain (example.tld) is placed on Extensible Provisioning Protocol éEPP) ServerHold or ClientHold status. This use of Hold status is an
essential tool for suspending malicious domains. When placed on Hold, the domain is removed from the zone and will stop resolving. However, any
child nameservers (now orphan glue) of that domain (e.g., nsl.example.tld) are left in the zone. It is important to keep these orphan glue records in
the zone so that any innocent sites using that nameserver will continue to resolve.

We will use the following procedure—used by several existing registries and considered a generally accepted DNS practice—to manage orphan.
gr!ue records.. When a registrar submits a request to delete a domain, the registry first checks for the existence of glue records. If glue records exist,
the registry checks to see if other domains in the registry are using the glue records. If other domains in the registry are using the glue records, then
registrar EPP requests to delete the domain will fail until no other domains are using the glue records. (This functionality is currently in place for the
.ORG registry.) However, if a registrar submits a complaint that orphan glue is being used maliciously and the malicious conduct is confirmed, the
registry operator will remove the orphan glue record from the zone file via an exceptional process.

12.0. METHODS TO PROMOTE WHOIS ACCURACY
12.1. ENFORCING REQUIRED CONTACT DATA FIELDS

We will offer a “thick” registry system. In this model, all key contact details for each domain name will be stored in a central location by the
registry. This allows for better access to domain data and provides uniformity in storing the information.

As per the EPP specification, certain contact data fields are mandatory. Our re?istr_y will enforce those, plus certain other fields as necessary. This
ensures that registrars are providing required domain registration data. The following fields (indicated as “MANDATORY™) will be mandatory at a
minimum:

Contact Name [MANDATORY]
Streetl [MANDATORY]

City [MANDATORY]
State/Province [optional]
Country [MANDATORY]
Postal Code [optional]

Registrar Phone [MANDATORY]
Phone Ext [optional]

Fax [optiona

Fax Ext [optional]

Email [MANDATORY]

In addition, our registry will verify formats for relevant individual data fields (e.%. e-mail, and phonefax numbers) and will reject any improperly
formatted submissions. Only valid country codes will be allowed, as defined by the ISO 3166 code list.

We will reject entries that are clearly invalid. For example, a contact that contains phone numbers such as 555.5555, or registrant names that consist
only of hyphens, will be rejected.

12.2. POLICIES AND PROCEDURES TO ENHANCE WHOIS ACCURACY COMPLIANCE
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We generally will rely on registrars to enforce WHOIS accuracy measures, but will also rely on review and audit procedures to enhance
compliance.

As part of our RRA (Registry-Registrar Agreement), we will require each registrar to be responsible for ensuring the input of accurate Whois data
by its registrants. The Registrar/Registered Name Holder Agreement will include specific clauses to ensure accuracy of Whois data, as per ICANN
requirements, and to give the registrar the right to cancel or suspend registrations if the registered name holder fails to respond to the registrar’s
query regarding accuracy of data. In addition, the Anti-Abuse Policy for our registry will give the registry the right to suspend, cancel, etc., domains
that have invalid Whois data.

As part of our RRA (Registry-Registrar Agreement), we will include a policy similar to the one below, currently used by the Canadian Internet
Registration Authority (CIRA), the operator of the .CA registry. It will require the registrar to help us verify contact data.

“CIRA is entitled at any time and from time to time during the Term...to verify: (a) the truth, accuracy and completeness of any information
provided by the Registrant to CIRA, whether directéy, through any of the Registrars of Record or otherwise; and (b) the compliance by the
Registrant with the provisions of the Agreement and the Registry PRP. The Registrant shall fully and promptly cooperate with CIRA in connection
with such verification and shall give to CIRA, either directly or throu?h the Registrar of Record such assistance, access to and copies of, such
information and documents as CIRA may reasonably require to complete such verification. CIRA and the Registrant shall each be responsible for
their own expenses incurred in connection with such verification.”

http:./Avww.cira.caassetsDocumentslegal/Registrantstegistrantagreement.pdf

On a periodic basis, we will perform spot audits of the accuracy of Whois data in the registry. Questionable data will be sent to the sponsoring
registrars as per the above policy.

All accredited registrars have agreed with ICANN to obtain contact information from registrants, and to take reasonable steps to investigate and
correct any reported inaccuracies in contact information for domain names registered through them. As part of our RRA (Registry-Registrar
Agreement), we will include a policy that allows us to de-accredit any registrar who a) does not respond to our Whois accuracy requests, or b) fails
to update Whois data or delete the name within 15 days of our report of invalid WHOIS data. In order to allow for inadvertent and unintentional
mistakes by a registrar, this policy may include a “three strikes” rule under which a registrar may be de-accredited after three failures to comply.

12.3. PROXY//PRIVACY SERVICE POLICY TO CURB ABUSE

Inour TLD, we will allow the use of proxy/frivacy services. We believe that there are important, legitimate uses for such services. (For example, to
protect free speech rights and avoid receiving spam.)

However, we will limit how proxy/rivacy services are offered. The goal of this policy is to make prox?{/privacy services unattractive to abusers,
namely the spammers and e-criminals who use such services to hide their identities. We believe the policy below will enhance WHOIS accuracy,
will help deter the malicious use of domain names in our TLD, and will aid in the investigation and mitigation of abuse complaints.

Registry policy will require the following, and all registrars and their registrants and resellers will be bound to it contractually:

a. Registrants must provide complete and accurate contact information to their registrar (or reseller, if applicable).. Domains that do not meet this
Eollcy may be suspended. ] . ) ] ] ] ) ]

. Registrars and resellers must provide the underlying registrant information to the registry operator, upon written request, during an abuse
investigation. This information will be held in confidence by the rec};istry operator.
c. The registrar or reseller must publish the underlying registrant information in the Whois if it is determined by the registry operator or the registrar
that the registrant has breached any terms of service, such as the TLD Anti-Abuse Policy.

The purpose of the above ﬁolicy is to ensure that, in case of an abuse investigation, the sponsoring registrar has access to the registrant’s true
identity, and can provide that data to the registry. If it is clear the registrant has violated the TLD’s Anti-Abuse Policy or other terms of service, the
registrant’s identity will be published publicly via the Whois, where it can be seen by the public and by law enforcement.

13.0. REGISTRY-REGISTRAR CODE OF CONDUCT AS RELATED TO ABUSE

Donuts does not currently intend to become a registrar for this TLD. Donuts and our back-end technical operator will comply fully with the
Registry Code of Conduct specified in the New TLD Registry Agreement, Specification 9. For abuse issues, we will comply by establishing an
adequate “firewall” between our registry operations and the operations of any affiliated registrar. As the Code requires, the registry will not
“directly or indirectly show any preference or provide any special consideration to any Registrar with respect to operational access to registry
systems and related registry services”. Here is a non-exhaustive list of specific steps to be taken to enforce this:

— Abuse complaints and cases will be evaluated and executed upon using the same criteria and procedures, regardless of a domain’s sponsoring
registrar.

- %egistry personnel will not discuss abuse cases with non-registry personnel or personnel from separate entities operating under the company. This
policy is designed to both enhance security and prevent conflict of interest.

— If a compliance function is involved, the compliance staff will have responsibilities to the registry only, and not to a registrar we may be
“affiliated” with at any point in the future. For example, if a compliance staff member is assigned to conduct audits of WHOIS data, that person will
have no duty to any registrar business we may be operating at the time. The person will be free of conflicts of interest, and will be enabled to
discharge his or her duties to the registry impartially and effectively.

14.0. CONTROLS TO ENSURE PROPER ACCESS TO DOMAIN FUNCTIONS

Our registry incorporates several measures to ensure proper access to domain functions, including authentication provisions in the RRA relative to
notification and contact updates via use of AUTH-INFO codes.

IP address access control lists, SSL certificates, and proper authentication will be used to control registrar access to the registry system. Registrars
will be given access only to perform operations on the objects they sponsor.

Every domain will have a unique AUTH-INFO code as per EPP RFCs. The AUTH-INFO code is a 6- to 16-character code assigned by the registrar

at the time the name is created. Its purpose is to aid identification of the domain owner so proper authority can be established. (It is the "password”
to the domain name.) Registrars must use the domain’s password to initiate a Registrar-to-Registrar transfer. It is used to ensure that domain updates
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(update contact information, transfer, or deletion) are undertaken by the proper registrant, and that this registrant is adequately notified of domain
update activity. Only the sponsoring Registrar of a domain has access to the domain’s AUTH-INFO code stored in the registry, and this is
accessible only via encrypted, password-protected channels.

Our Registry-Registrar contract will require that each registrar assign a unique AUTH-INFO code to every domain it creates. Due to security risk,
registrars should not assign the same AUTH-INFO code to multiple domains.

Information about other registry security measures such as encryption and security of Registrar channels are confidential to ensure the security of
the registry system. Details can be found in our response to Question #30(b).

15.0 ADDITIONAL PROTECTIONS
Due to the level of end-user trust potentially associated with this string Donuts will employ these additional four protections to minimize abuse:

1. For this string, to supplement the periodic audit documented above, a deeper and more extensive verification of Whois data accuracy, with
associated remediation and takedown processes;

2. Exclusion of registrars with a history of poor compliance;

3. Regular monitoring by the registry of registered domains for pharming, phishing, spam, botnets, copyright infringement and other forms of abuse,
and remediation and takedown processes; and

4. In addition to registry-based procedures, requirements that registrars have a 24/7/365 abuse contact, and remediation and takedown processes.
16.0. RESOURCING PLAN

Our back-end registry operator will perform the majority of Abuse Prevention and Mitigation services for this TLD, as required by our agreement
with them. Donuts staff will supervise the activity of the provider. In some cases Donuts staff will play a direct role in the handling of abuse cases.

The compliance department of our registry operator has two full time staff members who are trained in DNS, the investigation of abuse complaints,
and related specialties. The volume of abuse activity will be gauged and additional staff hired by our back-end registry operator as required to meet
their SLA commitments. In addition to the two full-time members, they expect to retain the services of one or more outside contractors to provide
additional security and anti-abuse expertise — including advice on the effectiveness of our policies and procedures.

Finally, Donuts’ Legal Department will have one attorney whose role includes the oversight of legal issues related to abuse, and interaction with
courts and law enforcement.

29. Rights Protection Mechanisms

Q29 SV CHAR: 25795
1.0. INTRODUCTION

To minimize abusive registrations and other activities that affect the legal rights of others, our approach includes well-developed policies for rights
protection, both during our TLD’s rollout period and on an ongoing basis. As per gTLD Registry Agreement Specification 7, we will offer a Sunrise
Period and a Trademark Claims service during the required time periods, we will use the Trademark Clearinghouse, and we will implement
Uniform Rapid Suspension (URS) on an ongoing basis. In addition to these newly mandated ICANN protections, we will implement two other
trademark protections that were developed specifically for the new TLD program. These additional protections are: (i) a Domain Protected Marks
List (DPML) for the blocking of trademarked strings across multiple TLDs; and (ii) a Claims Plus product to alert registrars to registrations that
potentially infringe existing marks.

Below we detail how we will fulfill these requirements and further meet or exceed ICANN’s requirements. We also describe how we will provide
additional measures specific to rights protection above ICANN’s minimum, including abusive use policies, takedown procedures, and other
covenants.

Our RPM approach leverages staff with extensive experience in a large number of gTLD and ccTLD rollouts, including the Sunrises for .CO,
.MOBI, .ASIA, .EU, .BIZ, .US., . TRAVEL, TEL, .ME, and .XXX. This staff will utilize their first-hand, practical experience and will effectively
manage all aspects of Sunrise, including domain application and domain dispute processes.

The legal regime for our gTLD will include all of the ICANN-mandated protections, as well as some independently developed RPMs proactively
included in our Registry-Registrar Agreement. Our RPMs exceed the ICANN-required baseline. They are:

- Reserved names: to protect names specified by ICANN, including the necessary geographic names.

- A Sunrise Period: adhering to ICANN requirements, and featuring trademark validation via the Trademark Clearinghouse.

- A Trademark Claims Service: offered as per ICANN requirements, and active after the Sunrise period and for the required time during wider
availability of the TLD.

- Universal Rapid Suspension (URS)

- Uniform Dispute Resolution Process (UDRP)

- Domain Protected Marks List (DPML

- Claims Plus

- Abusive Use and Takedown Policies

2.0. NARRATIVE FOR Q29 FIGURE 1 OF 1
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Attachment A, Figure 1, shows Rollout Phases and the RPMs that will be used in each. As per gTLD Registry Agreement Specification 7, we will
offer a Sunrise Period and a Trademark Claims service during the required time periods. In addition, we will use the Trademark Clearinghouse to
implement URS on an ongoing basis.

3.0. PRE-SUNRISE: RESERVED AND PREMIUM NAMES

Our Pre-sunrise phase will include a number of key Bractic_es and procedures. First, we will reserve the names noted in the gTLD Registry
A%reement Specification 5. These domains will not be available in Sunrise or subsequent registration periods. As per Specification 5, Section 5, we
will provide national governments the opportunity to request the release of their country and territory names for their use. Please also see our
response to Question 22, “Protection of Geographic Names.”

We also will designate certain domains as “premium” domains. These will include domains based on generic words and one-character domains.
These domains will not be available in Sunrise, and the registry may offer them via special means such as auctions and RFPs.

As an additional measure, if a trademark owner objects to a name on the premium name list, the trademark owner may rpetition to have the name
removed from the list and made available during Sunrise. The trademark must meet the Sunrise eligibility rules (see below), and be an exact match
for the domain in question. Determinations of whether such domains will be moved to Sunrise will be at the registry’s sole discretion.

4.0. SUNRISE

4.1. SUNRISE OVERVIEW

Sunrise registration services will be offered for a minimum of 30 days during the pre-launch phase. We will notify all relevant trademark holders in
the Trademark Clearinghouse if any party is seeking a Sunrise registration that is an identical match to the name to be registered during Sunrise.

As per the Sunrise terms, affirmed via the _Re%istry—Registrar Agreement and the Registrar-Registrant Agreement, the domain applicant will assert
that it is qualified to hold the domain applied for as per the Sunrise Policy and Rules.

We will use the Trademark Clearinghouse to validate trademarks in the Sunrise.

If there are multiple valid Sunrise applications for the same domain name string, that string will be subject to auction between only the validated
applicants. After receipt of payment from the auction winning bidder, that party will become the registrant of the domain name. (note: in the event
one of the identical, contending marks is in a trademark classification reflective of the TLD precedence to that mark may be given during Sunrise).
Sunrise applicants may not use proxy services during the application process.

4.2. SUNRISE: ELIGIBLE RIGHTS

Our Sunrise Eligibility Requirements (SERs) are:

1. Ownership of a qualifying mark.

a. We will honor the criteria in ICANN’s Trademark Clearinghouse document section 7.2, number (i): The registry will recognize and honor all
word marks that are nationally or regionally [see Endnote 1] reﬂlstered and for which Eroof of use — which can be a declaration and a single
specimen of current use — was submitted to, and validated by, the Trademark Clearinghouse.

b. In addition, we may accept marks that are not found in the Trademark Clearinghouse, but meet other criteria, such as national trademark
registrations or common law rights.

2. Representation by the applicant that all provided information is true and correct; and

3. Provision of data sufficient to document rights in the trademark. (See information about required Sunrise fields, below).

4.3. SUNRISE TRADEMARK VALIDATION

Our goal is to award Sunrise names only to applicants who are fully qualified to have them. An aﬁplicant will be deemed to be qualified if that
applicant has a trademark that meets the Sunrise criteria, and is seeking a domain name that matches that trademark, as per the Sunrise rules.

Accordingly, we will validate applications via the Trademark Clearinghouse. We will compare applications to the Trademark Clearinghouse
database, and those that match &s per the Sunrise rules) will be considered valid applications.

An application validated accordingi to Sunrise rules will be marked as “validated,” and will proceed. (See “Contending Applications,” below.) If an
application does not qualify, it will be rejected and will not proceed.

To (Ij_efrqy the costs of trademark validation and the Trademark Claims Service, we will charge an application andor validation fee for every
application.

In January 2012, the ICANN board was briefed that “An ICANN cross-functional team is continuing work on implementation of the Trademark
Clearinghouse according to a project plan providing for a launch of clearinghouse operations in October 2012. This will allow approximately three
months for rights holders to begin recording trademark data in the Clearinghouse before aréy new gTLDs begin accepting registrations (estimated in
January 2013).” (http:Avww.icann.orgen/minuteshoard-briefing-materials-4-05jan12-en.pdf) The Clearinghouse Implementation Assistance Group
(IAG), which Donuts is participating in, is working through a large number of process and technical issues as of this writing. We will follow the
progress of this work, and plan our implementation details based on the final specifications.

Compliant with ICANN policy, our registry software is designed to properly check domains and compare them to marks in the Clearinghouse that
contain punctuation, spaces, and special symbols.

4.5. CONTENDING APPLICATIONS, SUNRISE AUCTIONS
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After conclusion of the Sunrise Period, the registry will finish the validation process. If there is only one valid application for a domain st(ing, the
domain will be awarded to that applicant. If there are two or more valid applications for a domain string, only those applicants will be invited to
participate in a closed auction for the domain name. The domain will be awarded to the auction winner after payment is received.

After a Sunrise name is awarded to an applicant, it will then remain under a “Sunrise lock™ status for a minimum of 60 days in order to allow parties
to file Sunrise Challenges (see below). Locked domains cannot be updated, transferred, or deleted.

When a domain is awarded and granted_to an applicant, that domain will be available for lookup in the public Whois. Any party may then see what
domains have been awarded, and to which registrants. Parties will therefore have the necessary information to consider Sunrise Challenges.

Auctions will be conducted by very specific rules and ethics guidelines. All employees, partners, and contractors of the registry are prohibited from
participating in Sunrise auctions.

4.6. SUNRISE DISPUTE RESOLUTION PROCESS (SUNRISE CHALLENGES)

We will retain the services of a well-known dispute resolution |ﬁ)rovider (such as WIPO) to help formulate the language of our Sunrise Dispute
Resolution Process (SDRP, or “Sunrise ChaIIenge"?1 and hear the challenges filed under it. All applicants and registrars will be contractually
obligated to follow the decisions handed down by the dispute resolution provider.

Our SDRP will allow challenges based on the following grounds, as required by ICANN. These will be part of the Sunrise eligibility criteria that all
registrants (applicants) will be bound to contractually:

(i) at the time the chaIIen%ed domain name was registered, the registrant did not hold a trademark registration of national effect (or regional effect)
or the trademark had not been court-validated or protected by statute or treaty;

(ii) the domain name is not identical to the mark on which the registrant based its Sunrise registration;

(iii) the trademark registration on which the registrant based its Sunrise registration is not of national effect (or regional effect) or the trademark had
not been court-validated or protected by statute or treaty; or

(iv) the trademark registration on which the domain name registrant based its Sunrise registration did not issue on or before the effective date of the
Registry Agreement and was not applied for on or before ICANN announced the applications received.

Our SDRP will be based generally on some SDRPs that have been used successfully in past TLD launches. The Sunrise Challenge Policies and
Rules used in the .ASIA and .MOBI TLDs (minus their unique eligibility criteria) are examples.

We expect that that there will be three possible outcomes to a Sunrise Challenge:

1. Original registrant proves hisher right to the domain. In this case the registrant keeps the domain and it is unlocked for hisher use.

ZH Orlgm?l registrant is not eligible or did not respond, and the challenger proved hisher right to the domain. In this case the domains is awarded to
the complainant.

3. Neither the original registrant nor the complainant proves rights to the domain. In this case the domain is cancelled and becomes available at a
later date via a mechanism to be determined by the registry operator.

After any Sunrise name is awarded to an applicant, it will remain under a “Sunrise Lock” status for at least 60 days so that parties can file Sunrise
Challenges. During this Sunrise Lock period, the domain will not resolve and cannot be modified, transferred, or deleted by the sponsoring registrar.
A domain name will be unlocked at the end of that lock period only if it is not subject to a Sunrise Challenge. Challenged domains will remain
locked until the dispute resolution provider has issued a decision, which the registry will promptly execute.

5.0. TRADEMARK CLAIMS SERVICES

The Trademark Claims Service requirements are well-defined in the Applicant Guidebook, in Section 6 of the “Trademark Clearinghouse”
attachment. We will comply with the details therein. We will provide Trademark Claims services for marks in the Trademark Clearinghouse post-
Sunrise and then for at least the first 60 days that the registry Is open for general registration (i.e. during the first 60 days in the registration period(s)
after Sunrise). The Trademark Claims service will provide clear notice to a prospective registrant that another party has a trademark in the
Clearing_h?]use that matches the applied-for domain name—this is a notice to the prospective registrant that it might be infringing upon another
party’s rights.

The Trademark Clearinghouse database will be structured to report to registries when registrants are attempting to register a domain name that is
considered an “Identical Match” with the mark in the Clearinghouse. We will build, test, and implement an interface to the Trademark
Clearinghouse before opening our Sunrise period. As domain name applications come into the registry, those strings will be compared to the
contents of the Clearinghouse.

If the domain name is registered in the Clearinghouse, the registry will promptly notify the applicant. We will use the notice form specified in
ICANN’s Module 4, “Trademark Clearinghouse” document. The specific statement by the prospective registrant will warrant that: (i) the
prospective registrant has received notification that the mark(s) is included in the Clearinghouse; (ii) the prospective registrant has received and
understood the notice; and (iii) to the best of the prospective registrant’s knowledge, the registration and use of the requested domain name will not
infringe on the rights that are the subject of the notice.

The Trademark Claims Notice will provide the prospective registrant access to the Trademark Clearinghouse Database information referenced in

the_'][_raademark Claims Notice. The notice will be provided in real time (or as soon as possible) without cost to the prospective registrant or to those

notified.

“Identical Match” is defined in ICANN’s Module 4, “Trademark Clearinghouse” document, paragraph 6.1.5. We will examine the Clearinghouse

specifications and protocol carefully when they are published. To comply with ICANN policy, the software for our registry will properly check
omains and compare them to marks in the Clearinghouse that contain punctuation, spaces, and special symbols.

6.0. GENERAL REGISTRATION

This is the general registration period open to all registrants. No trademark or other qualification will be necessary in order to apply for a domain in
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this period.

Domain names awarded via the Sunrise process, and domain strings still being contended via the Sunrise process cannot be registered in this period.
This will protect the interests of all Sunrise applicants.

7.0. UNIFORM RAPID SUSPENSION (URS)

We will implement decisions rendered under the URS on an ongoing basis. (URS will not apply to Sunrise names while they are in Sunrise Lock
period; during that time those domains are subject to Sunrise policy and Sunrise Challenge instead.)

As per URS policy, the registry will receive notice of URS actions from ICANN-approved URS providers. As per ICANN’s URS requirements, we
will lock the domain within 24 hours of receipt of the Notice of Complaint from the URS Provider. Locking means that the registry restricts all
changes to the registration data, including transfer and deletion of domain names, though names will continue to resolve.

Our registry’s comﬁli_ance team will oversee URS procedures. URS e-mails from URS providers will be directed immediately to the registry’s
Support staff, which is on duty 24/7/365. Support staff will be responsible for executing the directives from the URS provider, and all support staff
will receive training in the proper procedures.

Support staff will notify the URS Provider immediately upon locking the domain name, via e-mail.

Support staff for the registry will retain all copies of e-mails from the URS providers. Each case or order will be assigned a tracking or ticket
number. This number will be used to track the status of each opened URS case through to resolution via a database.

Registry staff will then execute further operations upon notice from the URS providers. Each URS provider is required to specify the remedy and
required actions of the registry, with notification to the registrant, the complainant, and the sponsoring registrar.

The guidelines provide that if the complainant prevails, the rePistry “shall suspend the domain name, which shall remain suspended for the balance
of the registration cFeriod and would not resolve to the original web site. The nameservers shall be redirected to an informational web page provided
by the URS Provider about the URS. The WHOIS for the domain name shall continue to display all of the information of the original Registrant
except for the redirection of the nameservers. In addition, the WHOIS shall reflect that the domain name will not be able to be transferred, deleted
or modified for the life of the registration.” We will execute the DNS re-pointing required by the URS guidelines, and the domain and its WHOIS
data will remain unaltered until the domain expires, as per the ICANN requirements.

8.0. ONGOING RIGHTS PROTECTION MECHANISMS - UDRP

As per ICANN policy, all domains in the TLD will be subject to a Uniform Dispute Resolution Process (UDRP). (Sunrise domains will first be
subject to the ICANN-mandated Sunrise SDRP until the Sunrise Challenge period is over, after which those domains will then be subject to UDRP.)

9.0 ADDITIONAL RIGHTS PROTECTION MECHANISMS NOT REQUIRED BY ICANN

All Donuts TLDs have two new trademark protection mechanisms developed specifically for the new TLD program. These mechanisms exceed the
extensive protections mandated by ICANN. These new protections are:

9.1 Claims Plus: This service will become available at the conclusion of the Trademark Claims service, and will remain available for at least the
first five years of re%istry operations. Trademark owners who are fully registered in the Trademark Clearinghouse may obtain Claims Plus for their
marks. We expect the service will be at low or no cost to trademark owners (contingent on Trademark Clearinghouse costs to registries). Claims
Plus operates much like Trademark Claims with the exception that notices of potential trademark infringement are sent by the re?(istry to any
registrar whose customer performs a check-command or Whois query for a string subject to Claims Plus. Registrars may then take further
implementation steps to advise their customers, or use this data to better improve the customer experience. In addition, the Whois at the registry
website will output a full Trademark Claims notice for any query of an unregistered name that is subject to Claims Plus. (Note: The ongoing
availability of Claims Plus will be contingent on continued access to a Trademark Clearinghouse. The technical viability of some Claims Plus
features will be affected by eventual Trademark Clearinghouse rules on database caching).

9.2  Domain Protected Marks List: The DPML is a rights protection mechanism to assist trademark holders in protecting their intellectual
property against undesired registrations of strings containing their marks. The DPML prevents (blocks) registration of second level domains that
contain a trademarked term (note: the standard for DPML is “contains”— the protected string must contain the trademarked term). DPML
requests will be validated against the Trademark Clearinghouse and the process will be similar to registering a domain name so the process will not
be onerous to trademark holders. An SLD subject to DPML will be protected at the second level across all Donuts TLDs (i.e. all TLDs for which
this SLD is available for registration). Donuts may cooperate with other registries to extend DPML to TLDs that are not operated by Donuts. The
cost of DPML to trademark owners is expected to be significantly less than the cost of actually registering a name.

10.0 ABUSIVE USE POLICIES AND TAKEDOWN PROCEDURES

In our response to Question #28, we describe our anti-abuse program, which is designed to address malware, phishing, spam, and other forms of
abuse that may harm Internet users. This program is designed to actively discover, verify, and mitigate problems without infringing upon the rights
of legitimate registrants. This program is designed for use in the open registration period. These procedures include the reporting of compromised
websitesdomains to registrars for cleanup by the registrants and their hosting providers. It also describes takedown frocedures, and the timeframes
and circumstances that apply for suspending domain names used improperly. Please see the response to Question #28 for full details.

We will institute a contractual obligation that proxy protection be stripped away if a domain is proven to be used for malicious purposes. For details,
please see “Proxy/Privacy Service Policy to Curb Abuse” in the response to Question 28.

11.0. REGISTRY-REGISTRAR CODE OF CONDUCT AS RELATED TO RIGHTS PROTECTION

We will complf/ fully with the Registry Code of Conduct specified in the New TLD Registry Agreement, Specification 9. In rights protection
matters, we will comply by establishing an adequate “firewall” between the operations of any registrar we establish and the operations of the
registry. As the Code requires, we will not “directly or indirectly show any preference or provide any special consideration to any registrar with
respect 'ip rc:pﬁrational access to registry systems and related registry services”. Here is a non-exhaustive list of specific steps we will take to
accomplish this:
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- We will evaluate and execute upon all rights protection tasks impartially, using the same criteria and procedures, regardless of a domain’s
sponsoring registrar. ] ] ] ) ] ) ]

- Any registrar we establish or have established at the time of registry launch will not receive preferential access to any premium names, an
auctions, etc. Registcrjy personnel and any registrar personnel that we may employ in the future will be prohibited from participating as bidders in
any auctions for Landrush names.

- Any registrar staff we may employ in the future will have access to data and records relating only to the applications and registrations made by any
reiglstrar we establish, and will not have special access to data related to the ag,ollcatlons and registrations made by other registrars.

- If a compliance function is involved, the compliance staffer will be responsible to the registry ong, and not to a registrar we own or are
“affiliated” with. For example, if a compliance staff member is assigned to conduct audits of WHOIS data, that staffer will not have duties with the
registrar business. The staffer will be free of conflicts of interest, and will be enabled to discharge his or her duties to the registry effectively and
impartially, regardless of the consequences to the registrar.

12.0 ADDITIONAL PROTECTIONS
Due to the level of end-user trust potentially associated with this string Donuts will employ these additional four protections to minimize abuse:

1. For this string, to supplement the periodic audit documented above, a deeper and more extensive verification of Whois data accuracy, with
associated remediation and takedown processes;

2. Exclusion of registrars with a history of poor compliance;

3. Regular monitoring by the registry of registered domains for pharming, phishing, spam, botnets, copyright infringement and other forms of abuse,
and remediation and takedown processes; and

4. In addition to registry-based procedures, requirements that registrars have a 24/7/365 abuse contact, and remediation and takedown processes.

13.0. RESOURCING PLAN

Overall management of RPMs is the responsibility of Donuts” VP of Business Operations. Our back-end registry operator will perform the majority
c:cf ﬁperatlc()jna work associated with RPMs, as required by our agreement with them. Donuts VP of Business Operations will supervise the activity
of this vendor.

Resources applied to RPMs include:

1. Legal team

a. Wegwill have at least one legal counsel who will be dedicated to the registry with previous experience in domain disputes and Sunrise periods and
will oversee the compliance and support teams with regard to the legal issues related to Sunrise and RPM’s

b. We have outside counsel with domain and rights ?rotection experience that is available to us as necessary

2. Dispute Resolution Provider (DRP?: The DRP will help formulate Sunrise Rules and Policy, Sunrise Dispute Resolution Policy. The DRP will
also examine challenges, but the challenger will be required to pay DRP fees directly to the DRP.

3. Compliance Department and Tech Support: There will be three dedicated personnel assigned to these areas. This staff will oversee URS requests
and abuse reports on an ongoing basis.

4. Programming and technical operations. There are four dedicated personnel assigned to these functions,

5. Project Manager: There will be one person to coordinate the technical needs of this group with the registry IT department.

13.0. ENDNOTES

1 “Regional” is understood to be a trans-national trademark registry, such as the European Union registry or the Benelux Office for Intellectual
Property.

30(a). Security Policy: Summary of the security policy for the proposed registry

Q30a SV Char: 19960
1.0 INTRODUCTION

Our Information Security (IS) Program and associated 1S Policy, Standards and Procedures apply to all Applicant entities, employees, contractors,
tﬁmps, s;(/jstefms, data, and processes. The Security Program is managed and maintained by the 1S Team, supported by Executive Management and
the Board of Directors.

Data and systems vary in sensitivity and criticality and do not unilaterally require the same control requirements. Our securit¥ policy classifies data
and systems types and their applicable control requirements. All registry systems have the same data classification and are all managed to common
security control framework. The data classification applied to all registry systems is our highest classification for confidentiality, availability and
integrity, and the suPporting control framework is consistent with the technical and operational requirements of a registry, and any supporting gTLD
string, regardless of Its nature or size. We have the experienced staff, robust system architecture and managed security controls to operate a re?istry
and TLD of any size while providing reasonable assurance over the security, availabili'gl, and confidentiality of the systems supporting critical
registry functions (i.e., registration services, registry databases, zone administration, and provision of domain name resolution services).

This document describes the governance of our IS Program and the control frameworks our security program aligns to (section 1.0), Security Policy
requirements (section 2.0); security assessments conducted (see section 3.0), our process for executive oversight and visibility of risks to ensure
continuous improvement (section 4.0), and security commitments to registrants (section 5). Details regarding how these control requirements are
implemented, security roles and responsibilities and resources supporting these efforts are included in Security Policy B response.

2.0. INFORMATION SECURITY PROGRAM
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The IS Program for our registry is governed by an IS Policy aligned to the general clauses of ISO 27001 requirements for an Information Security
Management System (ISMS) and follows the control objectives where appropriate, given the data type and resulting security requirements. (1SO
27001 certification for the registry is not planned, however, our DNSDNSSEC solution is 27001 certified). The IS Program follows a Plan-Do-
Check-Act (PDCA) model of continuous improvement to ensure that the security program grows in maturity and that we provide reasonable
assurance to our shareholders and Board of Directors that our systems and data are secure.

The High Security Top Level Domain (HSTLD) control framework incorporates 1SO 27002, the code of practice for implementing an 1ISO 27001
ISMS. Therefore, our security program is already closely aligned to the HSTLD control framework. Furthermore, we agree to abide by the HSTLD
Principle 1 and criteria 1.1 - 1.3. (See specifics in Security Policy B response):

Registry systems will be in-scope for Sarbanes-Oxley (SOX) compliance and will follow the SOX control framework governing access control,
account management, change management, software development life cycle (SDLC), and job monitoring of all systems. Registry systems will be
tested frequently by the IS team for compliance and audited by our internal audit firm, Protiviti, and external audit firm, Price Waterhouse Coopers
(PWC), for compliance.

2.1. SECURITY PROGRAM GOVERNANCE

Our Information Security Program is dqoverned by IS Policy, supﬁorted by standards, and guided by procedures to ensure uniformed compliance to
the program. Standards and associated procedures in support of the policy are shown in Attachment A, Figure 1. Security Program documents are
updated annually or upon any system or environment change, new legal or regulatory requirements, and/or findings from risk assessments. Any
updates to security program are reviewed and approved by the Executive Vice President of IT, the General Counsel, and the EVP of HR before
dissemination to all employees.

All employees are required to sign the IS Policy upon hire, upon any major changes, andor an_nuaII%/. By signing the IS Policy, employees agree to
abide by the supporting Standards and Procedures applicable to their job roles. To enable signing of the IS Policy, employees must pass a test to
ensure competent understanding of the IS Policy and its key requirements.

3.0. INFORMATION SECURITY POLICY
3.1. INFORMATION ASSET CLASSIFICATION

The following data classification is applied to registry systems: High Business Impact (HBI): Business Confidential in accordance with the
integrity, availability and confidentiality requirements of re?istry operations. All registry systems will follow Security Policy requirements for HBI
systems regardless of the nature of the TLD string, financial materiality or size. HBI data if not properly secured, poses a high degree of risk to the
registry and includes data pertaining to the recq;istry’s adherence to legal, regulatory and compliance requirements, mergers and acquisitions (M&A),
and confidential data inclusive of, but is not limited to: Personally Identifiable Information (PI:? (credit card data, Social Security Numbers (SSN
and account numbers); materially important financial information (before public disclosure), and information which the Board of Directors
(BoD)Executive team deems to be a trade secret, which, if compromised, would cause grave harm to the execution of our business model.

HBI safeguards are designed, implemented and measured in alignment with confidentiality, integrity, availability and privacy requirements
characterized by legal, regulatory and compliance obligations, or through directives issued by the BoD and Executive team. Where guidance is
provided, such as the Payment Card Industry (PCI) Data Security Standard (DSS) Internal Audit Risk Control Matrices ﬁRCMs), local, state and
federal laws, and other applicable regulations, we put forth the a‘ppropriate level of effort and resources to meet those obligations. Where there is a
lack of guidance or recommended safeguards, Risk Treatment Plans (RTP’s) are designed in alignment with our standard risk management
practices.

Other data classifications for Medium Business Impact (MBI): Business Sensitive and Low Business Impact (LBI): Public do not apply to registry
systems.

3.2. INFORMATION ASSET MANAGEMENT

All registry systems have a designated owner and/or custodian who ensure appropriate security classifications are implemented and maintained
throughout the lifecycle of the asset and that a periodic review of that classification is conducted. The system owner Is also responsible for
approving access and the type of access granted. The IS team, in conjunction with Legal, is responsible for defining the legal, regulatory and
compliance requirements for registry system and data.

3.3. INFORMATION ASSET HANDLING, STORAGE & DISPOSAL

Media and documents containing HBI data must adhere to their respective legal, regulatory and compliance requirements and follow the HBI
Handling Standard and the retention requirements within the Document Retention Policy.

3.4. ACCESS CONTROL

User authentication is required to access our network and system resources. We follow a Ieast—privile%ed role based access model. Users are only
provided access to the systems, services or information they have specifically been authorized to use by the system owner based on their job role.
Eﬁch user is uniquely identified by an ID associated only with that user. User IDs must be disabled promptly upon a user’s termination, or job role
change.

Visitors must sign-in at the front desk of any company office upon arrival and escorted by an employee at all times. Visitors must wear a badge
while on-site and return the badge when signing out at the front desk. Dates and times of all visitors as well as the name of the employee escorting
them must be tracked for audit purposes.

Individuals permitted to access registry systems and HBI information must follow the HBI Identity & Access Management Standard. Details of our
access controls are described in Part B of Question 30 response including; technical specifications of access management through Active Directory,
our ticketing system, physical access controls to systems and environmental conditions at the datacenter.

3.5. COMMUNICATIONS & OPERATIONAL SECURITY

3.5.1. MALICIOUS CODE
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Controls shall be implemented to protect against malicious code including but not limited to:

- Identification of vulnerabilities and applicable remediation activities, such as patching, operating system & software upgrades andor remediation
of web application code vulnerabilities.

- File-integrity monitorin% shall be used, maintained and updated aﬁ)propriately.

- An Intrusion Detection Solution (IDS) must be implemented on all HBI systems, maintained & updated continuously.

- Anti-virus (AV) software must be installed on HBI classified web & application systems and systems that provide access to HBI systems. AV
software and virus definitions are updated on a regular basis and logs are retained for no less than one year.

3.5.2. THREAT ANALYSIS & VULNERABILITY MANAGEMENT

On a regular basis, IS personnel must review newly identified vulnerability advisories from trusted organizations such as the Center for Internet
Security, Microsoft, SANS Institute, SecurityFocus, and the CERT at Carnegie-Mellon University. Exposure to such vulnerabilities must be
evaluated in a timely manner and appropriate measures taken to communicate vulnerabilities to the system owners, and remediate as required by the
Vulnerability Management Standard. Internal and external network vulnerability scans, application & network layer ﬁenetration testing must be
performed by qualified internal resource or an external third party at least quarterly or upon any significant network change. Web application
vulnerability scanning is to be performed on a continual basis for our primary web properties applicable to their release cycles.

3.5.3. CHANGE CONTROL

Changes to HBI systems including operating system upgrades, computing hardware, networks and applications must follow the Change Control
Standard and procedures described in Security Policy question 30b.

3.5.4. BACKUP & RESTORATION

Data critical to our operations shall be backed up according to our Backup and Restoration Standard. Specifics regarding Backup and Restoration
requirements for registry systems are included in questions 37 & 38.

3.6. NETWORK CONTROLS

- Appropriate controls must be established for ensuring the network is operated consistently and as planned over its entire lifecycle.

- Network sgstems must be synchronized with an agreed upon time source to ensure that all logs correctly reflect the same accurate time.

- Networked services will be managed in a manner that ensures connected users or services do not compromise the security of the other
applications or services as required in the HBI Network Configuration Standard. Additional details are included in Question 32: Architecture
response.

3.7. DISASTER RECOVERY & BUSINESS CONTINUITY

The SVP of IT has responsibility for the management of disaster recovery and business continuity. Redundancy and fault-tolerance shall be built
into systems whenever possible to minimize outages caused by hardware failures. Risk assessments shall be completed to identify events that may
cause an interruption and the probability that an event may occur. Details regarding our registry continuity plan are included in our Question 39
response.

3.8 SOFTWARE DEVELOPMENT LIFECYCLE

Advance planning and preparation is required to ensure new or modified systems have adequate security, capacity and resources to meet present and
future requirements. Criteria for new information systems or upgrades must be established and acceptance testing carried out to ensure that the
system performs as expected. Registry systems must follow the HBI Software Development Lifecycle (SDLC) Standard.

3.9. SECURITY MONITORING

Audit logs that record user activities, system errors or faults, exceptions and security events shall be produced and retained according to legal,
regulatory, and compliance requirements. Log files must be protected from unauthorized access or manipulation. 1S is responsible for monitoring
activity and access to HBI systems through regular log reviews.

3.10. INVESTIGATION & INCIDENT MANAGEMENT RESPONSE

Potential security incidents must be immediately reported to the IS Team, EVP of IT, the Legal Department and/r the Incident Response email
alias. The Incident Response Team (IRT) is required to investigate: any real or suspected event that could impact the security of our network or
computer systems; impose significant legal liabilities or financial loss, loss of ﬂroprietar datatrade secret, andor harm to our goodwill. The
Director of IS is responsible for the organization and maintenance of the IRT that provides accelerated problem notification, damage control,
investigation and incident response services in the event of security incidents. Investigation and response processes follow the requirements of the
Investigation and Incident Management Standard and supporting Incident Response Procedure (see Question 30b for details).

3.11. LEGAL & REGULATORY COMPLIANCE

All relevant legal, regulatory and contractual requirements are defined, documented and maintained within the IS Policy. Critical records are
protected from loss, destruction and falsification, in accordance with legal, contractual and business requirements as described in our Document
Retention Policy. Compliance programs implemented that are applicable to Registry Services include:

- Sarbanes Oxley éSO_X): All employees managing and accessing SOX systems and/or data are required to follow SOX compliance controls.

- Data Privacy and Disclosure of Personally Identifiable Information (PII): data protection and privacy shall be ensured as required by legal and
regulatory requirements, which may include state breach and disclosure laws, US and EU Safe Harbor compliance directives.

Other compliance programs implemented but not applicable to Registry systems include the Payment Card Industry (PCI) Data Security Standard
(DSS), Office of Foreign Assets Control (OFAC) requirements, Copyright Infringement & DMCA.

4.0. SECURITY ASSESSMENTS

Our IS team conducts fre%u_ent security assessments to analyze threats, vulnerabilities and risks associated with our _s?/stems and data. Additionally,
we contract with several third parties to conduct independent security posture assessments as described below. Details of these assessments are
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provided in our Security Policy B response.
4.1. THIRD PARTY SECURITY ASSESSMENTS

We outsource the fol_lowin?_ third party security assessments (scope, vendor, frequency and remediation requirements of any issues found are
detailed in our Security Policy B response); Web Application Security Vulnerability testing, quarterly PCI ASV scans, Sarbanes-Oxley (SOX)
control design and operating effectiveness testing and Network and System Security Analysis.

4.2. INTERNAL SECURITY ASSESSMENTS

The IS team conducts routine and continual internal testing (scope, frequency, and remediation requirements of any issues found are detailed in our
Security Policy B response) including; web application security vulnerability testing, external and internal vulnerability scanning, system and
network infrastructure penetration testing, access control appropriateness reviews, wireless access point discovery, network security device
configuration analysis and an annual comprehensive enterprise risk analysis.

5.0. EXECUTIVE OVERSIGHT & CONTINUOUS IMPROVEMENT

In addition to the responsibility for Information Security residing within the 1S team and SVP of IT, risk treatment decisions are also the
responsibility of the executive of the business unit responsible for the risk. Any risk with potential to impact the business financially or legally in a
material way is overseen by the Incident Response Management team and/or the Audit Committee. See Figure 2 in Attachment A. The Incident
Response Management Team or Audit Committee will provide assistance with management action plans and remediation.

5.1. GOVERNANCE RISK & COMPLIANCE

We have deplogled RSA’s Archer Enterprise Governance Risk and Compliance (eGRC) Tool to provide an independent benchmarking of risk,
compliance and security metrics, assist with executive risk reporting and reduce risk treatment decision making time, enforcing continuous
improvement. The eGRC provides automated reporting of reggstry systems compliance with the security program as a whole, SOX Compliance,
and our Vulnerability Management Standard. The eGRC dashboard continuously monitors risks and threats (through automated feeds from our
vulnerability testing tools and third party data feeds such as Microsoft, CERT, WhiteHat, etc.) that are actionable. See Attachment A for more

details on the GRC solutions deployed.
6.0. SECURITY COMMITMENTS TO REGISTRANTS

We operate all registry systems in a highly secured environment with appropriate controls for protecting HBI data and ensuring all systems remain
confidential, have integrity, and are highly available. Registrants can assume that:

1. We safeguard the confidentiality, integrity and availability of registrant data through access control and change management:

- Access to data is restricted to personnel based on job role and requires 2 factors of authentication.

- All system changes follow SOX-compliant controls and adequate testing is performed to ensure production pushes are stable and secure.

2. The network and systems are deployed in high availability with a redundant hot datacenter to ensure maximum availability.

3. Systems are continually assessed for threats and vulnerabilities and remediated as required by the Vulnerability Management Standard to ensure

protection from external malicious acts.

- V\d/e conduct continual testing for web code security vulnerabilities (cross-site scripting, SQL Injection, etc.) during the development cycle and in
roduction.

2. All potential securiéy incidents are investigated and remediated as required by our Incident Investigation & Response Standard, any resulting

problems are managed to prevent any recurrence throughout the registry.

We believe the security measures detailed in this application are commensurate with the nature of the TLD string being applied for. This string
might be considered by some to have public trust implications (as discussed in Guidebook Q30), accordingly, the following additional security
measures will be implemented to protect consumers using this TLD including, but not limited to:

1. Periodic audit of Whois data for accuracy.
2. Deeper and more extensive verification of Whois data accuracy, with associated remediation and takedown processes.
3. Regular monitoring of registered domains for pharming, phishing, spam, botnets, copyright infringement and other forms of abuse, and
remediation and takedown processes.
. A new Domain Protected Marks List (DPML) product for trademark protection;
5. Anew Claims Plus product for trademark protection;
6. Terms of use that prohibit illegal or abusive activity;
7. Limitations on domain proxy and privacy service;
8. Published policies and procedures that define abusive activity
9. Require that registrars have a 24/7/365 abuse contact and a remediation/takedown processes.
10. Exclusion of registrars with a history of poor compliance.
11. Proper resourcing for all of the functions above.

7.0 RESPONSIBILITY OF INFORMATION SECURITY
See Question B Response Section 10.

© Internet Corporation For Assigned Names and Numbers.
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ICC

International Chamber of Commerce
The world business organization

International Centre for Expertise Centre international d"expertise

NEW GENERIC TOP-LEVEL DOMAIN NAMES (*gTLD")
DISPUTE RESOLUTION PROCEDURE

OBJECTION FORM TO BE COMPLETED BY THE OBJECTOR

¢ Objections to several Applications or Objections based on more than one ground must be
filed separately

e Form must be filed in English and submitted by email to expertise@iccwbo.org
e The substantive part is limited to 5000 words or 20 pages, whichever is less

Disclaimer: This form is the template to be used by Objectors who wish to file an Objection. Objectors
must review carefully the Procedural Documents listed below. This form may not be published or used
for any purpose other than the proceedings pursuant to the New GTLD Dispute Resolution Procedure
from ICANN administered by the ICC International Centre for Expertise (“Centre”).

References to use for the Procedural Documents

Name _Abbreviation
Rules for Expertise of the ICC “Rules”
Appendix II! to the ICC Expertise Rules_, Schedule of expertise costs sappendix I1I”
for proceedings under the new gTLD dispute resolution procedure
ICC Practice Note on the Administration of Cases “ICC Practice Note”
Attachment to Module 3 - New gTLD Dispute Resolution Procedure “Procedure” '
Module 3 of the gTLD Applicant Guidebook “Guidebook”

ICC International Centre for ADR Centre international d’ADR de la CCI
Contact Information Redacted

Website www.iccexpertise.org

© International Chamber of Commerce (ICC) December 2012. All rights reserved. No part of this document may be
reproduced or copied in any form or by any means, or translated, without the prior permission in writing of ICC.




Identification of the Parties, their Representatives and related entities

Objector

Name Prof. Alain Pellet, Independent Objector
Contact

Address Contact Information Redacted

City, Country Contact Information Redacted

Telephone

Email Contact Information Redacted

Objector’s Representative(s)

Name Ms Héloise Bajer-Pellet
Contact
Contact Information Redacted
Address
. Contact Information Redacted
City, Country
Contact Information Redacted
Telephone
. Contact Information Redacted
Email
Name Mr. Daniel Muller
Contact
Address Contact Information Redacted
City, Country Contact Information Redacted
Contact Information Redacted
Telephone

Email

‘Contact Information Redacted
1




Name Mr. Phon van den Biesen
Contact

Address Contact Information Redacted
City, Country Contact Information Redacted
Telephone Contact Information Redacted
Email Contact Information Redacted
Name Mr. Sam Wordsworth
Contact

Address Contact Information Redacted
City, Country Contact Information Redacted
Telephone Contact Information Redacted
Email Contact Information Redacted
Applicant

Name Corn Lake, LLC

Contact Daniel Schindler
Address Contact Information Redacted
City, Country Contact Information Redacted
Telephone Contact Information Redacted

Email

Contact Information Redacted




Other Relevant Entities

Name -

Address -

City, Country -

Telephone -

Email -

Add separate tables for any additional relevant related entity

Disputed gTLD

gTLD Objector objects to

Name .Charity (Application ID: 1-1384-49318)

If there is more than one gTLD you wish to object to, file separate Objections.

Objection

What is the ground for the Objection (Article 3.2.1 of the Guidebook and Article 2 of
the Procedure)

|:| Limited Public Interest Objection: the applied-for gTLD string is contrary to generally
accepted legal norms of morality and public order that are recognized under principles of
international law.

or
|Z| Community Objection: there is substantial opposition to the gTLD application from a
significant portion of the community to which the gTLD string may be explicitly or implicitly

targeted.

Check one of the two boxes as appropriate. If the Objection concerns more than one ground, file a
separate Objection.




Objector’'s Standing to object (Article 3.2.2 of the Guidebook and Article 8 of the
Procedure)

(Statement of the Objector’s basis for standing to object, that is, why the Objector believes it meets the
requirements to object.)

In accordance with Article 3.2.5 of the Guidebook, the Independent Objector (10) is
granted standing to file a formal objection, and in particular on the ground of a Community
Objections “notwithstanding the regular standing requirements for such objections”. He is
acting in the best interests of the public who use the global Internet and initiates and

prosecutes the present objection in the public interest.

According to the same Section, the 10 can object in the event that “at least one
comment in opposition to the application is made in the public sphere”. This condition is met.
The Application for .Charity has given rise to various comments in opposition, on the
comments website of ICANN? and on the ICANN’s Governmental Advisory Committee (GAC)

Early Warning website.?

Article 3.2.5 of the Guidebook states that “the IO must be and remain independent and
unaffiliated with any of the gTLD applicants”. The 10 has no link with the applicant under
consideration and, more generally with any of the gTLD Applicants. This is equally true for
his legal representatives. The 10 considers himself to be impartial and independent and
confirms hereby that he is acting in no other interest but the best interests of the public who

use the global Internet.

1 https://gtidcomment.icann.org/comments-feedback/applicationcomment/viewcomments.
2 See the Early Warning submitted by the Australian GAC member:
https://gacweb.icann.org/download/attachments/22938690/Charity-AU-
87032.pdf?version=1&modificationDate=1353386176000.
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Description of the basis for the Objection (Article 3.3.1 of the Guidebook and Article 8
of the Procedure) - Factual and Legal Grounds

(Description of the basis for the Objection, including: a statement giving the specific ground upon
which the Objection is being filed, and a detailed explanation of the validity of the Objection and why it
should be upheld.)

1. The Application for .Charity has been submitted by Corn Lake, LLC.> The Applicant
is a subsidiary of Donuts Inc., the latter being “the parent applicant for this and multiple other
TLDs.” Donuts stated goal is “to increase competition and consumer choice at the top

level.”™

2. In the Application, it is stated that: “The TLD is a generic term and its second level
names will be attractive to a variety of Internet users. Making this TLD available to a broad
audience of registrants is consistent with the competition goals of the New TLD expansion
program, and consistent with ICANN’s objective of maximizing Internet participation. Donuts
believes in an open Internet and, accordingly, we will encourage inclusiveness in the
registration policies for this TLD. In order to avoid harm to legitimate registrants, Donuts will
not artificially deny access, on the basis of identity alone (without legal cause), to a TLD that

represents a generic form of activity and expression.”®

3. Further, according to the Application: “The .CHARITY TLD will be of interest to the
millions of persons and organizations worldwide involved in philanthropy, humanitarian
outreach, and the benevolent care of those in need. This broad and diverse set includes
organizations that collect and distribute funds and materials for charities, provide for
individuals and groups with medical or other special needs, and raise awareness for issues
and conditions that would benefit from additional resources. In addition, the term CHARITY,
which connotes kindness toward others, is a means for expression for those devoted to
compassion and good will. We would operate the .CHARITY TLD in the best interest of

registrants who use the TLD in varied ways, and in a legitimate and secure manner.”’

4. The Application has raised various comments in opposition. These are mainly
focused on views that the string should be administered by a not for profit organization
and/or that there are insufficient protection mechanisms in place such that non-bona fide
organizations may adopt the .Charity gTLD, and create confusion in the mind of the public

over what is in fact a charity.

3 See also the public interest commitment submitted on behalf of (inter alia) the Applicant at:
https://gtldresult.icann.org/application-
result/applicationstatus/applicationchangehistory:downloadtodocument/8007?t:ac=847.

4 Application, point 18 (a).

5 Ibid.

6 lbid.

7 lbid.
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5. After an exchange of views with the Applicant, the 10 has decided to file the present
objection against the Application on the ground of the “community objection” as provided by
Section 3.2.1 of the Guidebook.

1. Statement of the Ground upon Which the Objection is being Filed

6. According to the Guidebook, a “community objection” is warranted when “there is
substantial opposition to the gTLD application from a significant portion of the community to

which the gTLD string may be explicitly or implicitly targeted.”

7. In order to evaluate the merits of a “community objection” the Expert Panel shall
“use appropriate general principles (standards)” as set out in Section 3.5 of the Guidebook,

as well as “other relevant rules of international law in connection with the standards.”

8. Article 3.5.4 sets out four tests which need to be met cumulatively for a “Community

objection” to prevail:

o The community invoked by the objector is a clearly delineated community (Community
test);

o Community opposition to the application is substantial (Substantial opposition test);

o There is a strong association between the community invoked and the applied-for

gTLD string (Targeting test);

) The application creates a likelihood of material detriment to the rights or legitimate
interests of a significant portion of the community to which the string may be explicitly

or implicitly targeted (Detriment test).

2. Detailed Explanation of the Validity of the Objection and Why the Objection
should be Upheld

9. The four tests of a community objection provided for in the Guidebook are met in the
present case. Indeed, the applied-for gTLD string .Charity targets the charity sector (a),
which constitutes a clearly delineated community in the sense of the Guidebook (b). The
opposition against the Application is substantial (c), and the Application creates a likelihood

of material detriment to the rights and legitimate interests of the charity community (d).



a. Targeting Test

10. A “community objection” is warranted if a strong association between the
community concerned and the applied-for gTLD string can be proved. In other words, the
string used is or could be clearly linked to the community the rights and interests of which are

at stake.

11. The Application has not been framed as a community based TLD for the benefit of
the charity community. Nevertheless it targets this community, in that it explicitly targets “the
millions of persons and organizations worldwide involved in philanthropy, humanitarian
outreach, and the benevolent care of those in need”. This grouping, albeit very broad, must
be taken to include all charitable institutions, including those that are specifically registered or
regulated in some form in the states where they operate such that they must be not for profit

institutions.

12. Further, as stated on the Guidebook: “All applicants should understand that a
formal objection may be filed against any application on community grounds, even if the
applicant has not designated itself as community-based or declared the gTLD to be aimed at

a particular community.” (Section 1.2.3.2 of the Guidebook).

13. The Guidebook also confirms that a relevant factor to be taken into account in
order to evaluate the Targeting test is “[a]ssociations by the public”. The 2007 ICANN Final
Report also indicates that “implicitly targeting means that the objector makes an assumption
of targeting or that the objector believes there may be confusion by users over its intended
use” (Implementation Guideline P). The test is therefore not limited to the assumptions and
the intended use proposed in the Application, but is primarily concerned by the expectations
of the average Internet users and their perception of and associations with the string. In the
present case, the term “charity” is generally associated in the public mind with giving for what
is seen as a good cause,® and likewise with not for profit institutions that are directed to some
form of charitable outcome, for example (and by way of illustration only), in terms of
alleviating or addressing poverty or disease, or preserving and protecting non-human
species and the environment. Examples of famous charities are the Red Cross and Red

Crescent organizations, CARE, Amnesty International, Oxfam, or Médecins du Monde, etc.

14. According to the Applicant’'s own statements and the general use of the term by
the public, there is a strong association between the charity sector and the applied for gTLD

string.

8 For a definition of “charity” as “an organization set up to provide help and raise money for those in need”, see
http://oxforddictionaries.com/definition/english/charity.



b. Community Test

15. The Guidebook does not provide a clear definition of the term “community”. It
merely recalls that an objector “must prove that the community expressing opposition can be
regarded as a clearly delineated community” (Article 3.5.4) and refers to a list of non-limited
“factors” that the Expert Panel can refer to check if this test is met. It includes for example the
recognition at a local/global level, the level of formal boundaries, the length of existence, the

global distribution, or the size of the community.

16. The term “community” refers to a group of people living in the same place or
having a particular characteristic in common.® The distinctive element of a community is
therefore the commonality of certain characteristics. The individuals or entities composing a
community can share a common territory, a common language, a common religion, a
common activity or sector of activity, or other characteristics, values, interests or goals which

distinguish them from others.

17. The Guidebook does not determine which kind of common characteristics, values
or goals are relevant for the issue whether a given group constitutes a community, nor does
it put any limits in that regard. The 2007 ICANN Final Report confirms that “community
should be interpreted broadly and will include, for example, an economic sector, a cultural

community, or a linguistic community.”10

18. One of the relevant criteria is whether the group of individuals or entities can be
clearly delineated from the others, and whether members of the “community [are] delineated
from Internet users in general’'® with reference to their common characteristics. The
recognition of the community among its members, on the one hand, and by the general
public at a global or a local level, on the other hand, depending on its actual distribution, is in

that regard a useful factor to be taken into account.

19. In the present case, as noted above, the community targeted by the Applicant is
composed of “the millions of persons and organizations worldwide involved in philanthropy,
humanitarian outreach, and the benevolent care of those in need”. Although this is a broader

group than charities per se, it clearly includes charities and charitable organizations.

20. Charities and charitable organizations exist everywhere in the world. They are
generally characterized by their charitable aims, and often by the status of a not for profit

institution. Further, as noted in the GAC Early Warning made by Australia: “In many

9 See http://oxforddictionaries.com/definition/english/community.
10 |mplementation Guideline P, http://gnso.icann.org/en/issues/new-gtlds/pdp-dec05-fr-parta-08aug07.htm
11 Evaluation question No 20 of the Guidebook, Attachment to Module 2.
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jurisdictions, charitable organizations are exempted from a range of regulatory requirements
that apply to for-profit entities, and are funded through donations or public money.”*? In the
light of their particularities, their common goals, interests and values, charities are to be
delineated from Internet users in general, and are rightly seen as constituting a community.
In addition, public comments made on the community ground point to the existence of such a
community, being the charity community or the community of charitable organizations, and

generally express an opinion in the name of the designated community.

21. While the Applicant is understood to take issue with the 10’s view that the
“interested community is not institutionalised and straddles the border between different
stakeholders of the community of charitable organisations”, that in no sense means that
there is no community consistent with the Guidebook. An organized community — i.e., a
community that has some entity dedicated to the community and its activities — has usually
clearer formal boundaries described in terms of membership or registration. The situation is
different in case of communities that are less structured or organized, like those based on a
common place of origin or a common language or a common activity or common set of goals
or interests or values. This is the case of the charity community, which is nonetheless a
clearly recognizable community, distinct from others, at a local, national, and also global
level. Organization and structure, even if they can help to identify a community and its
delineation, are not relevant distinctive criteria for the existence of a clearly delineated

community or a sign of lack of cohesiveness.

C. Substantial Opposition Test

22. According to the Guidebook, a “Community objection” is warranted in the event of
“substantial opposition within the community”. This test and its scope of application depend

largely on the circumstances and of the context of each case.

23. The Guidebook includes several factors, which the Expert Panel can use in order
to determine if such “substantial opposition” with regard to an application exists. These
factors include the number of expressions of opposition relative to the composition of the
community, the representative nature of entities expressing opposition, the level of
recognized stature or weight among sources of opposition, distribution or diversity among
sources of expressions of opposition, historical defense of the community in other contexts,
and costs incurred by the objector in expressing opposition, including other channels the

objector may have used to convey opposition.

12 https://gacweb.icann.org/download/attachments/22938690/Charity-AU-
87032.pdf?version=1&modificationDate=1353386176000.
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24. This list is not limitative. It focuses on the number of oppositions expressed or the
representative nature of those having expressed opposition, i.e., the part of the community
represented by those having expressed opposition and its significance with regard to the
community in its entirety. These criteria are useful, in particular in the case of well-organized
and structured communities. They are more difficult to apply in case of communities which

lack organizational structures or clear representation.

25. A mere numerical criterion was certainly not the intent of the authors of the
Guidebook and the Expert Panel is not limited to a mere numerical analysis balancing the
number of those having expressed opposition or are deemed to be represented by those
having expressed opposition, on the one hand, and the overall size of the concerned
community, on the other hand. The word “substantial” cannot be defined as limited in that
way. If it can certainly refer to an important size or number, it is also used for something of
“considerable importance” or “considerable ... worth”.® Not only the number of opposition
should be taken into account, but also the material content of comments and oppositions
expressed by those concerned, and in particular, the importance of the rights and interests at

stake.

26. The fact that the 10 was granted the possibility to file “Community Objections”
confirms the necessary broad meaning of the terms “substantial opposition”. Indeed, the 10
would not file a formal “Community objection” if a single established institution is better
placed to represent the community concerned!4. His role is to defend the public interests and
to act on behalf of the public for the defense of rights and interests of communities which lack

institutions which obviously could represent the community in the present context..

27. In the present case, a number of comments in opposition have been posted on the
public comments website,*® including by the Charity Commission for England and Wales,
which “is a government department established as the independent registrar and regulator of
charities in England and Wales”, the National Council for Voluntary Organisations, which
brings together “just under 10,000 organizations” in the United Kingdom, and the Association
of Charitable Foundations, which “is the umbrella body and membership organisation for
grant-making charitable trusts and foundations in the United Kingdom, representing over 330

members”.16

13 See http://oxforddictionaries.com/definition/english/substantial.

14 See i.e., http://www.independent-objector-newgtlds.org/english-version/the-independent-objector-s-comments-
on-controversial-applications/africa-general-comment/.

15 https://gtldcomment.icann.org/comments-feedback/applicationcomment/viewcomments.

16 See the details given by each participant at https://gtidcomment.icann.org/comments-
feedback/applicationcomment/viewcomments.
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28. Thus, a significant portion of the involved community, mainly (but not exclusively)
from the United Kingdom, have expressed concerns to the launch of a new gTLD related to
the charity sector. It is noted that those responding include important regulatory and

representative bodies from the United Kingdom.

29. The reasons for the opposition expressed on the public comments website are
similar in nature. While various participants have expressed the view that the string .Charity
should be a community based gTLD / run by a not for profit organization, the common
underlying concern is based on potential harm to the system of trust on which charities and
charitable giving are largely dependent. In this respect, the following view expressed by the

Charity Commission for England and Wales was typical:

“As a charity regulator we believe it is crucial that the ‘.charity’ gTLD is administered by
an organisation that fully understands the risks involved in its inappropriate use and
actively considers applications with those risks in mind. They should not, for example,
simply look to maximise its use for purely commercial reasons where this might
damage public trust and confidence in charities. In allowing organisations to use this
gTLD they may also need to consider the impact of legal restrictions on organisations
falsely representing themselves as charities.

Charities in England and Wales - and, we assume, elsewhere - depend on public
confidence for funding and other forms of support such as volunteering. Maintaining
this confidence is crucial if charities are to be successful. If, however, the gTLD is
administered with no regard for this we are concerned that could lead to confusion,
misunderstanding and, perhaps, deliberate abuse that will undermine that confidence
That could significantly damage charities if public support drops as a result. It may also
of course have an adverse impact on the value of the .charity gTLD.”

30. To similar effect, the Office of the Scottish Charitable Regulator stated (albeit as

part of a legal rights objection):

“Charities depend on public trust to raise funds from the public and other bodies and to
generate support from volunteers and the communities in which they operate.
Exploiting the term ‘charity’ in an unregulated manner for commercial gain would be
detrimental to all charities.

Therefore, we would expect that any proposal for a ‘.charity’ gTLD to include strict
eligibility criteria for applicants and require evidence from applicants of the award of
charitable status by the appropriate regulatory body.”

31. In addition, the Australian member of the GAC has expressed concern in an Early
Warning that raises similar issues, stating that “Charity” is “linked to a regulated market
sector” and that applicants do not “appear to have proposed sufficient mechanisms to
minimize potential consumer harm”. He underlined that “in many jurisdictions, charitable
organizations are exempted from a range of regulatory requirements that apply to for-profit

entities, and are funded through donations or public money” and that “without additional
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protections, this proposed TLD could result in misuse and consumer harm, and could result

in damage to the trust that consumers and governments place in legitimate charities”.t”

32. Such an Early Warning is an indication that “the application is seen as potentially
sensitive or problematic by one or more governments” and of the substantial opposition it
generates (Article 1.1.2.4 of the Guidebook).

33. Even if the opposition has largely emanated from the UK and Australian
jurisdictions, concerns voiced are without doubt substantial and of much more general
application. In these circumstances, the opposition against the Application must be

considered as being substantial.

d. Detriment Test

34. A community objection is warranted if the Application creates “a likelihood of
detriment to the rights or legitimate interests of the community or to users more widely”.'8

This test is met in the present case.

35. The Guidebook includes some guidance with regard to the Detriment test, which
needs to be addressed with regard to the specific elements and particularities of each
application, on the one hand, and the interests and rights of the community to which the
applied-for gTLD can be targeted, on the other hand. The material detriment can result from
harm to reputation of the community, interference with the community’s core activities,
economic or other concrete damage to the community or significant portions of the
community. In order to assess the likelihood of such harm or damage, the Expert panel can
take into account a variety of factors, including the dependence of the community on the
DNS for its core activities, the intended use of the gTLD as evidenced in the Application, but
also the importance of the rights and interests exposed for the community targeted and for

the public more generally.

36. The Guidebook puts particular attention to the issue whether the Applicant is not
acting or does not intend to act in accordance with the interests of the community or of users
more widely, including evidence that the applicant has not proposed or does not intend to
institute effective security protection for user and community interests. In such a case, it is
more than likely that the rights and interests of the community will be detrimentally affected

by operation of the gTLD as projected by the applicant.

17 See https://gacweb.icann.org/download/attachments/22938690/Charity-AU-
49318.pdf?version=1&modificationDate=1353386080000.
18 |mplementation Guideline P, http://gnso.icann.org/en/issues/new-gtlds/pdp-dec05-fr-parta-08aug07.htm.
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37. The charity sector is strictly regulated in certain jurisdictions (at least), as is
consistent with the need for the public to retain the trust that money donated or services
volunteered to charities will be directed towards the charitable purposes that given donors
have had in mind. To this end, specific regulations and safeguards may serve to protect both
individual members of the public and the public interest in such trust being retained. That
public interest includes the interests of the charities themselves, whose existence and
operations would be threatened by a loss of public trust. It ultimately also includes the
interests of those benefitting from charitable organizations, such as those in poverty or at risk

of human rights violations.

38. It follows that the reputation of charities amongst (in particular) donors and
potential donors is of the utmost importance. The high reputation of the charity community is
key to the attraction of gifts of money and time and services generally to this community, and
thus for maintaining and developing the very broad range of charitable activities that exist
today. This point has been made in various different ways in the comments that have been
posted on the public comments website.’® Examples of this have already been given under
(c) above. To take a further example in the form of the views of one locally focused UK
charity (Voluntary Action Leeds): “The charity 'brand' largely operates on the basis of trust:
that is, people give their time and money to charities of their own free will. In the United
Kingdom charities are regulated by the Charity Commission and HMRC, giving the public
confidence and trust that charities are running for public benefit. In Leeds we see the benefits
of this trust in charities every day: the huge contribution of volunteers to our local economy,

philanthropic giving and engagement in the life of the city.”?°

39. The potential for harm if the gTLD were administered without mechanisms for
protecting public trust in charities is identified e.g. by the view of the Charity Commission for
England and Wales, where it points to the scope for confusion, misunderstanding and,
perhaps, deliberate abuse, resulting in turn in significant damage to charities if public support
dropped as a result. As to such deliberate abuse, one participant (Goodwill Industries
International Inc) stated that it was “particularly concerned that new TLDs for charitable terms
will increase the opportunity for fraudsters and cybersquatters to trade off the good will and
trust of well-known non-profit names and charitable terms like the applied-for string by
confusing Internet users with domain names made up of those names and terms and
soliciting money and/or phishing for private information for their own benefit. These activities,
which already cost charities billions of dollars each year, not only divert funds from non-

profits, they erode the trust upon which these organizations rely. Allowing this to occur would

19 https://gtldcomment.icann.org/comments-feedback/applicationcomment/viewcomments.
20 See at https://gtldcomment.icann.org/comments-feedback/applicationcomment/viewcomments.
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cause a material detriment to the community which the string obviously targets, as well as to

society at large.” %

40. Notwithstanding certain of the comments received, the 10 has not formed the view
that this string need necessarily be operated by a non-profit organization, provided that the
applicant for the gTLD offers adequate guarantees that the values specific to the charities

sector will be respected.

41. The Applicant, however, has not addressed the specific needs of the charity
community in its proposed management of the gTLD .Charity, and there are three key factors

that demonstrate the likelihood of detriment to the charity community.

42. First, even though the Applicant has recognized “the level of end-user trust
potentially associated with this string”? and has proposed some additional protection
mechanisms?® — like it has done for other Applications submitted by Donuts subsidiaries?* — it
is striking that the Application has not been framed by Donuts and its subsidiary as a
community based gTLD. In so doing the Applicant avoids certain consequences in terms of
the evaluation of the Application and the terms under which it will be operated. In particular,
the Applicant will not be committed to establish requirements for registration by members of
the TLD community and use of registered domain names in conformity with the stated
purpose of the community-based TLD.?> The Applicant does not recognize the existence of a
delineated charity community, and has made no commitment to operate the .Charity gTLD
for the benefit and in the interest of the charity community, taking into account the public

interest goals associated with this community.

43. Secondly, the Application does not propose any eligibility criteria for the string. In
the Application — as well in other Applications made by other affiliates of Donuts — it is

explained:

“We recognize some applicants seek to address harms by constraining access to the
registration of second level names. However, we believe attempts to limit abuse by

21 The Applicant does recognize the scope for abuse: see Application, point 18(a). For example, it is said there
that “access to the countless benefits and opportunities which the internet offers can often be hindered when
navigating the ever-expanding sea of irrelevant and sometimes malicious content which also exists, and this is as
true of online charitable services as anything else.”

22 Application, point 18 (a).

23 These four additional protection mechanisms are the followings:

“1. For this string, to supplement the periodic audit documented above, a deeper and more extensive
verification of Whois data accuracy, with associated remediation and takedown processes.

2. Exclusion of registrars with a history of poor compliance;

3. Regular monitoring by the registry of registered domains for pharming, phishing, spam, botnets, copyright
infringement and other forms of abuse, and remediation and takedown processes; and

4. In addition to registry-based procedures, requirements that registrars have a 24/7/365 abuse contact, and
remediation and takedown processes.” (lbid.)

24 See, e.g., the Application for .Creditcard (Application ID 1-1412-63109).

25 Article 2.18, Draft New gTLD Registry Agreement (annexed to the Guidebook).
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limiting registrant eligibility is unnecessarily restrictive and harms users by denying
access to many legitimate registrants. Restrictions on second level domain eligibility
would prevent law-abiding individuals and organizations from participating in a space to
which they are legitimately connected, and would inhibit the sort of positive innovation
we intend to see in this TLD. As detailed throughout this application, we have struck
the correct balance between consumer and business safety, and open access to
second level names.”2¢

44. Donut’s preference is to address abuse if it occurs, rather than (as it would see it)
to needlessly over-regulate usage and diminish a gTLD’s consumer value before it becomes
available. Without prejudging whether this approach to management and operation is
suitable and appropriate for other gTLDs, safety and security measures which are only
directed at remedying problems and abuses if and when they occur do not meet the specific
needs and requirements of the charity community, of users and the public interest. The
absence of preventive security measures assuring the integrity and the trustworthy nature of
the entities represented and the information provided under the gTLD .Charity, e.g., through
stringent eligibility criteria established in collaboration with the community and its

stakeholders, is likely to have detrimental effects on trust in the community and the TLD.

45. Thirdly, the security mechanisms proposed by the Applicant’s parent company and
aimed at reacting to abuse are unlikely to meet the specific requirements and needs of the
charity community. The Applicant has made no commitment concerning the specific content
of the “Anti-Abuse Policy” described in point 28 of its Application, nor has it given any
information concerning the elaboration of this policy. It is not suggested that the charity
community, which is targeted by the TLD string, or any of its stakeholders will be associated
in the elaboration of this policy or its implementation. To the contrary, the Applicant has
expressly reserved the right to react to abuse and to take the appropriate steps “at its sole
discretion and at any time and without limitation”.?” In addition, the proposed “Anti-Abuse
Policy” has not been specifically elaborated in order to meet the needs of the charity
community, taking into account the importance of users’ protection and confidence. To the
contrary, the proposed policy appears to be largely identical to the policy proposed by other
Donuts’ subsidiaries in relation to strings with different features (see e.g. in relation to the
Application submitted by Binky Frostbite, LLC, a subsidiary of Donuts, for the gTLD
.Creditcard??).

46. The absence of preventive security measures assuring the charitable nature, the
integrity and also the trustworthiness of the entities represented and the information provided

under the gTLD .Charity, e.g., through stringent eligibility criteria established in advance in

26 Application, point 18 (a).
27 Application, point 28 (3.0).
28 Application ID 1-1412-631009.
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collaboration with the community and its stakeholders, creates a likelihood of detriment to the

rights or legitimate interests of the charity community, to users and to the general public.

Remedies Requested

(Indicate the remedies requested.)

The Independent Objector requests the Expert panel to hold that the present objection
is valid. Therefore, the Expert panel should uphold the present Objection against this .Charity

Application.

In addition, the Independent Objector requests that its advance payments of costs shall
be refunded in accordance with Article 14 (e) of the Procedure (Attachment to Module 3 -

New gTLD Dispute Resolution Procedure).

Communication (Article 6(a) of the Procedure and Article 1 of the ICC Practice Note)

A copy of this Objection isAvas transmitted to the Applicant on 13 March 2013 by e-mail to

the following address: cornlake@donuts.co

A copy of this Objection isfwas transmitted to ICANN on 13 March 2013 by e-mail to the

following address: newgtld@icann.org

Filing Fee (Article 1 Appendix lll to the Rules and Article 8(c) of the Procedure)

In accordance with Article 3.2.5 of the Guidebook, ICANN is responsible to provide the

funding on behalf of the Independent Objector.

The Independent Objector hereby explicitly grants ICC the right to contact ICANN directly

with regard to any payment matters for the Objections.

Description of the Annexes filed with the Objection (Article 8(b) of the Procedure)

List and Provide description of any annex filed.

Date: 12 March 2013

Signature:
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ICC

International Chamber of Commerce
The world business organization

NEW GENERIC TOP-LEVEL DOMAIN NAMES (“gTLD”)
DISPUTE RESOLUTION PROCEDURE

RESPONSE FORM TO BE COMPLETED BY THE APPLICANT

¢ Applicant responding to several Objections or Objections based on separate grounds must file
separate Responses

¢ Response Form must be filed in English and submitted by email to expertise@iccwbo.org

¢ The substantive part is limited to 5000 words or 20 pages, whichever is less

Disclaimer: This form is the template to be used by Applicants who wish to file a Response.
Applicants must review carefully the Procedural Documents listed below. This form may not be
published or used for any purpose other than the proceedings pursuant to the New GTLD Dispute
Resolution Procedure from ICANN administered by the ICC International Centre for Expertise
(“Centre”).

References to use for the Procedural Documents

Name Abbreviation

Rules for Expertise of the ICC “‘Rules”

Appendix III_ to the ICC Expertise Ruleg, Schedule of_ expertise costs “Appendix III"

for proceedings under the new gTLD dispute resolution procedure

ICC Practice Note on the Administration of Cases “ICC Practice Note”
Attachment to Module 3 - New gTLD Dispute Resolution Procedure “Procedure”
Module 3 of the gTLD Applicant Guidebook “‘Guidebook”

Annex A defines capitalized terms and abbreviations in addition to or in lieu of the foregoing.

ICC International Centre for ADR [lCentre international d’ADR de la CCI
Contact Information Redacted

Website www.iccexpertise.org

© International Chamber of Commerce (ICC) D 2012. All rights reserved. No part of this document may be
reproduced or copied in any form or by any means, or translated, without the prior permission in writing of ICC.



Identification of the Parties and their Representatives

Applicant

Name Corn Lake, LLC

Contact person Daniel Schindler

Contact Information Redacted

Address

Contact Information Redacted

City, Country

Contact Information Redacted

Telephone

Email Contact Information Redacted

Objector

Name Prof. Alain Pellet, Independent Objector

Contact person

Address Contact Information Redacted

Contact Information Redacted

City, Country

Telephone

. Contact Information Redacted
Email

Copy the information provided by the Objector.

Applicant’s Representative(s)

The IP & Technology Legal Group, P.C.
Name dba New gTLD Disputes
http://www.newgtlddisputes.com

Contact person John M. Genga, Don C. Moody

Address Contact Information Redacted
City, Country Contact Information Redacted
Telephone Contact Information Redacted
Email Contact Information Redacted

Add separate tables for any additional representative (for example external counsel or in-house
counsel).



Applicant’s Contact Address

The IP & Technology Legal Group, P.C.
Name dba New gTLD Disputes
http://www.newgtlddisputes.com

Contact person John M. Genga, Don C. Moody

Address Contact Information Redacted
City, Country Contact Information Redacted
Telephone +Contact Information Redacted

Contact Information Redacted
Email

This address shall be used for all communication and notifications in the present proceedings.
Accordingly, natification to this address shall be deemed as notification to the Applicant. The Contact
Address can be the Applicant’s address, the Applicant’s Representative’s address or any other
address used for correspondence in these proceedings.

Other Related Entities — Objector’s Representatives

Name Ms Héloise Bajer-Pellet

Address Contact Information Redacted

Contact Information Redacted

City, Country

Contact Information Redacted

Telephone

Email Contact Information Redacted
Name Mr. Daniel Muller
Address Contact Information Redacted
City, Country Contact Information Redacted
Telephone Contact Information Redacted

) Contact Information Redacted
Email




Name

Address

City, Country

Telephone

Email

Name

Address

City, Country

Telephone

Email

Mr. Phon van den Biesen

Contact Information Redacted

Contact Information Redacted

Contact Information Redacted

Contact Information Redacted

Mr. Sam Wordsworth

Contact Information Redacted

Contact Information Redacted

Contact Information Redacted

Contact Information Redacted
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Disputed gTLD

gTLD Applicant has applied for and Objector objects to:

Name <.CHARITY> — Application ID 1-1384-49318, ICC EXP/395/ICANN/12

Objection

The Objector filed its Objection on the following Ground (Article 3.2.1 of the
Guidebook and Article 2 of the Procedure)

|:| Limited Public Interest Objection: the applied-for gTLD string is contrary to generally
accepted legal norms of morality and public order that are recognized under principles of
international law.

or

Community Objection: there is substantial opposition to the gTLD application from a
significant portion of the community to which the gTLD string may be explicitly or implicitly
targeted.

Copy the information provided by the Objector.

Point-by-Point Response to the claims made by the Objector (Article 3.3.3 of the
Guidebook and Article 11 of the Procedure)

(Provide an answer for each point raised by the Objector.)

A.

INTRODUCTION

1. Applicant Proposes a <.CHARITY> gTLD to Carry Out ICANN’s Objectives.

As described below, the Independent Objector (hereinafter “Objector”) lacks standing
to make this objection and, even if he had standing, the Objection would easily fail on the
merits. First however, it is important to note that ICANN adopted its new gTLD program to
enhance choice, competition and expression in the namespace. AGB Preamble, § 1.1.2.3,
and Mod. 2 Attmt. at A-1. Such generic TLDs bring competition to registries, which have not
experienced it in a world that has known little more than <.COM>, as well as the opportunity
for more consumers to enjoy the benefits of such competition.

To accomplish ICANN’s goals, Donuts has applied for <.CHARITY> among 307
gTLDs, to offer domains on subjects that otherwise may not have their own forums. Nevett
Dec. 11 4-6 (Annex B). This gTLD represents one of a number of niche offerings by Donuts
in an expanding Internet “shopping mall.” It gives users the choice of a specialty experience
as an alternative to the sprawling “department store” environment of incumbent registries
such as <.COM>. Id. 11 6, 8.

The instant Objection would thwart these important benefits. It urges that a
<.CHARITY> TLD should operate with strict registration policies such that only charitable
organizations, and no one else, could access it. This would close an entire segment of the
Internet to the many potential uses of a common word’s multiple meanings. It also ignores
the unprecedented levels of security that Donuts would bring to the TLD.
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Contrary to what Objector himself might prefer, and consistent with what ICANN
seeks, Applicant would make the <.CHARITY> registry open to all consumers. This would
create paths of communication more expansive than the narrow use to which Objector
believes the TLD should be put. Applicant can and will do this with greater protections than
the namespace has ever known. A for-profit business, for example, might choose to
describe its charitable giving practices on a .charity website (e.g. <Verizon.charity>,
<USBC.charity>). Individuals might like to use it to blog about a project. Donuts does hot
believe that people and entities should be restricted from a <.CHARITY> registry just
because the Objector thinks that it should be limited to certain groups. Such a restriction
violates the fundamental rights of freedom of expression and has no place in the Internet or
the New TLD program.

Donuts is a well prepared, amply resourced and highly qualified group committed to
offering consumers new and varied generic domain name alternatives through safe, stable
and secure registry operations. Its team consists of industry veterans with long histories of
contributing to ICANN’s policymaking process, successfully launching gTLDs, building
industry-leading companies, and bringing innovation, value and choice to the domain name
marketplace. Nevett Dec. 11 3 (Annex B).

Since the inception of the new gTLD program, Donuts executives have participated
actively in its multi-stakeholder process of developing the Guidebook and other elements of
the program. As a direct result of Donuts’ involvement, ICANN requires new gTLD operators
to implement more than a dozen safeguards that it never did and still does not require of
current gTLD registries. Donuts will run the <.CHARITY> gTLD not only with those
mechanisms, but with a dozen more that go well beyond what ICANN requires. Id. 11 9-12.
As such, the gTLD will operate much more safely than any currently does, while maintaining
an open environment consistent with ICANN'’s objectives in expanding the namespace.

2. Objector fails to meet his burden to prove the four requisite elements for
this community objection.

In the instant case, Objector does not satisfy his burden of demonstrating any of the
requisite elements delineated by ICANN to support his community objection to the
<.CHARITY> application and cannot do so for an everyday word that Applicant offers for
generic Internet use not targeted at a community. Specifically, ICANN has made clear:

There is a presumption generally in favor of granting new gTLDs to
applicants who can satisfy the requirements for obtaining a gTLD —
and, hence, a corresponding burden upon a party that objects to the
gTLD to show why that gTLD should not be granted to the applicant.

http://archive.icann.org/en/topics/new-gtlds/summary-analysis-agv3-15feb10-en.pdf.

Objector does not speak for a clearly delineated community that can properly bar
from the Internet a word in the common lexicon. Nor does Objector show that the claimed
“‘community” has substantial opposition to, or a strong association with, Applicant’s proposed
string.

Finally, most significantly, Objector demonstrates no material detriment to the
purported community. Objector’s supposition of improper activity does not constitute proof
that it will occur. Moreover, Applicant has established protective mechanisms that exceed
ICANN’s requirements. Those procedures — not this Objection — provide the proper means
to address issues that have not yet arisen. In fact, the Applicant proposes to operate the
TLD in a fashion extremely beneficial to those interested in charity and related issues.

Applicant has the same free speech rights as the general public to conduct its affairs
using ordinary words from the English language. To hold otherwise would negate such
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rights, impede the growth of and competition on the Internet, and set dangerous precedent
that takes choice away from the many and places control in the hands of a few.

B.

EVEN AS AN INDEPENDENT OBJECTOR, STANDING IS LACKING WHERE, AS HERE,
NO CLEARLY DELINEATED COMMUNITY EXISTS

ICANN has authorized an Independent Objector to file community objections only
“against ‘highly objectionable’ gTLD applications to which no objection has been filed.” AGB
§ 3.2.5 at 3-10. While the Guidebook grants him standing to file community objections
“notwithstanding the regular standing requirements for such objections,” id., he nevertheless
still must act on behalf of a “clearly delineated community.” AGB § 3.2.2.4. “The community
named by the objector must be ... strongly associated with the applied-for gTLD string.” Id.
at 3-7. In other words, the word “charity” must readily bring to mind some “community”
recognized by that designation. Merely stating that proposition reveals its folly.

Clear delineation of a charity “community” hardly seems possible. The word “charity”
describes a subject, not a community, which interests and affects numerous and diverse
individuals and organizations not susceptible of neat classification. Arguably — indeed, highly
plausibly — the entire world population has a fundamental interest in, and is impacted by,
charity or the benevolent goodwill toward humanity.

The notion of a charity “community,” which would allow a single party such as
Objector to prevent the use of a dictionary term to the exclusion of all others, defies reason.
Such a scheme contravenes the open nature of the Internet and the intent of ICANN in
adopting the new gTLD program. See Nevett Dec. T 4 (Annex B). As such, this lack of an
actual community is unsurprisingly why no actual objections were filed against this TLD by
anyone in the actual purported community that the Objector is trying to represent.

Even though the Guidebook makes an initial grant of standing to the Objector, he
must object on behalf of a clearly defined community to maintain that standing. The Panel
should dismiss the Objection on standing alone. It need never consider the substance of the
Objection. Nevertheless, we reveal its absence of merit below.

C.

THE OBJECTION SHOULD BE REJECTED

A valid community objection requires “substantial opposition from a significant portion
of the community to which the string may be targeted.” AGB § 3.5.4. This gives Objector the
burden of proving: (1) existence of a clearly delineated community; (2) substantial opposition
to the application by the community; (3) a strong association between that community and
the subject string; and (4) a “likelihood” that the Application will cause “material detriment to
the rights or legitimate interests of a significant portion of the community to which the string
may be ... targeted.” Id. at 3-22. “The objector must meet all four tests ... for the objection
to prevail;” failure on any one compels denial. Id. at 3-25. Objector here meets none.

1. Objector Invokes No Clearly Delineated Community.

Applicant has already shown above that Objector does not represent a “clearly
delineated” community. However, Objector necessarily must overcome a more stringent test
on the merits than he need do for standing. ICANN would have no reason to make “clearly
delineated” a substantive element of the objection if it meant nothing more than the criterion
for standing. Rules “should be interpreted so as not to render one part inoperative." Colautti
v. Franklin, 439 U.S. 379, 392 (1979). See also United States v. Menasche, 348 U.S. 528,
538-39 (1955).
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To meet the substantive test of clearly delineated community, an objector must prove
this by providing the Panel evidence of the following: (1) the level of public recognition of the
group as a community at a local and/or global level; (2) the level of formal boundaries around
the community and what persons or entities are considered to form the community; (3) the
length of time the community has been in existence; (4) the global distribution of the
community; and (5) the number of people or entities that make up the community. AGB 8§
3.5.4 at 3-22, 3-23.

Objector fails to provide any evidence of a clearly delineated “charity community.”
This plain fact is showcased by his own definition of the community at issue: “millions of
persons and organizations worldwide involved in philanthropy, humanitarian outreach, and
the benevolent care of those in need.” Objn at 9, 1 19. He elaborates that “[a]lthough this is
a broader group than charities per se, it clearly includes charities and charitable
organizations.” 1d.

There are at least three pivotal problems with the purported community articulated
and represented by Objector. First, while the broader group of “millions of persons and
organizations worldwide involved in philanthropy...” can clearly be characterized as global
(one of the factors relied upon by ICANN) it has no boundaries whatsoever — formal or
otherwise. This so-called community conceivably consists of the entire world, ranging from
the young child who donates his lemonade stand proceeds to a homeless person down the
street to a doctor who provides free medical care to a child in an impoverished country, a
lawyer offering free legal advice, someone who gives a few dollars to a stranger experiencing
troubled times, religious groups, political and quasi-political groups, a person who donates
blood to the blood bank and to a donor bequeathing sums of money to a 501(c) charitable
organization in the United States. Virtually any person and entity anytime anywhere, through
a seemingly nice gesture to a more formal one, falls under this large umbrella of Objector’s
“‘community.” In simplest terms, planet Earth is not what the Guidelines would conceive as a
delineated community for a generic domain like <.CHARITY>.

Second, how Objector’s subset of “charities and charitable institutions” fits within this
broad community is unclear, and, even within this subset, the existence of any type of formal
or distinct boundaries is wholly lacking. Indeed, Objector is readily transparent about this
obvious fact. In prior correspondence with Applicant and in the present Objection, Objector
recognizes the essential inability to delineate a community connoted by such a generic,
broad and widely-encompassing dictionary word in the English language, conceding the so-
called “charity community” is “not institutionalized and straddles the border between different
stakeholders of the community of charitable organizations.” See Objn at 10, §21. Admitting
this subset is “less structured or organized” than other types of communities, it is
inconceivable how Obijector leaps from this realization to the conclusion that there is a clearly
delineated community. Id. Indeed Objector himself in another context readily admits that
generic words like “charity” cannot meet the clearly delineated test for community. They are
too broad and lacking in specifics to meet the necessary requirements set out by ICANN.*
This is precisely why the standard is written in this manner: so that the Community objection
process cannot be used as a weapon to block legitimate uses of generic words that do not
describe clearly delineated communities. This analysis applies to other elements below.

! Objector has stated that “as a general remark and because | have reviewed all
applications, it is difficult in these cases to prove the existence of a clearly delineated
community. By definition, a ‘generic term’ is a term which is used by a significant number of
people, who do not necessarily share similar goals, values or interests. A specific
community should distinguish itself from others, precisely by its characteristics or
specificities. It cannot be the case for a ‘generic term’ which, by definition, goes beyond
specificities as it is used by very different persons.” See Letter from ICANN Independent
Objector, at “Community Objections” [ 4 (Annex C).



-9-

Even within the realm of organized and official charitable organizations, on a global
scale, there are no overarching rules or associations defining or regulating them. What is
required in the United States, for example, to file as a 501(c) entity is not necessarily
applicable or even relevant for a charitable or non-profit entity in England, Australia, Canada,
Japan, Mexico or any other country around the world.

Third, the word “charity” itself has many meanings: (1) benevolent goodwill toward or
love of humanity; (2)(a) generosity and helpfulness especially toward the needy or suffering;
also aid given to those in need; (2)(b) an institution engaged in relief of the poor; (2)(c) public
provision for the relief of the needy; (3)(a) a gift for public benevolent purposes; (3)(b) an
institution (as a hospital) founded by such a gift; (4) lenient judgment of others. See
http://www.merriam-webster.com/dictionary/charity. In other words, in addition to the word’s
affiliation with entities and organizations that provide monetary and other relief to those in
need, the word itself carries a far broader meaning and context in that it “connotes kindness
toward others” and “is a means for expression for those devoted to compassion and good
will.” Application Q18A, Annex B (Nevett Dec. Ex. 1 at 7).

Stated another way, “charity” does not denote a “community;” it represents a subject.
It is a global term that is understood in multiple languages and cultures and describes
important services and/or a state of mind. Applicant applied for the TLD name for precisely
that purpose. Nevett Dec. {7 (Annex B). For example, the string may be used by entities
that are not charities themselves but conduct business with the philanthropic community, rate
or comment on charities, or otherwise have legitimate and lawful reasons for interacting with
charitable organizations. Neither Applicant nor the public should be constrained from
discourse on a subject of such universal relevance. As the Objector admits, the word’s
broad meanings make it impossible for Objector to show that it describes a true community
and, put in context of the elements enumerated in the objection standard, Objector does not
show that the public recognizes “charity” as a “community.” AGB § 3.5.4 at 3-22, 3-23; see
also Objn at 10.

Upholding the Objection would stifle expression and discussion concerning this
important topic. Such a result would undermine the very purpose of the new gTLD program,
and contravenes Applicant’s open-Internet philosophy to benefit the public, increase
consumer choice, promote free expression and allow the Internet marketplace to function,
grow and innovate. See Nevett Dec. 1 4-6, 8. For such reasons, and because Objector
fails to carry his burden to prove a “clearly delineated community,” the Objection cannot
succeed.

2. Objector Demonstrates No Substantial Opposition to the Application
Within the “Community” He Claims to Represent.

Objector must prove “substantial opposition” within the community on whose behalf
he purports to speak. The Panel considers a number of factors to determine whether he
meets this standard, including: (1) the number of expressions of opposition to the Application
relative to the asserted community’s composition; (2) the representative nature of those
expressing opposition; (3) the stature or weight of sources of oppaosition; (4) the distribution
or diversity of opposition within the invoked community; (5) Objector’s historical defense of
the alleged community in other contexts; and (6) costs incurred by Objector in expressing
opposition. AGB § 3.5.4 at 3-23.

The Objection offers virtually no evidence to show any, let alone substantial,
opposition. Indeed, Objector admits that the only opposition — expressed through public
comments on the ICANN website — comes “mainly . . . from the United Kingdom.” Objn at
12, 1 28. The Objection focuses on three public comments made to ICANN along with an
Australian GAC Early Warning to support the notion that there is opposition to Applicant’s
proposed <.CHARITY> gTLD. See Objn at 12. All three of these public comments come
from organizations in the UK. Two of them — the Association of Charitable Foundations and
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the National Council for Voluntary Organisations — share identical language indicating one
expression of concern, not two. The other UK public comment — from The Charity
Commission for England and Wales — merely points out the general “concern” for consumer
confusion and abuse” if the TLD is not administered properly. The comment says nothing
about Applicant in particular nor does it provide any suggestion that the security measures
Applicant intends to put in place for this TLD would actually increase consumer confusion or
abuse. This comment is a reason to examine Applicant’s safeguards (there are many) rather
than to attempt to block the new TLD through the objection process. Donuts has worked with
many organizations in order to address concerns and describe safeguards.

A careful review of all of the ICANN public comments in connection with Applicant’s
<.CHARITY> application reveals that no “substantial opposition” has occurred at all. There
are only seven appearing to represent actual charitable organizations or foundations lodging
community objection comments (three of which are addressed above in the preceding
paragraph). Almost all of them emanate from the UK, share verbatim language and
generally repeat the same two concerns: (1) that the <.CHARITY> TLD should be run by a
non-profit organization - an argument with which not even Objector agrees; and (2) that
<.CHARITY> should be a community-based TLD — something that is not required by ICANN
for this gTLD. “Simply not wanting another party to be the applicant or obtain the name is not
sufficient to [grant an objection].” See http://www.icann.org/en/topics/new-gtlds/summary-
analvsisgaqv4—12nov10—en.pdf. Both concerns are addressed more fully below in the next
section.

From only these few public comments along with the GAC Early Warning, Objector
proceeds directly to the conclusion that “[e]ven if the opposition has largely emanated from
the UK and Australian jurisdictions, concerns voiced are without doubt substantial . . .” Objn
at 13, 1 33. How one can characterize a few public comments primarily from the UK as
opposition from a significant portion of the global “charity community” is puzzling at best.
Spatial distribution is a factor enumerated in the standards for both “clearly delineated” and
“substantial opposition.” While this is not to say that the parties expressing concern must
necessarily represent every part of the world in order to be considered - if, for example, the
string itself were focused upon a particular area (e.g. <.UKcharity>) - the absence of
challenges from all but one or less than a handful of countries is highly probative and, in this
case, negates any finding of substantial opposition.

Objector has provided none of the type of evidence one might expect to back his
position. These would include exhibits in support of opposition, information as to how many
alleged members of the purported community join the Objection, a showing of any historical
“defense” mounted for the “community” invoked, mention of the distribution or diversity of
opposition or evidence of costs incurred. Objector offers not one letter from a single member
of the “community” expressing opposition to the <.CHARITY> gTLD. He did not do so,
notwithstanding that such information represents just what the Guidebook’s elements of
“substantial opposition” expressly call for. AGB § 3.5.4 at 3-23. “Evidence is appropriately
required in all types of objection proceedings. Absent evidence, no objection should stand.”
See http://www.icann.org/en/topics/new-gtlds/summary-analysis-proposed-final-qguidebook-
21feb11-en.pdf.

? Beyond these public comments, the only remaining “opposition” mentioned by Objector is
the Early Warning from Australia. Australia, which filed well over 100 Early Warnings and
was the only country to file an Early Warning, did not advocate for the blocking of the
<.CHARITY> TLD, but rather that there be appropriate safeguards. If Australia wanted
ICANN to reject the application for <.CHARITY> outright there was an opportunity to do so
via the GAC Advice procedure, which Australia failed to do. See
http://www.icann.org/en/news/correspondence/gac-to-board-11apri3-en.
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The Objector falls well short of showing “substantial opposition” within the community,
and the Objection should be rejected. AGB § 3.5.4 at 3-25.

3. Objector Demonstrates No “Strong Association” Between the
“Community” Invoked and the Applied-For String.

Objector bears the burden of proving a “strong association” between the applied-for
string and the so-called community it invokes. It may do so by showing (1) statements made
in the Application; (2) other public statements by Applicant; and (3) public associations
between the string and the objecting “community.” AGB § 3.5.4 at 3-24.

Applicant intends to offer this gTLD to a wide variety of users. For example, in
response to item 18(a) of the Application, seeking “the mission/ purpose of your proposed
gTLD,” Applicant has stated generally:

This TLD is attractive and useful to end-users as it better facilitates
search, self-expression, information sharing and the provision of
legitimate goods and services.

This TLD is a generic term and its second level names will be
attractive to a variety of Internet users.

No entity, or group of entities, has exclusive rights to own or register
second level names in this TLD.

See Application Q18A, Annex B (Nevett Dec. Ex. 1 at 8). Indeed, targeting a discrete group
or community runs directly contrary to Applicant’s philosophy behind the Internet and the
operation of this and other registries by its family of companies:

Making this TLD available to a broad audience of registrants is
consistent with the competition goals of the New TLD expansion
program, and consistent with ICANN’s objective of maximizing Internet
participation. Donuts believes in an open Internet and, accordingly, we
will encourage inclusiveness in the registration policies for this TLD. In
order to avoid harm to legitimate registrants, Donuts will not artificially
deny access, on the basis of identity alone (without legal cause), to a
TLD that represents a generic form of activity and expression.

Id.

While Applicant references those “organizations that collect and distribute funds and
materials for charities, provide for individuals and groups with medical or other special needs,
and raise awareness for issues and conditions that would benefit from additional resources,”
its application makes clear that it ultimately intends the domain “will be of interest to the
millions of persons and organizations worldwide involved in philanthropy, humanitarian
outreach, and the benevolent care of those in need.” Id. The application establishes that
“the term CHARITY, which connotes kindness towards others, is a means for expression for
those devoted to compassion and good will.” 1d. The application in no way specifically
“targets” non-profit charitable organizations.

In addition, Objector presents no evidence that the public “strongly associates” the
word “charity” with any delineated community. Objector concludes that “the term ‘charity’ is
generally associated in the public mind with giving for what is seen as a good cause, and
likewise with not for profit institutions.” Objn at 8, { 13. He suggests that the string,
therefore, targets this subset of charitable organizations. This, however, does not bolster the
position that targeting is present. Rather, it identifies users who may have an interest in the
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subject of charity, which, as described, includes essentially the entire world population —
hardly a “community.”

As Objector states, “a ‘generic term’ is a term which is used by a significant number
of people, who do not necessarily share similar goals, values or interests. A specific
community should distinguish itself from others, precisely by its characteristics or
specificities. It cannot be the case for a ‘generic term’ which, by definition, goes beyond
specificities as it is used by very different persons.” See Letter from ICANN Independent
Objector, at “Community Objections” § 4 (Annex C). There can be no strong association
between the string and “Community” for a generic word.

Moreover, as shown above, the Application goes beyond that universe of end users
to include those more generally interested in “self-expression, information sharing and the
provision of legitimate goods and services,” and notes that, as a generic term, the TLD and
“its second level names will be attractive to a variety of Internet users.” Application Q18A,
Annex B (Nevett Dec. Ex. 1 at 8).

Objector’s unsubstantiated conclusions regarding the string does nothing to prove a
“strong” association between it and the subset of narrow interests for which Objector claims
he seeks protection. This should come as no surprise, given the broad meaning of the term.
As such, the Objection must fail. AGB at 3-24.

4. Objector Does Not Prove Material Detriment.

Just as critically — and likewise dispositively — Objector cannot sustain his burden to
prove “likelihood” of “material detriment.” That independently required factor calls for proof of
the following elements: (1) the nature and extent of potential damage to the invoked
“community” or its reputation from Applicant’s operation of the string; (2) evidence that
Applicant does not intend to act consistent with the interests of the invoked community; (3)
interference with the core activities of the invoked community by Applicant’s operation of the
string; (4) extent the invoked community depends on the DNS for core activities; and (5) the
level of certainty that detrimental outcomes will occur. AGB § 3.5.4 at 3-24.

Objector provides no evidence to establish any of these elements.® Although he
makes several separate arguments, a close review of the Objection demonstrates that
Objector raises only one point —that is, if the <.CHARITY> TLD is made available to those
beyond recognized non-profit charitable organizations, abuse and harm may occur. While
agreeing with Applicant that the <.CHARITY> gTLD need not be run by a non-profit
organization (Objn at 15, { 40), Objector finds it “striking that the Application has not been
framed ... as a community-based gTLD” (Objn at 15, 1 42) and he mirrors the public
comments in this regard to suggest that those seeking to register domains under this TLD be
limited only to non-profit organizations. These comments conclude that a <.CHARITY>
gTLD should be run similar to the <.ORG> TLD. Objector reasons that the ““charity’ brand
largely operates on the basis of trust” and creating strict eligibility requirements by limiting the
TLD only to non-profits would somehow avoid exacerbated abuse and fraud. See Objn at
14, 19 38, 39.

This argument raised in the public comments and embraced by Objector that
<.CHARITY> should be limited to non-profit charitable organizations similar to the <.ORG>
TLD is overly simplistic and is not relevant toward proving detriment. The <.ORG> TLD,
which historically was operated by a for-profit entity and now managed by Public Interest
Registry, does not limit itself to non-profit organizations and is not restricted to any one
category of registrants. See, e.g., http://www.pir.org/about/history.

% “Evidence is appropriately required in all types of objection proceedings. Absent evidence,

no objection should stand.” See http://www.icann.org/en/topics/new-gtlds/summary-analysis-
proposed-final-guidebook-21feb11-en.pdf.
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Even more, ICANN, does not require an operator to apply as a community. “The
ultimate goal of the community-objection process is to prevent the misappropriation of a
community label by delegation of a TLD and to ensure that an objector cannot keep an
applicant with a legitimate interest in the TLD from succeeding.” See
http://www.icann.org/en/topics/new-gtlds/summary-analysis-proposed-final-guidebook-
21febl1-en.pdf). Virtually any generic term could potentially be argued to implicate a
“community,” as Objector does here. Allowing so-called community interests to stifle
expression, restrain competition and impede growth in the namespace would defeat the very
purpose of the new gTLD program. Nor does the choice not to seek community status
constitute proof of harm. Objector conjectures that harm may occur due to what he sees as
a lack of mechanisms for the proposed TLD to protect the alleged community to the extent
he deems necessary. The overwhelming facts convincingly show otherwise.

In fact, Applicant shares the Objector’s desire for the <.CHARITY> gTLD to be used
for the “creation of a trusted place of information” about charitable activities and has taken
proactive steps on this front. Applicant has expressed its affirmative intent to act in the best
interests of and to protect all users, including asserted communities, and to “make this TLD a
place for Internet users that is far safer than existing TLDs.” Application Q18A, Annex B
(Nevett Dec. Ex. 1 at 8). It will do so with 14 protections that ICANN demands for new
gTLDs (but has never required for existing gTLDs). Nevett Dec. 1 9, Ex. 1 at 8-9 (Annex B).
Moreover, for this and all its applications, Donuts goes beyond these measures to implement
eight additional safeguards, including to address the exact types of concerns raised by
Objector. Id. 1 11, Ex. 1 at 8 (Annex B).

Significantly, with respect to the <.CHARITY> Domain and others deemed potentially
sensitive, Applicant has taken four additional steps to shield users from potential misconduct.
See Nevett Dec. § 12 (Annex B). These include: (i) more frequent and extensive Whois data
verification and enhanced take-down processes; (ii) exclusion of registrars with poor
compliance history; (iii) regular affirmative registry monitoring for fraud and other forms of
misconduct; and (iv) requiring elevated security measures by registrars. 1d.

Objector obtusely suggests a need for registration eligibility criteria, although without
proposing what they might be. Existing gTLDs, including <.ORG>, have no such
requirement. And, the very term “charity” about which Objector complains here appears
more than 14,000 times in second-level domains. Nevett Dec. 1 17 (Annex B). Applicant
has clearly stated its opposition to such constraints on access, expression and innovation:

[A]ttempts to limit abuse by limiting registrant eligibility is unnecessarily
restrictive and harms users by denying access to many legitimate
registrants. Restrictions on second level domain eligibility would
prevent law-abiding individuals and organizations from participating in
a space to which they are legitimately connected, and would inhibit the
sort of positive innovation we intend to see in this TLD.

Application Q18A, Annex B (Nevett Dec. Ex. 1 at 8). ICANN supports the same objectives.
Indeed, they lie at the heart of the entire new gTLD program. See, e.g., AGB Preamble, §
1.1.2.3, and Mod. 2 Attmt. at A-1.

There are two separate applicants for the <.CHARITY> gTLD. By trying to exclude
both applicants, Objector would effectively knock out the TLD in its entirety, thereby causing
material harm to the purported community, as that would in turn mean that no one would
operate it. A few letters from some charitable organizations in the UK is hardly a reason to
restrict freedom of expression from all around the world. There would be no greater example
of censorship.

The Objection would have the Panel gut these principles in deference to the self-
interest of Objector and its theoretical community. This would subvert the goals of the
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evaluation process and lead the namespace down a dangerous path. Such censorship has
no place on the Internet. Applicant’s content-neutral approach strikes the proper balance
that promotes free speech and the growth of cyber media, while protecting users more
thoroughly than both the current landscape and ICANN’s new gTLD enhancements do.

Objector’s lament that Applicant’s proposal lacks sufficient means to combat
misconduct or protect user interest simply has no basis in fact. In light of such sweeping and
unprecedented undertakings, Applicant finds it difficult to imagine what more it could do or
Objector could want.

Objector fails to establish any of the Guidebook’s remaining elements of detriment.
He does not show interference with the “core activities” of any charity “community,” or that it
“depends” on the domain name system for such “activities.” And he does not venture an
assessment of “certainty” of harm. Objector’s fears and rank speculation do not satisfy his
burden to prove that harm is “likely” from Applicant’s operation of the truly generic TLD at
issue. The Objection must fail.

Applicant has every right to full consideration of its Application by ICANN. Objector
fails in every respect to meet its burden to divest Applicant of that right. The Objection
cannot succeed. Applicant therefore respectfully urges the Panel to reject it and to direct
Objector to pay the costs reasonably incurred by Applicant in opposing the Objection.
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Communication (Article 6(a) of the Procedure and Article 1 of the ICC Practice Note)

A copy of this Response is/was transmitted to the Objector on: May 15, 2013
by email to the following addresses: Contact Information Redacted

A copy of this Response is/was transmitted to ICANN on May 15, 2013 by e-mail to the
following addresses: newgtld@icann.org, DRfiling@icann.org.

Filing Fee (Article 1 Appendix Ill to the Rules and Article 11(f) of the Procedure)

As required, Euros 5 000 were paid to ICC on May 15, 2013.

I:I Evidence of the payment is attached for information.

Description of the Annexes filed with the Response (Article 11(e) of the Procedure)
List and Provide description of any annex filed.

Annex A — Table of Defined Terms

Annex B — Declaration of Jonathon Nevett, with the following exhibits:
Exhibit 1 — Application ID 1-1384-49318 for <.charity> gTLD by Corn Lake, LLC
Exhibit 2 — List of new gTLDs applied for by Donuts Inc. companies

Annex C — Letter from ICANN Independent Objector

DATED: June 6, 2013
Respectfully submitted,

THE IP & TECHNOLOGY LEGAL GROUP, P.C.
dba New gTLD Disputes

By: /img/ By: /decm/
John M. Genga Don C. Moody
Contact Information Redacted Contact Information Redacted

Attorneys for Applicant/Respondent
CORN LAKE, LLC
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Identification of the Parties, their Representatives and related entities

Objector
Name Prof. Alain Pellet, Independent Objector
Contact
Address Contact Information Redacted

) Contact Information Redacted
City, Country
Telephone

. Contact Information Redacted

Email

Objector’s Representative(s)

Name Ms Héloise Bajer-Pellet
Contact
Address Contact Information Redacted

City, Country

Contact Information Redacted

Contact Information Redacted

Telephone

Email Contact Information Redacted
Name Mr. Daniel Muller
Contact

Address Contact Information Redacted
City, Country Contact Information Redacted
Telephone Contact Information Redacted

Email

Contact Information Redacted




Name Mr. Phon van den Biesen
Contact
Address Contact Information Redacted

City, Country

Contact Information Redacted

Contact Information Redacted

Telephone
Email Contact Information Redacted
Name Mr. Sam Wordsworth, QC
Contact
Contact Information Redacted
Address
City, Country Contact Information Redacted
Contact Information Redacted
Telephone
Email Contact Information Redacted
Applicant
Name Corn Lake, LLC

Contact person

Daniel Schindler, Jon Nevett

Address

Contact Information Redacted

City, Country

Contact Information Redacted

Telephone

Contact Information Redacted

Email

Contact Information Redacted

Applicant’s Representative(s)

Name

The IP & Technology Legal Group, P.C. dba New gTLD Disputes
http://www.newgtlddisputes.com

Contact person

John M. Genga, Don C. Moody

Address

Contact Information Redacted

City, Country

Contact Information Redacted
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Telephone

Contact Information Redacted

Email

Contact Information Redacted

Applicant’s Contact Address

Name

The IP & Technology Legal Group, P.C. dba New gTLD Disputes
http://www.newgtlddisputes.com

Contact person

John M. Genga, Don C. Moody

Address Contact Information Redacted
City, Country Contact Information Redacted
Telephone Contact Information Redacted

Email

Contact Information Redacted




Procedure

On 12 March 2013, the Independent Objector filed electronically a Community
objection to the Application of Corn Lake LLC, for the gTLD string .Charity (Application ID: 1-
1384-49318). Electronic copies of the objection were transmitted to the Applicant and to
ICANN on 13 March 2013.

On 28 March 2013, the DRSP informed the Independent Objector that it “has
conducted the administrative review of the Objection in the above-referenced matter (Article
9 of the Procedure)” and that “the Objection is in compliance with Articles 5 — 8 of the

Procedure and with the Rules.”

On 7 May 2013, the DRSP further informed the Parties that ICANN had published its
Dispute Announcement pursuant to Article 10(a) of the Procedure on 12 April 2013. It invited
the Applicant to file a Response within 30 days of the transmission of this invitation (Article
11(b) of the Procedure).

On 6 June 2013, the Applicant filed electronically its Response to the Objection with
Annexes. Electronic copies were transmitted to the Independent Objector and its

representatives, as well as to ICANN.

On 10 July 2013, the DRSP informed the Parties that the Chairman of the Standing
Committee had appointed Mr. Tim Portwood as the Expert in the case and invited both
Parties to make the required advance payment of costs for the Panel to be fully constituted.
On 2 August 2013, the DRSP further informed the Parties of the receipt of the necessary

advance payment and transferred the case file to the Expert Panel.

By e-mail of 2 August 2013, the Independent Objector requested permission to file an
additional written statement in order to address new issues which have been raised by
Applicant’s response. This request was granted by the Expert Panel. The Expert Panel fixed

the time limit for the Independent Objector’s additional written statement on 24 August 2013.

The present Additional Written Statement is filed accordingly.
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Observations on the Response submitted by the Applicant

1. Applicant’'s Response to the Community objection filed by the Independent Objector
(10) concerning its Application for the .Charity gTLD raises a number of issues on which the
IO wishes to provide some further clarifications in order to assist the Expert Panel in its task

and to refine the standards fixed in the Applicant’s Guidebook (hereafter the “Guidebook”).

1. 10’s impartiality and independence

2. The 10 has filed this objection (and all others objections) in accordance with
Article 3.2.5 of the Guidebook stating that “the IO must be and remain independent”. So he
is. Contrary to the regrettable suggestions made in the Response (pp. 5 and 13), the IO does
not act in accordance with what he “himself might prefer” nor with “self-interest”. He is acting

exclusively in the best interests of the public who use the global Internet.

2. The Standing of the Independent Objector is not Limited as Suggested by the
Applicant

3. The Applicant misconceives the requirements concerning the I0’s standing to file a
Community objection. Despite the clear wording of the relevant provisions of the Guidebook,
and in particular its Article 3.2.5, the Applicant submits that the 10 has to prove that he is

acting “on behalf of a ‘clearly delineated community” and that the applied for string is

strongly associated with the named community (Response, p. 6).

4. The text of the Guidebook is unambiguous on the role and the function of the 10.
Contrary to Applicant’s position, the 10 does not represent a community even in the event of
a Community objection. Article 3.2.5 points to this fact, underlining that “[tlhe IO does not act
on behalf of any particular persons or entities, but acts solely in the best interests of the
public who use the global Internet”. For this reason it is manifestly incorrect to test the 10’s
standing by reference to the existence or representation of a clearly delineated community.
This test is part of the substantive standards elaborated by ICANN and enshrined in the
Guidebook (Article 3.5.4), and nothing suggests that it separately constitutes an additional

standing requirement for the 10.

5. To the contrary, even if other objectors might be required to demonstrate not only

their specific link with the community’, but also its clearly delineated character, these

! This is indeed suggested by the travaux: “The objector must provide verifiable evidence that it is an
established institution of the community” (see Implementation Guideline P, Final Report on the
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requirements are expressly disposed of as far as the 10 is concerned. Article 3.2.5 of the
Guidebook states in terms: “The 1O is granted standing to file objections on these
enumerated grounds [i.e., Limited Public Interest objections and Community objections],
notwithstanding the regular standing requirements for such objections” (emphasis added).
The 10 therefore has ipso facto standing in the sense of Article 3.2.2 of the Guidebook and
his objection must be considered on its merits. The only limitation put to the wide discretion
of the 10 is embodied in the last paragraph of Article 3.2.5: “In light of the public interest goal
noted above, the 10 shall not object to an application unless at least one comment in
opposition to the application is made in the public sphere.” This has been underlined by the
|O%. This condition is fulfilled in the present case, as has been shown by the 10 (Objection,
p.5) and as the Applicant itself recognizes (even if it contests the comments being in

opposition to its Application) (Response, pp. 9-10).

6. For these reasons, Applicant’s request for the Panel to dismiss the Objection on

standing is ill-founded.

3. Applicant’s Misconceived Understanding of the Community Objection and the

Underlying Principles

7. The Applicant seems to imply in its response that, under the Community objection
ground, a community could prevent the use of a string for its own purposes. It contends: “The
notion of a charity ‘community,” which would allow a single party such as the Objector to
prevent the use of a dictionary term to the exclusion of all others, defies reason. Such a
scheme contravenes the open nature of the Internet and the intent of ICANN in adopting the
new gTLD program.” (Response, p.6) This is misconceived. The Guidebook does not
require that any and every gTLD string which targets a community must necessarily be
applied for by a representative of the community (even if it gives some preference to such
community based applications against applications which have no support from the
community; see Article 4.2.3). A string targeting a community is not as such reserved by or
for this community to the exclusion of all others. However, the operation of such a new gTLD
should not cause material detriment to the rights or legitimate interests of a significant portion
of the community to which the string may be explicitly or implicitly targeted. If this is not the

case, there is no reason not to allow a technically sound application to proceed.

Introduction of New Generic Top-Level Domains, 8 August 2007, http://gnso.icann.org/issues/new-
gtlds/pdp-dec05-fr-parta-08aug07.htm).
% See, e.g., http://www.independent-objector-newgtlds.org/english-version/the-issue-of-closed-generic-

gtlds/.
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8. The problem is therefore not so much whether the Applicant could apply for a string
like .Charity, but rather if it can use and operate this gTLD in the way it describes in its
Application. It is therefore irrelevant whether the Applicant wants to reach a specific
community, or whether it does or does not intend to reserve its gTLD for a specific
community. The Guidebook clearly points out: “All applicants should understand that a formal
objection may be filed against any application on community grounds, even if the applicant
has not designated itself as community-based or declared the gTLD to be aimed at a
particular community.” (Article 1.2.3.2). The Applicant and Donuts, its ultimate parent, were
entirely aware of this possibility. Its own understanding and policy of what the Internet should
look like and its comparison of existing domain names within the gTLD .com, cannot prevail
over the safeguards incorporated into the Guidebook. Even if Donuts has submitted a great
number of applications under the gTLD Program, and has made large investments in
application fees, it is not entitled to frame or to change the policy of the program as best fits

its own philosophy and business model (see Response, Annex B, paras. 4-6).

9. Indeed, the 10 has assumed the responsibility and duty to review all applications for
New gTLDs and to apply the rules enshrined in the Guidebook in order to determine whether
to object. It has always been plain that a possible consequence of IO submitting an objection
is that an application may be rejected. The rejection of an application following a successful
objection is not an unwarranted violation of the fundamental rights of freedom of expression.
Instead, any such rejection flows from the application of the dispute resolution system

instituted alongside the New TLD programme.

4.  The Interpretation of the Community and the Targeting Tests

10. The Applicant contends that the 10 has failed to evidence a clearly delineated
community as required by Article 3.5.4 of the Guidebook (Response, p. 7). Article 3.5.4 of the
Guidebook lists factors a panel could balance to determine whether a clearly delineated

community exists. However, that list is only guidance and is not exhaustive or exclusive.

11. Applicant’s interpretation and application of the Community test and the Targeting
test (see in particular in Article 3.5.4) ignore the wording and the object and purpose of these

“ o

standards. Assuming incorrectly that the IO has to demonstrate the existence of a “ ‘clearly
delineated’ community” as part of the standing requirements (see above), the Applicant
asserts that the 10 “must overcome a more stringent test on the merits than he need do for
standing” (Response, p. 7). For the Applicant, such a “more stringent test’ consists of
showing that the string itself describes a clearly delineated community (Response, pp. 6 and

8).
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12. This assertion is unsupported and runs counter to the separate nature of the
Community test, which is aimed at proving that the “community expressing opposition can be
regarded as a clearly delineated community” (Guidebook, Article 3.5.4), and the Targeting
test, according to which “[tlhe objector must prove a strong association between the applied-
for gTLD string and the community represented by the objector.” (ibid.) If the? Applicant’s
“more stringent test” were to prevail, there would indeed be little room for the Targeting test
as described in the Guidebook: because if the applied for gTLD string needs to describe the
community, the string would necessarily imply a “strong association”, if not more, between
the string and the community. According to Applicant’s own standard of ut res magis valeat
quam pereat (Response, p. 7), both tests have to be given an effective meaning, rather than

being useless or redundant.

13. Moreover, none of the illustrative elements listed in the Guidebook with respect to
the Community test implies that the applied for string has to “describe” a community
(whatever this actually means). The objector has to demonstrate that the community which
expresses opposition to an application is a “clearly delineated community” rather than a
simple group of people or entities. It is therefore irrelevant, so far as this first test is
concerned, if the string actually “describes” the community or not. Even if Applicant’s
assertion — that “charity” is nothing else but a subject of interest to everybody and has a
broad meaning (Response, pp. 6 and 8) — were true this does not in itself imply that there
cannot be a “charity community” satisfying the test of a delineated community in the sense of
the Guidebook. Only the characteristics of the community have to be taken into account for

this assessment, not the meaning of the string “charity”.

14. In any event, although one use of the word “charity” may be to describe the general
matter of acting charitably, another and most obvious use of the word is as a noun used to
describe charities and charitable organisations. These in turn are a recognizable
“‘community” with specific values and goals and particular needs. The 10 does not contend,
as the Response at p. 7 wrongly suggests, that the community is “millions of persons and

organizations worldwide...”. That describes the community targeted by the Applicant but, as
discussed below, it is not the relevant community identified by the 10. Further, the 10 does
not suggest that the word “charity” has just one meaning. The 10 merely reiterates that the
meaning of the gTLD string is not the relevant test for ascertaining whether there is a clearly

delineated community.

15. The crucial element for the Community test is whether “the group of individuals or
entities can be clearly delineated from others, and whether members of the ‘community [are]

”

delineated from Internet users in general’” (Objection, para. 18 (reference omitted)). There is

no indication in the Guidebook, but also no limitation, concerning the factors which can be
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used to delineate the community vis-a-vis others. It is, however, clear that the community

needs to be something more than a mere group of peoples or entities.

16. The 10 has demonstrated that the “charity community” does satisfy the Community
test as described in the Guidebook (Objection, paras. 15 — 21). Even if it is not entirely
homogenous and institutionalised but instead encompasses several stakeholders, it is
nonetheless a recognizable community which can be delineated through distinctive criteria

that evidence the values and characteristics shared by the charity community.

17. The 10’s conclusion is in effect confirmed in the Advice contained in the GAC'’s
Beijing Communiqué, dated 11 April 2013°, which has not been disputed by the Applicant in
its Response to the Panel (despite Donuts’ very strong concerns expressed in the month
before the filing of the Response in the present case*). It is indeed striking that the GAC has
not only included .Charity in its list of sensitive strings necessitating particular safeguard
measures®, but has also pointed to the fact that strings in the charity segment, including
.Charity, are part of those strings “associated with market sectors which have clear and/or
regulated entry requirements (such as: financial, gambling, professional services,
environmental, health and fitness, corporate identifiers, and charity) in multiple jurisdictions.”®
It is also underlined that .Charity is one of the strings that are “linked to regulated or
professional sectors [that] should operate in a way that is consistent with applicable laws” as
they are “likely to invoke a level of implied trust from consumers, and carry higher levels of
risk associated with consumer harm”.” The GAC has therefore indicated that the charity
community can be clearly delineated through the clear and/or regulated entry requirements
and credentials which should be verified by registrars at registration and throughout the

operation of a registered domain®.

18. Applicant’s interpretation of the Targeting test is also flawed. Applicant largely
focuses on the very inclusive group it wants to be able to register domain names within the
.Charity gTLD, which in the understanding of Applicant means everybody. It is not the
Application that has to target a community, but the string in itself. The intended use of the
string by the Applicant constitutes only one element in order to assess the “strong
association” between the string and a community. But it is not the only one, and certainly not

the most reliable one. What matters much more is whether the general public is likely to

® http://www.icann.org/en/news/correspondence/gac-to-board-18apr13-en.pdf (Annex 1).
* http:/newgtlids.icann.org/sites/default/files/applicants/23may13/gac-advice-response-1-1336-51768-
en.pdf.

http://www.icann.org/en/news/correspondence/gac-to-board-18apr13-en.pdf, Annex |, Category 1,
(E)p. 8-9 (Annex 1).

Ibid., p. 10 (Annex 1).

7 Ibid., p. 8 (Annex 1) (emphasis added)
® Ibid., p. 10 (point 6) (Annex 1).
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make a strong association between the string and the defined community, and here what
counts is not specifically whether the string expressly describes a community as such, but
whether the string is sufficiently linked with the community. Applicant’s arguments concerning
the lack of targeting are therefore inconclusive. This is in particular true with respect to the
dictionary definitions it uses to show a broader understanding of the string “charity”
(Response, p. 8), simply because the definition provided by the Applicant relates also to the
broader concept of charitable acts and not exclusively charitable entities, this does not
preclude the string .Charity from having a strong association with the clearly delineated

community of charities and charitable organisations.
5. The Interpretation of the Substantial Opposition Test

19. The factors to be considered under Article 3.5.4 of the Guidebook are only
guidance and are not exhaustive or exclusive. Article 3.2.5 of the Guidebook gives the 10 the
right to object to an application if there is one comment in opposition to the application. The
Applicant’s criticisms of two of the public comments sharing the same language and three of
them coming from the UK do not therefore detract from the IO’s conclusion drawn in part

from those comments or the Substantial opposition test (Response, p. 9).

20. The Applicant also mischaracterizes the concerns expressed in the comments
(Response, p. 9). The comments relied upon in the Objection include the concern that the
Application may potentially harm the system of trust on which charities and charitable giving

are largely dependent (Objection, para. 29).
6. The Interpretation of the Detriment Test

21. The Applicant contends that the IO has not met his burden of proving the likelihood
of material detriment or of the elements listed in Article 3.5.4 of the Guidebook (Response,
pp. 11-13). Article 3.5.4 of the Guidebook lists “factors that could be used by a panel in
making this determination [of the likelihood of material detriment]”. However, this list is only

guidance and is not limitative or exclusive.

22. What is striking is that, following the Applicant’s reasoning, the 10 should not prove
a “likelihood of detriment”, but bring “evidence of detriment” or “proof of harm” (Response, p.
12). This is to forget that during the fravaux of ICANN concerning the new gTLD program and
its guiding policy, it has been proposed that “evidence of detriment to the community or to

users more widely must be provided”.® This proposal has not been retained in the Final

o Proposed Implementation Guideline P (point h), reproduced in NCUC Minority Statement, Final
Report of the Generic Names Supporting Organization (GNSO) on the Introduction of New Generic
Top-Level Domains, 8 August 2007, Annex C, http://gnso.icann.org/en/issues/new-gtlds/pdp-dec05-fr-
parta-08aug07.htm# Toc48210877.
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Report of GNSO'", not least in the Guidebook.. In this regard, one has to bear in mind that
the dispute resolution procedure has been put into place in order to assess and to remedy in
advance any potential negative effects of the operation of a new gTLD. By definition,
detriment has not yet occurred as the gTLD has not yet been attributed and put into
operation. The “likelihood of detriment” standard and the burden for the objector must be
seen against this background. It is a risk assessment aimed at avoiding detriment for the

community or parts of it.

23. Indeed, the Guidebook includes factors like the “[n]ature and extent of damage to
the reputation of the community represented by the objector that would result from the
applicant’s operation of the applied-for gTLD string” (emphasis added). In particular, one of
the factors confirms expressly that an objector has to demonstrate the “level of certainty that
alleged detrimental outcomes would occur”. If the Guidebook standards would require
certainty as implied by the Applicant (Response, pp. 13-14), this last factor would remain

without any concrete meaning and effect.

24. The 10 has developed many elements establishing that there exists a likelihood of
detriment, in particular because of the Applicant's unwillingness to propose preventive
security measures assuring the charitable nature, the integrity and the trustworthiness of the
entities represented and the information provided under the gTLD .Charity. Applicant
continues to ignore the specificity of this string despite the fact that the GAC Beijing
Communiqué of 11 April 2013 listed the .Charity gTLD within the “sensitive strings that merits
particular safeguards” because this string is “likely to invoke a level of implied trust from
consumers, and carry higher levels of risk associated with consumer harm”"". The potential
for harm if the .Charity gTLD were administered without mechanisms for protecting public
trust in charities was likewise referred to by the 10 (Objection, para. 39). Whatever the weight
of its recommendations in the present proceedings, the GAC’s Beijing communiqué is
entirely consistent with the IO’s concerns concerning the detriment the use of this application

is likely to cause.

25. The Applicant states that the “Objector obtusely suggests a need for registration
eligibility criteria, although without proposing what they might be” (Response, p. 13).
However, Applicant should not benefit from the undefined nature of its own commitments in
order to escape a Community objection under the likelihood of detriment test. It is not within

the 10’s remit to specify precisely what undertakings or commitments the Applicant should

10 Implementation Guideline P Final Report of the Generic Names Supporting Organization (GNSO)
on the Introduction of New Generic Top-Level Domains, 8 August 2007,
http://gnso.icann.org/en/issues/new-gtlds/pdp-dec05-fr-parta-08aug07.htm.

™ http://www.icann.org/en/news/correspondence/gac-to-board-18apr13-en.pdf, Annex |, Category 1,
p. 8 (Annex 1).
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make in order to avoid the likely detriment. Nevertheless, the 10 provided a clear example of
the type of measure that would reduce the likelihood of detriment, namely “stringent eligibility
criteria established in advance in collaboration with the community and its stakeholders”

(Objection, para. 48).

26. In this respect, the Applicant’s enumerations of other safeguards are, although not
unimportant, not directly relevant to the 10’s recognition of a likelihood of material detriment.
Further, the Applicant’s reliance on existing standards is misplaced. The Guidebook
standards are not aimed at reaching a mere “improvement” with regard to existing gTLDs
and their rather weak protection mechanisms, but to avoid detriment to the community

targeted.

27. Despite the detriment its position is likely to cause, the Applicant’s ultimate parent
continues to challenge the safeguard measures advised by the GAC'?, along the same lines

t14

as in this Application'. The Applicant, just like its ultimate parent', affirms its pro-open

registry philosophy in its Response to IO’s objection (Response, pp. 5, 9, 11 & 13).

Remedies Requested

The Independent Objector requests the Expert panel to hold that the present
Objection is valid. Therefore, the Expert panel should uphold the present Objection against

this .Charity Application.

In addition, the Independent Objector requests that its advance payments of costs
shall be refunded in accordance with Article 14 (e) of the Procedure (Attachment to Module 3

- New gTLD Dispute Resolution Procedure).

Communication (Article 6(a) of the Procedure and Article 1 of the ICC Practice Note)

A copy of this Additional Written Statement is transmitted to the Applicant and its
representatives on 22 August 2013 by e-mail to the following address: cornlake@donuts.co,

secondary@donuts.co, john@newgtlddisputes.com, don@newgtlddisputes.com.

12 http://newgtlds.icann.org/sites/default/files/applicants/23may13/gac-advice-response-1-1336-51768-
en.pdf.

3 Application, point 18 (a)

" See, e.g., Donuts’ replies to the GAC Early Warnings of Australia
(http://donuts.co/news/files/donuts_reply to_australia_early_warning.pdf); France
(http://donuts.co/news/files/donuts_reply _to_france_ ARCHITECT_HEALTH_HOTEL_SARL_VIN.pdf);
and Mali (http://donuts.co/news/files/donuts reply to republic of mali.pdf).
https://gtldcomment.icann.org/comments-feedback/applicationcomment/commentdetails/10236.
https://gtldresult.icann.org/application-
result/applicationstatus/applicationchangehistory:downloadtodocument/852?t:ac=656.
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A copy of this Additional Written Statement is transmitted to ICANN on 22 August 2013 by e-

mail to the following address: drfiling@icann.org

Description of the Annexes filed with the Objection (Article 8(b) of the Procedure)

List and Provide description of any annex filed.

Annex 1: GAC Advice, Beijing Communiqué, 11 April 2013, http://www.icann.org/en/news/
correspondence/gac-to-board-18apr13-en.pdf

Date: 22 August 2013

Signature: % W
g 7




EXHIBIT 5



International Chamber of Commerce

The world bustress oreariization

NEW GENERIC TOP-LEVEL DOMAIN NAMES (“gTLD”)
DISPUTE RESOLUTION PROCEDURE
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CORN LAKE, LLC

Disputed gTLD

gTLD Applicant has applied for and Objector objects to:

Name <.CHARITY> — Application ID 1- 1-1384-49318
ICC Case No. ICC Case No. EXP/395/ICANN/12
INTRODUCTION

Objector’s August 22, 2013 additional submission (“Reply”) suffers from the same
infirmity as the original Objection: it offers no evidence to meet Objector’s significant burden
to prove all four elements required by the Guidebook for a valid community objection. The
Reply remains as speculative and lacking in evidence as the original Objection.

Instead of taking the Reply opportunity to provide meaningful facts and evidence to
support his claims, the 10 argues little more than that Applicant has misinterpreted the
applicable Guidebook provisions. It is Objector, however, who misconstrues the four tests
that must all be met to prevail on a community objection.

Objector even goes so far as to state that he need not even present the proof that
Applicant (and the Guidebook) says he must. Reply § 22 n.10. The Guidebook, however,
could not state more clearly that “[t]he objector bears the burden of proofin each case.”
AGB § 3.5 (emphasis added). This requires evidence: “Evidence is appropriately required in
all types of objection proceedings. Absent evidence, no objection should stand.”
http://www.icann.org/en/topics/new-gtlds/summary-analysis-proposed-final-guidebook-
21feb11-en.pdf.

The only “evidence” the 1O offers concerns an April 2013 “communiqué” from
ICANN’s Government Advisory Committee (“GAC”). The GAC’s statements, however, have
no relevance to and do nothing to bolster the Objection. Rather, the ICANN Board must

ICC International Centre for ADR Centre international d’ADR de la CCI
Contact Information Redacted

Website www.iccexpertise.org

© International Chamber of Commerce (ICC) D 2012. All rights reserved. No part of this document may be
reproduced or copied in any form or by any means, or translated, without the prior permission in writing of ICC.
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determine what GAC recommendations to accept and additional “protections” to implement,
and Applicant will have to abide by any such decision. That policy determination properly
rests with the ICANN Board, not the Objector or this Panel.

Regardless of the GAC Beijing communiqué, neither the Objection nor the Reply
offers sufficient evidence to discharge Objector’s burden to prove all four community
objection elements — i.e., to demonstrate that each is more likely than not true. As such, the
Objection — based on unsubstantiated fear, speculation, and conjecture — must be denied.
AGB at 3-25.

ARGUMENT

Applicant’s parent, Donuts, has passed ICANN'’s Initial Evaluation (IE) on this and
every other one of its more than 300 applications. Supp. Nevett Dec. {4 (Annex 1 hereto).
Moreover, ICANN already has entered into thirteen new registry agreements with Donuts to
operate 13 of the first 18 new gTLDs awarded to date. Having so demonstrated its
qualifications to operate a registry, Applicant has the presumptive right to compete with the
other applicants for the <.CHARITY> gTLD, and Objector bears the “corresponding burden
... to show why that gTLD should not be granted to the [A]pplicant."
http://archive.icann.org/en/topics/new-gtlds/summary-analysis-agv3-15feb10-en.pdf.

Specifically for purposes of this community Objection, the 10 must prove: (i) a clearly
delineated community; (ii) substantial opposition from that community; (iii) a strong
association between the community and the applied-for string; and (iv) material detriment to
the community caused by Applicant’s operation of the string. AGB § 3.5.4. He must satisfy
all four criteria to prevail. Id. at 3-25.

The IO remains deficient on each of these standards. He improperly conflates the
“clearly delineated” and “strong association” (“targeting”) tests, and presents no evidence to
demonstrate either. He claims to have met the “substantial opposition” test simply by having
chosen to object, and presents no evidence to augment the inadequate showing made in his
original Objection.

Finally, the IO presents no evidence to satisfy his burden to prove a “likelihood” of
“‘material detriment” to the “rights or legitimate interests” of a “significant portion” of any
“‘community” denoted by the word “charity.” Instead of taking the opportunity to provide facts
and evidence to support his claims of potential "detriment,” Objector again relies solely on
speculation as to what hypothetical third parties may do with the domain at some later time.
He argues for registration restrictions, including “stringent eligibility criteria,” without
identifying any specific measures or how a <.CHARITY> registry operator should implement
them. Instead, the IO dismisses the need to present evidence on such issues as “not within
his remit," Reply Y 25, notwithstanding that he bears the burden of proof. AGB at 3-18.

Nor do the 10’s (unsubstantiated) calls for registration barriers justify why ordinary
people who participate or have an interest in charitable activities, as well as journalists,
database aggregators, religious groups, foundations, charitable arms of for-profit entities,
and others that may use the gTLD in a lawful manner, should not have the ability to register a
<.CHARITY> domain. Would http://www.charity.com, which appears to serve as a directory
for charities in numerous areas such as addiction, disaster relief and homelessness, be
restricted in the 1O’s policy preference? ICANN did not appoint the 10 to make new policy
that he prefers to replace the policies agreed upon by ICANN’s multi-stakeholder process.
The 10, at times, appears to have lost his mission.

Indeed, the registry limitations the 10 advocates would cause material harm to the
public by restraining the fundamental rights of free and lawful expression. Such a scheme
has no place on the Internet, especially with regard to a dictionary word like “charity.” The 10
conveniently ignores all of the protective mechanisms that ICANN requires, those that
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Donuts has added voluntarily, and all new safeguards that ICANN recently implemented
based on the GAC'’s Beijing comments (and which Donuts supported publicly).

Such overreaching, coupled with the fact that the 10 has devoted the bulk of his
efforts toward gTLDs applied for by Donuts in particular, has caused Applicant to question
the Objector’s true independence. Applicant has nothing further to add on that subject, and
leaves it to the Panel to deny the Objection for its lack of merit, regardless of the I0’s motives
in bringing it.

Objector Again Fails to Demonstrate Any “Clearly Delineated” Charity
“Community"” That the String “Targets.”

Rather than proffer evidence that some “clearly delineated” charity “community”
actually exists, and that a <.CHARITY> string “targets” it, the 10 demurs that Applicant

misconstrues the Guidebook’s “clearly delineated” standard and muddles it with the
“targeting” test. Reply [ 11-18. However, Applicant has done nothing of the sort.

The word “charity” does not “clearly delineate” any “community.”

Applicant has applied a universally accepted principle of construction to show that the
Guidebook includes a different, and logically more stringent, test for “clearly delineated"
under the substantive merits of the objection than that used for determining standing. Resp.
at 7. ICANN would have had no need to include a separate "clearly delineated" test on the
merits if it meant nothing more than the showing an objector already would have had to make
on standing. /d. It therefore must have meant that the two tests have different metes and
bounds. Objector argues that such widely-recognized analytical techniques would render the
“targeting” test meaningless. Reply at 12.

This overly simplistic argument fails. ICANN’s multiple stakeholders expressed the
intent when formulating the Guidebook that the challenged string itself indeed must describe
or “clearly delineate” a “community.” They designed the community objection as a vehicle “to
prevent the misappropriation of a string that uniquely or nearly uniquely identifies a
well-established and closely connected group of people or organizations.” See
http://archive.icann.org/en/topics/newgtlds/agve-analysis-public-comments-040ct09-en.pdf at
19 (emphases added).

Under this standard, Objector's purported "community" of "all charitable institutions,"
Obj’n q 11, simply cannot pass muster. The term charity is broader than just charitable
institutions. Individuals may want to blog about their charitable endeavors or simply donate
space on their website to worthy charities;" for-profit businesses may want to establish a
website to discuss their giving;? suppliers and advisors to charitable institutions may want to
advertise their services;* or even individuals with the name "Charity" might want to use the
TLD.* Whether or not a <.CHARITABLEINSTITUTION> gTLD might describe Objector’s
purported community, the broader string <.CHARITY> makes no such delineation.

The Guidebook invites a Panel to consider the level of "formal boundaries around the
community." Not only does Objector fail to articulate exactly how to define a "charitable
institution" or how to deal with the malleability of such a generic and widely-applicable term,

! See, e.g., UK-based "Atomic Shrimp," a blogger who donates ad space on his website
simply "because he can." http://www.atomicshrimp.com/st/content/advertise/.

2 See, e.g., "Charity begins at work: Taking Corporate Responsibility Seriously" available at:
http://www.theguardian.com/voluntary-sector-network-zurich-partner-zone/charity-begins-at-
work (last accessed Sept. 5, 2013).

* See, e.g., www.likecharity.com, a technology company that provides I.T. solutions for
charities/non-profits that seek donations via mobile phones and social media websites.

4 See http://charitysplace.wordpress.com (a blog maintained by author Charity Bishop).
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he even specifically dismisses the task as totally unnecessary, notwithstanding that he alone
bears the burden of proof. The IO thus appears to articulate a “loosely delineated” standard
at best, such that one cannot determine what “institutions” would make up the “community.”
For example, would Toronto's "Charity Village," an HR placement provider that matches
qualified candidates with positions at Canadian non-profit organizations® qualify as a
"charitable institution” under the 10's standard?

Indeed, Objector does not even limit the Objection to "licensed" or "regulated”
organizations as one might gather from the Reply, but instead more broadly references "all
charitable institutions, including those that are specifically registered or regulated in some
form in the states where they operate." Obj'n [ 11 (emphasis added). So, on the one hand,
Objector urges the Panel to cordon off access to a domain making use of a dictionary word,
while at the same time dismissing the need to specify exactly who makes up the "community
that should have such access. Objector cannot have it both ways and satisfy his burden.’

Objector’s reference to GAC comments does not overcome his absence of proof.
While we discuss the GAC’s lack of impact on these proceedings in greater detail infra,
nothing suggests that the GAC specifically views a <.CHARITY> TLD as denoting a
“‘community,” as opposed to simply one of many “sensitive strings.” The GAC mentioned
hundreds of strings in its Beijing advice, for the purpose of suggesting possible additional
"safeguards" for those gTLDs — not to advise ICANN to create a community resulting in
rejection of all non-community applicants. Just like the GAC did not intend to create a
community by mentioning <.DIET> or <.CARE>, the GAC does not and cannot create a
community for <.CHARITY>.

Objector has not satisfied the separate “targeting” test.

Objector contends in the Reply that Applicant’s interpretation of the “clearly
delineated” test would make it indistinguishable from the “strong association” or “targeting”
standard. This ignores that the “strong association” or “targeting” test does not look solely at
the generic association between the string and the “community” in the eyes of the public. It
also expressly considers what the Applicant “targets,” as the Guidebook factors under this
element include “[s]tatements contained in the application” and “[o]ther public statements by
the applicant.” AGB at 3-24. Thus, the Guidebook by its terms distinguishes the “strong
association” and “clearly delineated” standards.

Regarding the third targeting factor of “public association” of <.CHARITY> with a
“‘community,” Objector continues to discount the generic nature of the string. Users can
employ a <.CHARITY> domain in a variety of perfectly legitimate ways, as they do today at
the second level of existing gTLDs. As examined above, boundless examples could include:
(i) www.charity.com (which provides "information about charities and nonprofit organizations,
services, donations, resources, volunteer opportunities"); (ii) www.taxfreecharity.com (a
provider of incorporation and tax services specifically designed for charitable and non-profit
organizations); (iii) www.ticketsforcharity.com (a ticket broker that obtains premium tickets
and preferred access passes from musicians, professional sports teams, theaters and other
entities, and donates proceeds to various charities); (iv) www.gocharity.com (a marketing
and public relations company that assists charities and non-profits with hosting auctions for
donated items to raise funds); (v) www.100chicksforcharity.com (a women's social club in
Des Moines, lowa that organizes meetings to raise awareness about ways people can
donate and help charities in their city); (vi) www.scaryforcharity.com (an annual Halloween

5 See http://charityvillage.com.

® One of the factors for determining a “clearly delineated community” is its level of "public
recognition." AGB at 3-22. Can the public readily distinguish what is and what is not a
"charitable institution" in the same way that it might identify someone of African descent, a
Sunni Muslim, or a commercial airline pilot? Even if it could, the Objection challenges the
gTLD <.CHARITY> and not <.CHARITABLEINSTITUTION>.
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party and costume contest that donates money obtained from ticket sales and sponsorships
to local children's charities); (vii) www.hellohumankindness.org (a website offering tips on
how, quite simply, to be nice to one another); (vii) www.voolla.org (a database of people
offering their skills for free to charitable causes); or perhaps (viii) the "CHARITY" computer
programming language (http://en.wikipedia.org/wiki/Charity programming language).

The public might well not “strongly associate” such diverse constituencies with the
generic term “charity.” Yet, Applicant’s approach to a <.CHARITY> registry would include all
of them. Applicant would “target” such widely varied interests that one simply cannot define
as a “clearly delineated community.”

Like the Objection, the Reply Demonstrates No “Substantial Opposition.”

The Reply attempts to circumvent the 10’s failure to prove “substantial opposition” by
a “significant portion” of an alleged “charity” community. The 10 contends that Guidebook
factors “are only guidance and are not exhaustive or exclusive,” and that his “right to object
to an application if there is one comment in opposition to the application” means that he
satisfies this element with even a single opposition. Reply [ 19, citing AGB §§ 3.2.5, 3.5.4.
However, that a purportedly adverse comment may give the 10 standing to object does not
obviate his burden to prove the “substantial opposition” prong of the Objection substantively.
Whether or not “exhaustive or exclusive,” the Guidebook factors are not met by little or no
showing at all.

Objector has cited a handful of negative comments about a prospective <.CHARITY>
domain, almost all — i.e., three or four — from the UK, Scotland and Wales. This does not
amount to “substantial” opposition from a “significant portion” of any charity “community.”

Objector Mischaracterizes the "Material Detriment” Standard in a Misplaced
Effort to Justify Having Failed to Satisfy ILt.

Objector still provides no proof that the Application itself “creates a likelihood of
material detriment to the rights or legitimate interests of a significant portion of” the alleged
“charity” community. AGB at 3-24 (emphases added). Rather, he continues to cite
Applicant's purported unwillingness to propose preventative measures as his primary reason
for objecting. Reply ] 25, completely ignoring the eight protective mechanisms that the
Application undertakes in addition to the fourteen steps that ICANN already requires for new
gTLDs over and above what it demands of existing gTLDs, the four further measures
Applicant will implement due to the sensitivity it acknowledges as to this particular string, and
its support of even more safeguards coming out of the GAC Beijing communiqué. See
Response Annex B: Nevett Dec. [ 11-12 and Ex. 1 at 8-9 [Application § 18(a)]. See also
Applicant’s support at http://newgtlds.icann.org/sites/default/files/applicants/23may13/gac-
advice-response-1-1336-51768-en.pdf.

Objector’s unsubstantiated accusation of Applicant’s unwillingness to adopt certain
“additional conditions” to safeguard a <.CHARITY> domain, run headlong into evidence
proving directly the opposite:

By applying our array of protection mechanisms, Donuts will make this TLD a place
for Internet users that is far safer than existing TLDs.

[Listing of 26 safeguards follows — 14 required by ICANN beyond those imposed on
existing gTLDs, 8 more voluntarily adopted by Donuts to add additional protections to
all of its applied-for gTLDs, and 4 additional protections directed specifically to
<.CHARITY> as a “sensitive” domain.]
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Resp. Annex B: Nevett Dec. ] 8-12, Ex. 1 | 18(a) at 7-9 (emphases added). Objector at no
time rebuts these or the many other statements throughout the Application that flatly negate
the concerns raised in the Objection.

Objector skirts dealing with these adverse facts directly, Instead, he suggests that the
Guidebook does not actually require objectors to provide evidentiary support for their
arguments, as a "proposal" requiring “[e]vidence of detriment to the community” supposedly
did not make it into the Implementation Guidelines of ICANN's Generic Names Supporting
Organization ("GNSO") that initiated the new gTLD program back in 2007. Reply Y 22 n.10.

This argument is verifiably inaccurate. Indeed, the 10 himself links to the final
guidelines, http://gnso.icann.org/en/issues/new-gtlds/pdp-dec05-fr-para-08aug07.htm, which
clearly state that “the objector must provide sufficient evidence to allow the panel to
determine that there would be a likelihood of detriment to the rights or legitimate interests of
the community or to users more widely.” (Emphases added.) Subsequently, the multiple
stakeholders who developed the Guidebook required "[e]vidence ... in all types of objection
proceedings,” stating that, “[a]bsent evidence, no objection should stand."
http://www.icann.org/en/topics/new-gtlds/summary-analysis-proposed-final-guidebook-
21feb11-en.pdf.

Also, the GNSO just makes policy recommendations to the ICANN Board. The
ICANN Board and stakeholders then take those aspects into account in establishing the
Guidebook, and the Guidebook ultimately controls — not five year old recommendations. In
fact, the Guidebook itself as ultimately issued in 2012 could not state more clearly: “The
objector bears the burden of proof in each case.” AGB § 3.5 (emphasis added). The 10
cannot evade this obligation.

Ultimately, Objector's "detriment" claim boils down to his disagreement with
Applicant's "open registry" approach. However, the choice to run an "open" (or even closed)
gTLD does not form part of the community objection standard. Objector cites no Guidebook
provision that stands for such a proposition, because none exists. Nothing in the Guidebook
requires an applicant to run a registry to benefit any particular "community," or to restrict its
registrations to "approved" registrants only. Yet, even the 10 concedes that no applicant
must operate a <.CHARITY> gTLD only as a community: “The Guidebook does not require
that any and every gTLD string . . . must necessarily be applied for by a representative of the
community.” Reply 7.

Further, Objector’s quarrel with Applicant’s open registry policy ignores the material
harm inflicted upon the public from restricting access to a generic TLD such as this. Barring
all but verifiable "charitable institutions" (whatever that expression is deemed to mean) not
only quashes free speech rights, but also cuts off benefits to charitable interests by artificially
excluding, among many others, those who provide services to, gather and disseminate
information about, or donate to and comment on charities. Objector’s position restrains
speech and stunts the growth of the domain name system, thus thwarting two of the primary,
stated goals of ICANN’s new gTLD program.

Such real, immediate and readily identifiable harms resulting from the entry barriers
that the IO seeks contrast sharply with the remote possibility of future harm about which he
conjectures. Such vague and speculative notions do not meet the 10’s burden to prove a
“likelihood” of “material detriment” to a “community” that even he cannot define. This utter
lack of proof defeats the Objection. AGB at 3-24, 3-25.
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The GAC Beijing Communiqué Adds Nothing to the Objection.

Objector places great weight on the GAC’s Beijing communiqué, when in fact it has
no relevance to the Objection. If it did, it would compel the Objection’s denial.

Objector incorrectly asserts that the “concerns” he has expressed about a
<.CHARITY> string have been “confirmed” by the GAC’s Beijing communiqué, most notably
with respect to registration restrictions. Reply [ 17. However, the GAC’s comments from
Beijing identified hundreds of strings, without reference to any particular applicant or
application, which it believed generally should have “additional safeguards.” Indeed, the
GAC stated that it recommends registration restrictions for only “some” of the listed strings,
without identifying <.CHARITY> or any other as among them. Also, the GAC merely
expressed "concerns" about such undifferentiated strings. It did not say they should not go
forward. Objector cannot attribute any specific GAC suggestion to <.CHARITY>, and cannot
use the GAC statements to deny Applicant the opportunity to compete for the string.

The Panel can confirm the foregoing from the document itself, Reply Annex 1, as
opposed to Objector’s characterization of it, Reply [ 17. The Panel also can confirm that
Applicant supports much of the GAC's general advice on so-called "sensitive strings." See
http://newgtlds.icann.org/sites/default/files/applicants/23may13/gac-advice-response-1-1336-
51768-en.pdf (“The Board should accept most of the GAC advice and work toward
implementation”). Objector simply ignores this to the extent it contends otherwise. In fact, as
detailed below, Applicant ultimately will contractually bind itself to whatever GAC
recommendations ICANN adopts.

The Beijing advice does not extend nearly to the lengths that Objector would have
this Panel go, most notably with respect to "safeguards" versus "registration restrictions."
Current policy, as expressed in the Guidebook, does not require the onerous registration
constraints for which Objector advocates. Applicant has stated its respectful disagreement
with the GAC’s suggestion that certain strings “may require . . . clear and/or regulated entry
requirements.” Applicant has long held and stated the position that artificial restrictions
placed on otherwise legitimate registrants seeking domains such as <.CHARITY>, which
deal with generic forms of activity and expression, unnecessarily curtail free speech and run
contrary to ICANN'’s stated goals of maximizing Internet participation. AGB Preamble and §
1.1.2.3; Resp. Annex B, Exh. 1 at { 18. However, if the GAC ultimately does urge such
measures for the string at issue, and the Board accepts the GAC'’s policy advice, Applicant of
course would, as it must, abide by that decision. It is a policy decision, however, to be made
by the ICANN Board and not by Objector or even this Panel.

The Reply misapprehends the GAC'’s role and advice, the Applicant’s policy position,
and the effect of GAC recommendations on the instant Objection. The Guidebook provides
that the GAC may provide “advice” to the ICANN board to “address applications that are
identified by governments to be problematic, e.g., that potentially violate national law or raise
sensitivities.” AGB § 3.1. “GAC Advice” may take one of three forms:

(i) “that a particular application should not proceed,” which “will create a strong
presumption for the ICANN Board that the application should not be
approved;”

(i) that the GAC has “concerns” about a particular string, as to which t ICANN
board may “enter into dialogue with the GAC to understand the scope of" said
"concerns,” then decide what to do about them and “provide a rationale for its
decision;” or

(iii) “that an application should not proceed unless remediated,” which “will raise a
strong presumption for the Board that the application should not proceed”
absent such remediation.
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Id. (emphases added). The Beijing communiqué merely expressed "concerns" regarding
potentially “sensitive strings” (such as <.CHARITY>) corresponding to the second form of
GAC advice, which does not call for rejection of the string or even “create a strong
presumption” that such as a result should occur, whether outright or absent remediation. Id.

As such, ICANN does not have any specific obligation to accept all or any of the
Beijing recommendations regarding the subject string. It already has accepted much of the
GAC advice, changed Registry Agreements, and also must "enter into dialogue with the GAC
to understand the scope of concerns" — which is has now done — and "provide a rationale
for” whatever it ultimately decides. /d. If the Board rejects the GAC's concerns about
registration restrictions, then Applicant would have no obligation to address them. If instead
ICANN incorporates such concerns into resolutions, Applicant would have the obligation to
implement them.

In any event, Applicant has explicitly recognized <.CHARITY> as a "sensitive" string,
and as a result voluntarily taken on additional protective measures over and above the
fourteen required by ICANN for other New gTLDs, and the eight more that Donuts will adopt
for all its "non-sensitive" applications. A <.CHARITY> gTLD run by Applicant will be safer
than most any gTLD the Internet has ever known, and a leader among all new gTLDs in that
respect.

While Applicant supports the vast majority of the GAC's safeguards, it disagrees with
the policy position taken by the 10 on registration restrictions,” and would generally permit
the public to engage in free expression if and to the extent that it does not violate the law, at
which time the Applicant would take swift action. Objector tries to use Donuts’ policy of not
restricting speech ex ante, and taking action against any unlawful speech ex post, as itself
grounds for a valid objection. This ignores what the subject Application specifically provides:

This TLD is attractive and useful to end-users as it better facilitates search, self-
expression, information sharing and the provision of legitimate goods and services.

* k k k %

In order to avoid harm to legitimate registrants, Donuts will not artificially deny access
(without legal cause), to a TLD that represents a generic form of activity and
expression.

* k * % %

Restrictions on second level domain eligibility would prevent lawabiding individuals
and organizations from participating in a space to which they are legitimately
connected, and would inhibit the sort of positive innovation we intend to see in this
TLD.

See Resp. Annex B, Exh. 1  18(a). While the 10 disagrees with this different means to the
same end of protecting lawful activity, such a policy position lies beyond his mandate and
simply does not discharge his burden or comport with the express standards of the
Guidebook.

The GAC “advice,” therefore, has little (if any) bearing on the material detriment
analysis. ICANN in fact has accepted much of the protections suggested by the GAC at

" Itis also worth noting that the 10 often employs the term "safeguards" liberally as also
encompassing his favored registration restrictions, see Reply q 27, despite the fact that the
GAC treated the latter quite differently. See http://www.icann.org/en/news/correspondence/gac-to-
board-18apr13-en.pdf (Annex 1) at pages 8-9 ("safeguards" generally) and at page 10
(registration restrictions).



-9-

Beijing, and remains in “dialogue” with GAC on the specific means of doing so with respect to
potentially sensitive “Category 1” strings. Nevett Supp. Dec. § 2 and Ex. A (Annex 1 hereto).
Whatever specific measures ICANN enacts will require implementation by Applicant in the
form of a PIC, then embodied in a formal registry agreement by which Applicant must bind
itself to undertake those measures under penalty of losing the registry. Donuts speaks from
factual experience, as it already has entered into such agreements for thirteen strings that
ICANN has thus far awarded it. /d. [ 3 and Ex. B.

The 10 exceeds his authority when referencing GAC advice. The ICANN Board will
decide what it will and will not accept as a matter of policy. This will moot the IO’s reliance
on the advice to “prove” detriment. The Board will have determined the protections it will
require and the risks it will allow. Neither the Objector nor the Panel can properly don such a
policy mantle. ICANN has defined the tasks of both by the standards specified in the
Guidebook. They dictate the showing that the IO must but has failed to make. Because the
IO has presented mere speculation and conjecture simply by negative inference from
inapposite GAC advice, rather than actual evidence sufficient to carry its burden to prove a
“likelihood” of “material detriment,” the Panel must reject the Objection.

CONCLUSION

Objector not only exceeds the bounds of the Guidebook; he infringes upon the
free speech rights of Applicant and the general public. An average consumer may want to
discuss and critique various “charities," or conduct humanitarian activities to benefit society.
Should these persons have to obtain prior permission or "show their papers" in order to do
so? This notion seems completely lost on the Objector. To argue that sustaining the
Objection would not amount to an impingement of such rights (Reply [ 9) amounts to a prior
restraint — often considered to be one of the most severe and unjustifiable means of
curtailing expression.?

The Panel must decide within Guidebook constraints, based on the evidence before it
and the burden of proof placed on the Objector. The Objection fails to satisfy the substantive
objection standards or his burden of proof. For these reasons, all as demonstrated more
fully above and in its original Response, Applicant again respectfully urges the Panel to reject
the ill-advised Objection.

DATED: September 6, 2013
Respectfully submitted,

THE IP & TECHNOLOGY LEGAL GROUP, P.C.
dba New gTLD Disputes

By: /img/ By: /dcm/
John M. Genga Don C. Moody
Contact Information Redacted Contact Information Redacted

Attorneys for Applicant/Respondent
CORN LAKE, LLC

8 See, e.g., the U.S. Supreme Court Decision in the "Pentagon Papers" case: New York
Times Co. v. United States, 403 U.S. 713 (1971) copy available at: http://bit.ly/1cDsvJk; see
also decision by the European Court of Human Rights in Ahmet Yildirim v. Turkey
(n0.3111/10), available at: http://bit.ly/11zBeZS (French) and http://bit.ly/YgCQXh (English).
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Communication (Article 6(a) of the Procedure and Article 1 of the ICC Practice Note)

A copy of this Response is/was transmitted to the Objector on: September 6, 2013
by email to the following addresses: Contact Information Redacted

A copy of this Response is/was transmitted to ICANN on September 6, 2013 by e-mail to the
following address: DRfiling@icann.org.

Description of the Annexes filed with the Response (Article 11(e) of the Procedure)
List and Provide description of any annex filed.

Annex 1 — Supplemental Declaration of Jonathon Nevett
Exhibit A — http://www.icann.org/en/news/announcements/announcement-2-03jul13-

en.htm, 3 July 2013 New gTLD Program Committee Progress on Addressing GAC
Beijing Advice on New gTLDs

Exhibit B — Donuts Registry Agreement for CAMERA
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From: Don Moody

Sent: Tuesday, December 3, 2013 7:45 PM
To: Contact Information Redacted

Subject: RE: EXP/395/ICANN/12 (c. EXP/399/ICANN/16, EXP/400/ICANN/17) (.CHARITY)

Dear ICC, Expert Panel, Parties and Counsel:

Applicant respectfully submits the following information to update the Panel regarding matters
raised in the Objection and further submissions made by the Objector.

Among other things, Objector has argued that the Application creates a likelihood of material
detriment to the alleged community due to an alleged lack of the types of safeguards proposed
by the GAC in its Beijing Communiqué of April 2013. Please be advised that, per the attached
Annex A -- copy also available at: https://www.icann.org/en/news/correspondence/crocker-to-
dryden-3-290ct13-en.pdf -- ICANN has formally announced its intention to adopt the "GAC’s
Beijing Communiqué advice concerning Category 1 and Category 2 Safeguards," which the GAC
responded to in a follow-up communiqué issued during the recently-conducted meetings in
Buenos Aires. See Annex B and http://www.icann.org/en/news/correspondence/gac-to-board-
20nov13-en.pdf.

To the extent ICANN has so adopted the GAC advice, Applicant must implement the safeguards,
if awarded the subject string, as a term of its registry agreement with ICANN for the

string. Applicant therefore respectfully submits that, to the extent Objector claims material
detriment based on Applicant’s alleged lack of GAC-recommended safeguards, ICANN’s recent
action has rendered that portion of the

Objection moot, and eliminates it as a basis for denying Applicant its presumptive right to
compete for and, if awarded, operate the string.

Sincerely,

Don C. Moody, J.D., M.S.
New gTLD Disputes
Registered USPTO

Contact Information Redacted
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BREDIN PRAT

Ms Héloise Bajer-Pellet
Contact Information
Redacted

Mr Daniel Miller

Contact Information Redacted

Mr Phon van den Biesen

Contact Information Redacted

Mr Sam Wordsworth

Contact Information Redacted

The IP and Technology Legal Group PC
Mr John M. Genga and Don C. Moody

Contact Information
Redacted

Ms Pam Little

Contact Information Redacted

Famous Four Media Limited
Mr Peter Young

Contact Information Redacted

Copy :
ICC International Centre for Expertise

Contact Information Redacted

Paris, 13 December 2013

Re: EXP/395/ICANN/12 (c. EXP/399/ICANN/16 & EXP/400/ICANN/17)
Prof. Alain Pellet, Independent Objector (France) vs/ Corn Lake, LLC (USA) and Prof.
Alain Pellet, Independent Objector (France) vs/ Excellent First Limited (Cayman
Islands) and Prof. Alain Pellet, Independent Objector (France) vs/ Spring Registry
Limited (Gibraltar)

Dear Party Representatives,

~ ‘ 7
A eition o Soweats o Toogpioman lititi < S pssir s e D edoridion £

Contact Information
Redacted

www.bredinprat.com



The Expert is writing to you with respect to Applicant Corn Lake, LLC’s email dated 4
December 2013 and the Independent Objector’s response dated 5 December 2013.

In its email of 4 December 2013, Applicant Corn Lake LLC made further submissions with
respect to the defence of its Application (the “Further Submissions”).

In its email in response of 5 December 2013, the Independent Objector objected to those
further submissions on both procedural and substantive grounds (the “Objector’s

Response”).

On 11 December 2013, the International Centre for ADR of the ICC (the “Centre”) wrote
separately to the Parties and to the Expert Panel reserving to the Expert Panel the decision as

to whether to admit the Parties” further submissions into the proceeding.

The Further Submissions were not contemplated by the procedural timetable (as amended)
set out in the Expert Panel’s communication of 9 August 2013 under Article 17(a) of the

Procedure.

The Expert Determination in each of the consolidated cases was submitted in draft to the
Centre within the 45 day time period provided for in Article 21(a) of the ICANN New gTLD
Dispute Resolution Procedure (the “Procedure”) for scrutiny by the Centre pursuant to
Article 21(b) of the Procedure and Article 12(6) of the ICC Rules for Expertise (the “Rules”).
No application by the Expert Panel had therefore been made to the Centre for an extension of
that 45 day time period under Article 21(a) of the Procedure. The Parties were therefore fully
aware that the draft Expert Determinations were in the Centre’s hands for the scrutiny

process at the time the Further Submissions were made.

No application was made by Applicant Corn Lake, LLC to seek leave of the Expert Panel to
make the Further Submissions.

In light of the foregoing procedural considerations, the Expert Panel determines to dismiss

the Further Submissions and therefore the substantive content of the Objector’s Response.



Yours sincerely,

Cc:

=

Tim Portwood

Contact Information Redacted

Prof. Alain Pellet, Independent Objector

Contact Information Redacted

Mr Daniel Schindler, Corn Lake, LLC

Contact Information Redacted

Mr. Ching Hong Seng, Excellent First Limited

Contact Information Redacted

Mr Geir Andreas Rasmussen, Spring Registry Limited

Contact Information Redacted
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THE INTERNATIONAL CENTRE FOR EXPERTISE OF THE

INTERNATIONAL CHAMBER OF COMMERCE

CASE No. EXP/395/ICANN/12

PROF. ALAIN PELLET, INDEPENDENT OBJECTOR
(FRANCE)
vs/
CORN LAKE, LLC (USA)

(USA)

(Consolidated with Cases No.
EXP/399/ICANN/16

PROF. ALAIN PELLET, INDEPENDENT OBJECTOR (FRANCE) vs/ EXCELLENT FIRST
LIMITED (CAYMAN ISLANDS)

and
EXP/400/ICANN/17

PROF. ALAIN PELLET, INDEPENDENT OBJECTOR (FRANCE) vs/ SPRING REGISTRY
LIMITED (GIBRALTAR))

This document is a copy of the Expert Determination rendered in conformity with the New
gTLD Dispute Resolution Procedure as provided in Module 3 of the gTLD Applicant
Guidebook from ICANN and the ICC Rules for Expertise.
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TABLE OF ABBREVIATIONS

Abbreviation

Definition

ACC

Association of Corporate Counsel

Applicant

Corn Lake LLC

Applicant Additional Written Statement

The Additional Written Statement submitted
by Applicant on 6 September 2013

Application The new gTLD application by Applicant
“.Charity”, application ID: 1-1384-49318
Centre The International Centre for Expertise of the

International Chamber of Commerce

Community Objection

An objection to a gTLD application falling
with the definition of “Community
Objection” in section 3.2.1 of Module 3 of
the Guidebook (and also contained in Article
2(e)(iv) of the Procedure)

Costs As per the meaning set out in Article 14(a) of
the Procedure

Expert Mr. Tim Portwood

Expert Panel The expert panel comprising the Expert.

GAC ICANN’s Governmental Advisory
Committee

Guidebook The gTLD Applicant Guidebook issued by
ICANN (version 2012-04-06)

ICC Practice Note The ICC Practice Note on the Administration

of Cases under the Procedure
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IO or Objector The Independent Objector (Prof. Alain
Pellet)

IO Additional Written Statement The Additional Written Statement submitted
by IO on 22 August 2013

Objection The Objection Form dated 12 March 2013
transmitted by 1O to the Centre on 13 March
2013 by email

Parties The IO and the Applicant

Party The IO or the Applicant as the case may be

Procedure The New gTLD Dispute Resolution

Procedure issued by ICANN as the
Attachment to Module 3 of the Guidebook

Response The Response (as per the meaning set out in
Article 11(b) of the Procedure) submitted by
Applicant on 23 June 2013

Rules The Rules for Expertise of the International
Chamber of Commerce (in force as from 1
January 2003)
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1. THE PARTIES

1. 10

PROF. ALAIN PELLET, Independent Objector, an individual residing at:

Contact Information Redacted

2. 10is represented in this Expert Determination proceeding by:

Ms Héloise Bajer-Pellet
Contact Information
Redacted

Mr. Daniel Miller

Contact Information Redacted

Mr. Phon van den Biesen
VDBK Advocaten,
De Groene Bocht,

‘Contact Information
Redacted

Mr. Sam Worsworth

Essex Court Chambers,
Contact Information
Redacted
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Applicant:

CORN LAKE, LLC, a company incorporated under the laws of the State of Delaware,
USA, with offices at:

Corn Lake, LLC

Contact Information
Redacted

Applicant is represented in this Expert Determination proceeding by:

Mr. John M. Genga and Mr. Don C. Moody
The IP & Technology Legal Group, P.C.

Contact Information
Redacted

THE EXPERT PANEL

On 4 July 2013 and pursuant to Article 3(3) of Appendix 1 to the Rules, the Chairman of
the Standing Committee appointed Mr. Tim Portwood as the Expert. In accordance
with Article 13 of the Procedure, the Expert is the sole member of the Expert Panel.

On 2 August 2013, the Centre acknowledged receipt of payment of the Parties’
respective shares of the advance payment of the estimated Costs and confirmed the full
constitution of the Expert Panel.

The Expert’s contact details are as follows:

Mr. Tim Portwood

Bredin Prat,
Contact Information Redacted
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SUMMARY OF THE EXPERT DETERMINATION PROCEEDING

The present Expert Determination proceeding concerns 10’s Community Objection to
Applicant’s Application for the new gTLD “.Charity”.

The Expert Determination is governed by and has been conducted in accordance with
the Procedure and the Rules, supplemented by the ICC Practice Note.

[0 transmitted to the Centre its Objection on 13 March 2013.

On 28 March 2013, the Centre informed IO that it had conducted the administrative
review of the Objection pursuant to Article 9 of the Procedure and confirmed that the
Objection is in compliance with Articles 5 to 8 of the Procedure and with the Rules. The
Objection was therefore registered for processing under Article 9(b) of the Procedure.

The Centre wrote to the Parties on 12 April 2013 informing them that the Centre was
considering  consolidating the Objection with two other cases, namely
EXP/399/ICANN/16 — a Community Objection filed by 10 against an application by
Excellent First Limited (Cayman Islands) for a new gTLD “.%# (Charity)” - and

EXP/400/ICANN/17 - Community Objection filed by IO against an application by
Spring Registry Limited (Gibraltar) for a new gTLD “.Charity”.

On 7 May 2013, the Centre informed the Parties that it had decided to consolidate the
present case with the two other above-referenced cases.

On 6 June 2013, Applicant filed with the Centre by email a Response form which failed
to comply with Article 11(e) of the Procedure. Subsequently, on 23 June 2013,
Applicant filed with the Centre by email its amended Response, the non-compliance
with Article 11(e) of the Procedure having been remedied.

The Chairman of the Standing Committee having appointed the Expert on 4 July 2013,
on 2% August 2013, the Centre confirmed to the Parties the full constitution of the
Expert Panel (comprising the Expert as sole member). On the same day, the Centre
forwarded the file to the Expert Panel.

On 27 August 2013, IO wrote to the Expert Panel requesting leave to file an Additional
Written Statement.
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On 8 August 2013, Applicant wrote to the Expert Panel objecting to 10’s request for

leave.

On 9 August 2013, having considered the Parties” submissions, the Expert Panel wrote
to the Parties informing them of its view that it would be assisted by a second round of
written submissions and inviting the Parties each to submit an Additional Written
Statement in accordance with the following timetable: IO to file its Additional Written
Submission on or before 22 August 2013 and Applicant to file its Additional Written
Submission on or before 2" September 2013.

On 10 August 2013, IO wrote to the Expert Panel requesting an extension of two days to
the timetable for the Additional Written Submissions.

On 11 August 2013, Applicant wrote to the Expert Panel stating that it had no objection
to 10’s requests for a 2 day extension to the timetable.

On 13 August 2013, the Expert Panel granted IO’s request, extending the deadline for
the filing of IO’s Additional Written Submission to 24 August 2013 and the deadline for
the filing of Applicant’s Additional Written Submission to 4 September 2013.

On 15 August 2013, Applicant requested a further extension of 2 days (i.e,, 6 September
2013) for the filing of its Additional Written Statement to which IO indicated on the
same day that it had no objection.

On 22 August 2013, 10 filed by email its Additional Written Statement.

On 22 August 2013 the Expert Panel acknowledged receipt of 10’s Additional Written
Statement and confirmed that the deadline for the filing by Applicant of its Additional
Written Submission was 6 September 2013.

On 6 September 2013, Applicant filed by email its Additional Written Statement.

No hearing took place.

The Expert Panel submitted the draft Expert Determination to the Centre for scrutiny
under Article 21(b) of the Procedure within the time limit contained in Article 21(a) of

the Procedure.

In accordance with Article 5(a) of the Procedure, the language of the proceedings is
English.
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29. In accordance with Article 6(a) of the Procedure, all communications by the Parties
with the Centre and the Expert Panel were submitted electronically.

30. Pursuant to Article 4(d) of the Procedure, the place of the proceedings is Paris, France.

4. ISSUES TO BE DETERMINED BY THE EXPERT PANEL

4.1. 10’s Impartiality and Independence

4.1,1.10’s Position

31. 10 confirms that he is acting exclusively in the best interests of the public who uses the
global internet and not in accordance with what he himself might prefer or with self-
interest’.

4.1.2. Applicant’s Position

32. Applicant argues that IO has overstepped his role as an independent objector by
making submissions which attack Applicant’s (and its parent’s) philosophy for an open
internet and which threaten freedom of expression and by ignoring the protective
mechanisms required by ICANN, those added voluntarily by Applicant (and its parent)
and the new safeguards recently implemented by ICANN based on the GAC’s Beijing
comments?. Applicant points out also that IO has devoted the bulk of his efforts
objecting to gTLDs applied for by Applicant’s parent company in objections that lack
merit. Applicant suggests in conclusion that IO is acting on the basis of what he wants
for the internet and argues that this is not a basis for upholding the Objection’.

' 1O Additional Written Statement, para. 2.
2 Applicant Additional Written Statement, p. 3.
3 Response, page 9; Applicant Additional Written Statement, pp. 2-3.
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I0’s Standing

4.2.1.10’s Position

33.

34.

35.

36.

Relying upon section 3.2.5 of the Guidebook, 10 denies that he has to prove that he is
acting “on behalf of a ‘clearly delineated community” with which the applied-for string
is strongly associated*.

IO argues further that an independent objector has ipso facto standing in the sense of
section 3.2.2 of the Guidebook, the regular standing requirements for making a
Community objection being expressly disposed of by section 3.2.5 of the Guidebook in
the case of objections made by an independent objector®.

According to 10, under section 3.2.5 of the Guidebook, the only standing requirement
for an independent objector to make a Community objection is the existence of “at least
one comment in opposition to the application ... made in the public sphere™.

IO points out that opposition comments to the Application have been made by, inter
alia, the Charity Commission for England and Wales, the National Council for
Voluntary Organizations and the Association of Charitable Foundations. The standing
requirement for 10 has therefore been met, even if Applicant contests those comments®.

4.2.2, Applicant’s Position

37.

Applicant maintains that independent objectors are authorized by ICANN to file
Community objections only “against ‘highly objectionable’ gTLD applications to which
no objection has been filed” referencing section 3.2.5 of the Guidebook’.

41O Additional Written Statement, para. 3.
5 JO Additional Written Statement, para. 5.
¢ Ibid.

7 Objection, para. 27.

8 JO Additional Written Statement, para. 5.

9 Response, p. 6.

10
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Applicant accepts that the Guidebook grants independent objectors standing to make
Community objections without fulfilling the regular standing requirements for such
objections (again referencing section 3.2.5 of the Guidebook)". Applicant argues
further, however, citing section 3.2.2.4 of the Guidebook, that an independent objector
making a Community objection must nevertheless “act on behalf of a ‘clearly delineated
community’”" and that that community must be strongly associated with the applied-
for gTLD string'.

Applicant submits that IO neither acts on behalf of a clearly delineated community
because no “charity community” exists (as shown by the absence of any objections to
the Application from any person from that “community”) nor has shown any strong
association between the generic term “charity” and that supposed community, the

word “charity” describing a subject and not a community™.

Applicant concludes that 10 lacks standing to make the Community objection.

The Community Objection

IO's objection is a Community Objection to Applicant’s Application of “.Charity” as a
new gTLD.

The Expert Panel is therefore to determine whether there is substantial opposition to the
Application from a significant portion of the community to which the gTLD string
“ Charity” may be explicitly or implicitly targeted (Article 2(e)(iv) of the Procedure).

Under section 3.5.4 of Module 3 of the Guidebook, the Expert Panel must be satisfied
that IO had proven that (i) the community invoked by IO is a clearly delineated
community; (ii) community opposition to the Application is substantial; (iii) there is a
strong association between the community invoked and the applied-for gTLD string
(“.Charity”); and (iv) the Application creates a likelihood of material detriment to the
rights or legitimate interests of a significant portion of the community to which the
string may be explicitly or implicitly targeted.

19 Tbid.
! Response, pp. 6-7.

12 Response, p. 7.
3 Tbid.
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4,3.1.10’s Position

44. According to 10, an objector making a Community Objection must satisfy four tests
under section 3.5.4 of the Guidebook™. IO states these four tests as: (a) a Community
test, namely that the community invoked by the objector is a clearly delineated
community; (b) a Substantial opposition test, namely that community opposition to the
application is substantial; (c) a Targeting test, namely that there is a strong association
between the community invoked and the applied-for gTLD string; and (d) a Detriment
test, namely that the application creates a likelihood of material detriment to the rights
or legitimate interests of a significant portion of the community to which the string may
be explicitly or implicitly targeted's.

45. 10 argues that the four tests are met. He submits that the applied-for gTLD string
“ Charity” targets the charity sector such that the Targeting test is satisfied, even though
the Application has not been framed as a community based TLD for the benefit of the
charity community'®. IO states that the charity sector constitutes a clearly delineated
community in the sense of the Guidebook, thereby fulfilling the Community test. 10
claims that the opposition to the Application is substantial, meaning that the Substantial
opposition test is met?”. Finally, IO pleads that the Application creates a likelihood of
material detriment to the rights and legitimate interests of the charity community,
fulfilling the Detriment test8.

46. 10 points out that the Guidebook does not limit Community Objections to applications
for a new gTLD string made as a community gTLD", referring to section 1.2.3.2 of the
Guidebook: “All applicants should understand that a formal objection may be filed
against any application on community grounds, even if the applicant has not
designated itself as community-based or declared the gTLD to be aimed at a particular
community”?, The Applicant’s own purposes in making the Application, its own
philosophy of how the internet should operate and its own understanding of the intent
of ICANN in adopting the new gTLD program cannot prevail over the safeguards
incorporated into the Guidebook. Those safeguards include the dispute resolution

'* Objection, para. 8.

15 Ibid.

16 Objection, para. 11.

17 Objection, para. 21.

18 Objection, para. 46.

Y 10 Additional Written Submission, para. 7.
% 1O Additional Written Statement, para. 8.
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procedure such that a successful objection by an independent objector on any ground
cannot be an unwarranted violation of the fundamental rights of freedom of

expression?.

4.3.1.1. The Community Test

47.

48.

49.

50.

51.

IO's position is that the Community test in the Guidebook does not require that the
gTLD string describes a clearly delineated community (which would render the
Targeting Test otiose) but that there exists a community identified by the objector
comprising a group of persons clearly delineated from others including internet users
in general®.

According to IO, the community in question is the charity sector®, comprising all
charitable institutions, including those that are specifically registered or regulated in
some form in the states where they operate such that they must be not for profit

institutions?,

IO points out that the Guidebook does not provide a clear definition of the term
“community”. Instead, the Guidebook refers to a non-exhaustive list of factors to which
the Expert Panel may refer including the recognition of the community at a local/global
level, the level of formal boundaries, the length of existence, the global distribution, or
the size of the community?.

For IO, the distinctive element of a community is the commonality of certain
characteristics, whatever they might be?.

The common characteristics of the persons comprising the charity sector identified by

r o VA

IO are such persons’ “charitable aims”, “often the status of a not for profit institution”,
exemption from a range of regulatory requirements applicable to for-profit entities and

funding through donations or public money?.

21 JO Additional Written Submission, paras 8 & 9.

2 Objection, para. 18; IO Additional Written Submission, paras 10 to 15.

3 Objection, para. 9.

% Objection, para. 11.

% Objection, para. 15 referencing section 3.5.4 of the Guidebook.

% Objection, para. 16.

27 Objection para. 20.
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53.

54.

55.

56.

EXP/395/ICANN/12 (c. EXP/399/ICANN/16 & EXP/400/ICANN/17)

Referring to Evaluation question No.20 of the Guidebook, Attachment to Module 2, IO
argues that a relevant criterion is whether the group of persons comprising the
community can be clearly delineated from the others — including internet users in
general®, Recognition of the community as such (by its members and others) is an

important factor in this regard®.

1O points out that the charity sector is delineated as a recognizable community, distinct
from others by both its members and the public, referring to public comments made on
the community ground point®.

IO points out that charities and charitable organizations (i.e., the charity sector) are
included in the “millions of persons and organizations worldwide involved in
philanthropy, humanitarian outreach, and the benevolent care of those in need”
explicitly targeted by the Applicant®’.

IO accepts that the charity sector is not an organized community with an entity
dedicated to the community and its activities, but argues that the meaning of
community in the Guidebook is not limited to organized communities and covers less
structured communities, like those based on a common place of origin or a common
language or a common activity or common set of goals or interests or values™ and
refers to the 2007 ICANN Final Report which confirms that “community should be
interpreted broadly and will include, for example, an economic sector, a cultural

community, or a linguistic community”.

IO underlines that his position is confirmed by the Advice contained in the GAC's
Beijing Communiqué dated 11 April 2013 which considered the charity community as
a market sector delineated by clear and/or regulated entry requirements on account of
the level of implied trust from consumers and risk of consumer harm associated with its
activities®. The GAC included “.Charity” in its list of sensitive strings necessitating
safeguard measures.

2 Objection, para. 18.

» Ibid.

% Objection, para. 20 ; 10 Additional Written Statement, para. 16.
3! Objection, para. 19.

32 Objection, para. 21.

» Objection, para. 17.

3 hitp://www.icann.org/en/news/correspondence/gac-to-board-18apri3-en.pdf -Annex 1 to 10 Additional

Written Statement.
35 JO Additional Written Statement, para. 17.
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4.3.1.2. The Targeting Test

57.

58.

59,

60.

I0 argues that the “.Charity” string implicitly targets the charity community
(comprising charities and charitable organizations)* and that therefore the Targeting

test is met?¥.

IO refers to Implementation Guideline P of the 2007 ICANN Final Report which
indicates that “implicitly targeting means that the objector makes an assumption of
targeting or that the objector believes there may be confusion by users over its intended
use”. The focus of the test is not what the Applicant intends but is what the average
internet user perceives and expects from the string®. Similarly, the test is not about
what the Application targets but is about what the string itself targets®

IO notes that in the Application, Applicant explicitly targets “the millions of persons
and organizations worldwide involved in philanthropy, humanitarian outreach, and
the benevolent care of those in need”#®, According to 10, that explicit target includes
charities and charitable organizations#. The charity community is therefore implicitly
targeted by the string*.

10 refers also to one of the dictionary definitions of the word “charity” which indicates
that it is generally associated in the public mind with giving for what is seen as a good
cause and likewise with not for profit institutions that are directed to some form of
charitable outcome®. IO adds that simply because the word bears several meanings,
this does not preclude the string from having a strong association with one of those
meanings if the general public is likely to make that association*.

3 Objection, para. 11.

37 Objection, paras 9 and 14.

3 Objection, para. 13.

3 10 Additional Written Statement, para. 18.
“ Objection, para. 11.

4 Ibid.

2 Objection, para. 13.

9 Ibid referencing the definition of « charity » as « an organization set up to provide help and raise
moneyfor those in need » - http://oxforddictionaries.com./definition/english/charity.

# 10 Additional Written Statement, para. 18.
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IO concludes that according to Applicant’s own statements and the general use of the
term “charity” by the public, there is a strong association between the charity sector and
“.Charity”*#.

4.3.1.3. The Substantial Opposition Test

62.

63.

64.

65.

According to IO, the test whether there is “substantial opposition within the
community” to the Application is largely casuistic*.

1O refers to the non-exhaustive list of factors in the Guidebook which an Expert Panel
may use to identify substantial opposition to the Application®” noting that the factors
are more useful in cases of well-organized and structured communities than in cases
like the present of communities lacking organizational structures or clear
representation®.

IO argues that a mere numerical criterion — the number of voiced oppositions to the
Application — was not the intent of the Guidebook, the word “substantial” meaning not
simply a large number but also something of “considerable importance” or
“considerable worth”®. According to IO, therefore, the material content of comments
and oppositions and the rights and interests of those expressing those comments and
oppositions must be taken into account>.

10 identifies opposition comments having been posted on the public comments website
by the Charity Commission for England and Wales, the National Council for Voluntary
Organizations and the Association of Charitable Foundations, the first being the
regulator of charities in England and Wales and the last representing a membership of
some 330 charitable trusts and foundations in England and Wales®!. 1O refers also to
the Australian member of the GAC having issued an Early Warning regarding
“ Charity”®. According to 10, the common underlying concern of such opposition
comments and Early Warning is the potential harm to the system of trust on which

% Qbjection, para. 14.

16 Objection, para. 22.

7 Objection, para. 23.

“ Objection, para. 24.

 QObjection, para. 25.

50 Objection, para. 25.

51 Objection, para. 27.
32 Ibid.
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charities and charitable are largely dependent that would be caused in the absence of
sufficient protection mechanisms such as strict eligibility criteria for users of the string®.

IO admits that the opposition to the Application has largely emanated from the UK and
Australia but argues that the concerns that have been voiced are substantively
substantial, are “without doubt ... of much more general application”® and include the
views of one or more governments (referencing section 1.1.2.4 of the Guidebook)*.

4.3.1.4. The Detriment Test

67.

68.

69.

70.

10 emphasizes that the Detriment test requires a finding of “a likelihood of detriment”s¢
and not of actual detriment — which would be anathema, the string not yet having been
put into use” - the idea of requiring a finding of actual detriment having been
abandoned during the travaux of ICANN3.

According to IO, the likelihood of detriment must be created by the Application and
therefore must take into account the Applicant and the security protection for user and
community interests that Applicant has proposed or intends to adopt™.

10 underlines that the likelihood of detriment must be to the rights or legitimate
interests of the community or to users more widely, referring to Implementation
Guideline P®, He refers to the guidance in the Guidebook and summarizes that
detriment may include harm to the reputation of the community, interference with the
community’s core activities, economic or other concrete damage to the community or
significant portions of the community®’.

IO points out that the Expert Panel may take into account a variety of factors, including
the dependence of the community on the DNS for its core activities, the intended use of
the gTLD as stated in the Application, the importance of the rights and interests

% Objection, paras 27 to 31 ; IO Additional Written Statement, para. 20.

% Objection, para. 33.

55 Objection para. 32.

6 Objection, para. 34.
57 10 Additional Written Statement, para. 22.
%8 JO Additional Written Statement, para. 22.

3% Objection para. 36.

% Objection, para. 34.

6! Objection, para. 35.
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exposed for the community targeted and for the public more generally®? and whether
the Applicant intends acting in accordance with those rights and interests®.

71. 10 argues, in line with the GAC’s Beijing Communiqué of 11 April 2013%, that the
charity sector relies on public trust without which its gift and other funding would be
threatened. Public regulation exists in many jurisdictions precisely to protect and
nurture that trust®®. Administration of the “.Charity” string outside such or similar
protections and safeguards could, according to 10, citing the Charity Commission of
England and Wales, lead to “scope for confusion, misunderstanding and, perhaps,
deliberate abuse, resulting in turn in significant damage to charities if public support
dropped as a result”¢.

72. 1O asserts that the Application does not address the specific needs of the charity
community and points to three factors that demonstrate a likelihood of detriment to
that community: (i) Applicant has not framed the Application as a community based
gTLD, thereby avoiding certain consequences for the evaluation of the Application and
the terms (such as user registration requirements) under which the gTLD would be
operated®; (ii) no registrant eligibility criteria are proposed for the string, Applicant
preferring to address abuse if it occurs, such that the needs and requirements of the
charity community would not be addressed in a preventive manner and it being up to
Applicant (and not IO) to enumerate its Application with sufficient specificity to meet
the required tests®’; and (iii) the security mechanisms proposed in the Application to
react to abuse are unspecific, often left to the discretion of the Applicant and its parent
company and largely identical to the mechanisms proposed by Applicant’s sister
companies for strings with different features such as “ Creditcard”?.

73. 10 concludes that Applicant, like its ultimate parent, continues to affirm a pro-open
registry philosophy for new gTLDs that fails to address the specific characteristics of
the “.Charity” string, including the need to protect public trust in charities and

6 Objection para. 35.

6 Qbjection, para. 36.

¢ JO Additional Written Statement, para. 24 and Annex 1 thereto.
% Objection, paras. 37 & 38.

6 Qbjection, para. 39.

§7 Objection, para. 42.

6 Objection, para. 43.

% JO Additional Written Statement, para. 25.

0 Objection, para. 45.

18



EXP/395/ICANN/12 (c. EXP/399/ICANN/16 & EXP/400/ICANN/17)

charitable organisations being the community implicitly targeted by the string, and that
is evidenced by the challenge to the safeguard measures advised by the GAC made by
Applicant’s ultimate parent”'.

4.3.2. Applicant’s Position

74. Relying on section 3.5.4 of the Guidebook, Applicant states that an objector making a
Community objection must satisfy four tests to succeed, namely, the Community test,
the Targeting test, the Substantial Opposition test and the Detriment test”. It points out
that failure on any one test compels denial of the objection”.

75. Applicant’s position is that none of the tests is met by 10™.

4.3.2.1. The Community Test

76. Applicant notes that the standing requirement and the substantive tests for a
Community objection both impose on an independent objector a showing that a
“clearly delineated community” exists”. In order to satisfy the general rule that all
parts of different tests must have an operative meaning, Applicant argues that ICANN
must have intended the substantive “Community test” to be “a more stringent test ...
than for standing””®.

77. Applicant looks to ICANN's purpose for the Community objections and cites a public
comment from eNOM of 21 July 2009 transcribed into ICANN'’s Summary Report and
Analysis of Public Comment, 2 October 2009 (http://archive.icann.org/en/topics/new-

gtlds/agve-analysis-public-comments-04oct09-en.pdf) at p.19 where eNOM stated the

objective of Community objections being “to prevent the misappropriation of a string
that uniquely or nearly uniquely identifies a well-established and closely connected
group of people or organizations”””. Applicant argues that the intent behind the
Community test set out in the Guidebook is therefore that the string must itself describe

1 [O Additional Written Statement, para. 27.
2 Response, p. 7.

 Ibid.

# Ibid.

 Ibid.

7 Ibid.

7 Ibid.
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or “clearly delineate” a “community””s. Referring to section 4.2.3 of the Guidebook,
Applicant submits that “a community must have more ‘cohesion than a mere
communality of interest””.

78. Relying on section 3.5.4 of the Guidebook, Applicant identifies five factors that an
objector must prove to show that the Community test is met: (i) public recognition of
the group as a community at a local and/or global level; (ii) formal boundaries around
the community, such as who specifically forms the community; (iii) how long the
community has existed; (iv) the community’s global distribution; and (v) how many
people or entities comprise the community®.

79. Applicant argues that IO has failed to provide evidence of any of these factors.

80. Applicant states that I0’s definition of the charity community as “millions of persons
and organizations worldwide involved in philanthropy, humanitarian outreach, and
the benevolent care of those in need” which includes “charities and charitable
organizations” has no boundaries and potentially includes “planet Earth”®'.

81. Although IO has extracted a subset of “charities and charitable institutions”, Applicant
argues that IO has failed to delineate such subset as a community as Applicant says 10
has admitted when he states in his Objection (para. 21) that the “charitable community

.. [is] not institutionalized and straddles the border between different stakeholders of
the community of charitable organizations”®2. Applicant submits that the community
standard was crafted by ICANN to avoid legitimate uses of generic terms, such as
charity, being blocked by the objection process®.

82. Applicant points out that the word “charity” has many meanings and represents a
subject — IO having failed to show that the public recognizes “charity” as a
“community”84.

83. Even if the “community” in question were “charitable institutions”, Applicant argues
that 1O still fails to discharge the burden of proof imposed by the Community test not

8 Applicant Additional Written Response, p. 3.
 Response, p. 7.

8 Applicant Additional Written Response, p. 3.
8! Response, p. 8.

8 Ibid.

8 Ibid.

8 Response, p. 9.
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having defined “charitable institution” — itself a generic and widely-applicable term®™.
At best, “charitable institutions” constitutes a “loosely delineated” community: not the
required “clearly delineated” one.

In response to IO's reliance on the GAC comments, Applicant states that the GAC
Beijing Advice does not in fact view “.Charity” as a string delineating a community but
merely considers that string is one of many “sensitive strings” for which possible
additional safeguards may be necessary®.

In addition to IO having failed to discharge the burden of proving that “charity”
constitutes a clearly delineated community, Applicant claims that the Objection would,
if successful, stifle free expression and discourse and thus undermine the purpose of
ICANN's new gTLD program as well as Applicant’s open-internet philosophy?®”.

4.3.3. The Substantial Opposition Test

86.

87.

Applicant refers to section 3.5.4 of the Guidelines and argues that IO must prove
substantial opposition to the Application from the community on whose behalf 10
purports to speak. Applicant extracts from that Article six factors to be taken into
account: (i) the number of expressions of opposition; (i) the representative nature of
those expression opposition; (iii) the stature or weight of the opposition; (iv) the
distribution or diversity of opposition within the community; (v) the defence of the
community in other contexts by those expressing opposition; and (vi) costs incurred in
expressing opposition®.

Applicant points out that IO relies upon only three of the seven public comments made
to ICANN in respect of the Application as well as the Early Warning by the Australian
member of GAC®. Those three public comments all come from the same jurisdiction ~
the UK. Two use the same language and thus express the same concern®. The other is
limited to general concern about consumer confusion and abuse if the string is
administered improperly which suggests a need to examine Applicant’s safeguard

8 Applicant’s Additional Written Statement, p.3.
8 Applicant’s Additional Written Statement, pp. 4 & 7-9.

87 Response, p. 9.

% Response, p. 9.
% Tbid.
% 1bid.
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measures but not to block the Application®’. Not one comment relates to Applicant
itselfo2,

Applicant summarizes the seven public comments about the Application as emanating
almost entirely from the UK and being limited to two concerns: (i) that “.Charity”
should be run by a not-for-profit organization with which IO disagrees; and (ii) that
“ Charity” should be a community-based TLD, a requirement not imposed by ICANN®.

Applicant concludes that IO has failed to adduce anything more than scant evidence of
opposition which cannot be characterized as substantial opposition from a significant
portion of the global “charity community”. What that evidence of opposition might do
is to enable IO to have standing to object, but falls short of satisfying the Substantial
opposition test?.

4.3.4. The Targeting Test

90.

91.

Applicant relies on section 3.5.4 of the Guidebook and argues that IO must prove a
“strong association” between the applied-for string and the community he invokes by
relying on statements in the Application, public statements by the Applicant and public
associations between the string and the community*.

Applicant criticizes IO for having failed to take any account of what the Applicant
targets® and points out that in its Application it is targeting a wide variety of users —
“millions of persons and organizations worldwide involved in philanthropy,
humanitarian outreach, and the benevolent care of those in need (relying on the
Declaration of Mr. Jonathan Nevett, the founder and Executive Vice President of
Applicant’s parent company): not a discrete set which would run contrary to its
parent’s internet philosophy?’.

Applicant argues that IO has failed to present evidence that the public strongly
associates the word “charity” with any delineated community — all that IO has done,

9 Thid.
2 Response, p. 10.

% Response, p. 9.
 Applicant Additional Written Statement, p. 5.

% Response, p. 10.
% Applicant Additional Written Statement, p. 4.

%7 Response, pp. 10 - 11.
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according to Applicant, is to ignore the generic nature of the string® and to identify
users who may have an interest in the subject of charity. That, for Applicant, is not
targeting within the meaning of the Guidebook®.

4.3.5. Detriment Test

93.

94.

95.

96.

According to Applicant who relies on section 3.5.4 of the Guidebook, the detriment test
requires an independent objector to prove “likelihood” of “material detriment” which
in turn calls for proof of (i) the nature and extent of potential damage to the
“community” or its reputation from Applicant’s operation of the string; (ii) evidence
that Applicant does not intend to act consistently with the interests of that
“community”; (iii) interference with the core activities of that “community” by
Applicant’s operation of the string; (iv) the extent to which the “community” depends
on the DNS for core activities; and (v) the level of certainty that detrimental outcomes
will occur!®,

Applicant disagrees with IO regarding the need of an objector to provide evidentiary
support for its arguments. Whilst IO argues that the Guidebook does not require such
support (given the prospective nature of the Detriment test — likelihood of detriment -),
Applicant relies upon Implementation Guideline P, Final Report on the Introduction of
New Generic Top-Level Domains, 8 August 2007 where it is stated that “the objector
must provide sufficient evidence to allow the panel to determine that there would be a
likelihood of detriment to the rights or legitimate interests of the community or to users
more widely” adding that IO has relied itself upon those Guidelines (albeit on the
different issue of standing)".

Applicant argues that IO has failed on all points - having raised just one point: namely
that if persons other than recognized charitable organizations can use a “.Charity” TLD,
abuse and harm may potentially occur'®,

Applicant argues that because it has not applied for a community based gTLD is not
proof of harm since the ICANN rules and process permit applications such as the
Application'®,

% Applicant Additional Written Statement, p. 4.

9 Response, page 11.

10 Response, p. 11.
100 Applicant Additional Written Statement, p. 6.
102 Response, p. 12.
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97. Applicant asserts that it shares 10’s desire that the “.Charity” string be used for the
creation of a trusted place of information about charitable activities — hence the
Application’s compliance with the 14 ICANN protections, the additional 8 safeguards
Applicant agrees to put in place!™ and the four further measures Applicant says it will
implement due to the sensitivity of the string following the GAC Beijing Advice'®,
Applicant argues that IO has simply ignored such undertakings'®

98. Applicant criticizes IO’s suggestion of a need for registration eligibility criteria because
IO has failed to specify what such criteria would be'”. Applicant argues further that
the Guidebook does not require the onerous registration restrictions as opposed to
safeguards suggested by 10'® and points out that IO’s reliance on the GAC Beijing
Advice in this regard is misplaced since the ICANN Board is not obliged to accept such
Advice (and indeed has not done so to-date)'®.

99. Applicant adds that IO has failed to make an assessment of the certainty of harm

occurring!?.

100. Finally Applicant argues that the effect of upholding the Application would “eviscerate
free speech and competition” and “subvert ICANN’s goals”"'* and that IO’s arguments
on the Detriment test boil down to a disagreement with Applicant’s “open registry”
approach'?,

103 Response, p. 12.

104 Response, p. 12.

105 Applicant Additional Written Statment, p. 5.
106 Applicant Additional Written Statement, p. 5.
197 Response, p. 12.

18 Applicant Additional Written Statement, p. 7.
109 Applicant Additional Written Statement, p. 7.
10 Response, p. 12.

T Response, p. 13.

112 Applicant Additional Written Statement, p. 6.
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EXPERT PANEL’S DETERMINATION

10’s Independence and Impartiality

Section 3.2.5 of the Guidebook requires that independent objectors “be and remain
independent and unaffiliated with any of the gTLD applicants”. It states further that an
independent objector “does not act on behalf of any particular persons or entities, but acts
solely in the best interests of the public who use the global internet”.

The mere statement by Applicant that IO may have devoted “the bulk” of his objections
to applications (including the Application) filed by Applicant’s parent is not in the view
of the Expert Panel a basis in and of itself to question IO's independence and
impartiality under section 325 of the Guidebook. The question whether those
objections have or lack merit (the latter being according to Applicant an indication of
bias) is, in any event, beyond the remit of this Expert Determination. The Expert Panel
has no evidence before it that gives reason to challenge I0’s confirmation that he is
acting exclusively in the best interests of the public who use the global internet.

The Expert Panel would point out that the present Application has been consolidated
with two other applications (EXP/399/ICANN/16 and EXP/400/ICANN/17) in which 10
has objected to applications made by other applicants that the Applicant. The existence
of these other objections by IO is an indicator that IO is not acting out of any particular
bias or targeting of Applicant.

The Expert Panel rejects, therefore, Applicant’s challenge to I0's Independence and
Impartiality.

IO’s Standing

The “mandate and scope” for independent objectors are set out in section 3.2.5 of the
Guidebook and comprise three elements: (i) “The IO is granted standing to file objections
on thle] enumerated grounds, notwithstanding the regular standing requirements for such
objections ...”; (ii) “The IO may file objections against “highly objectionable” ¢TLD
applications to which no objection has been filed”; and (iii) “the 10 shall not object to an
application unless at least one comment in opposition to the application is made in the public
sphere”.
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Only one of these elements, the first cited above, is described in terms of “standing”.
This is how 10 reads the Guidebook, making no reference to the second element that
the Application is “highly objectionable” and treating the third, at least one publicly
stated opposition to the Application, as a condition to an objection by an independent
objector being admissible. Applicant on the other hands treats all three elements as
going to “standing” but only develops argument on the first, accepting that the third

element has been met and merely citing the second.

Given the phraseology chosen by the authors of the Guidebook, the Expert Panel
prefers I0’s view and considers that there is only one criterion for the standing of an IO
to make a Community Objection: namely that he or she is an independent objector
within the meaning of the Guidebook, as is the case here, to whom the regular standing
requirements for the particular objection do not apply.

The third element is not, strictly speaking, therefore, a requirement of standing, but
operates as a condition of admissibility for any objection by an independent objector. It
is not disputed that the condition is fulfilled in this case.

The drafting of the second element is different from the first (phrased in terms of
standing) and the third (phrased in terms of a negative condition) and uses permissive
language: “may file objections ...". The Guidebook drafters’ decision not to craft this
clement as a standing requirement or negative condition distinguishes it from the first
and third. That choice of different language should be given meaning.

That meaning can be drawn from the purpose behind the introduction of independent
objectors in the new gTLD dispute resolution procedure as stated by ICANN in its
Explanatory Memorandum on the Description of Independent Objector for New gTLD
Dispute Resolution Process dated 18 February 2009'%. The role of independent
objectors is stated to be the answer to the question “what will be done if there is an
application for a highly objectionable name but there are no objections within the
process?”. The Explanatory Memorandum uses various formulations for what is meant
by “highly objectionable” including “clearly objectionable”, “controversial
applications”, “highly controversial strings”, “valid objections” and “strings considered
objectionable across many jurisdictions”. Whilst the formulation varies, therefore, the
purpose is clear: to have a means of dealing with applications which raise issues that

should be determined within the dispute resolution procedure but which, for whatever
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reason, have not attracted an objection by a person satisfying the regular standing

criteria.

That purpose raises the more important question for the Expert Panel as to whether
satisfaction of the “highly objectionable” criterion is an issue for determination in limine,
on the merits or at all. The Explanatory Memorandum is helpful. Tt states: “It is
anticipated that in each instance the Independent Objector would make an independent
assessment as to whether an objection is warranted ... It is anticipated that the Independent
Objector will have the discretion and judgment to only act in clear cases where the grounds for
objection seem strong”. The Expert Panel concludes, therefore, that this second element
of the mandate refers to the discretion given to the independent objector over when to
act and an indicator of how that discretion should be exercised. It is not therefore a
criterion of standing or admissibility of an objection.

The Expert Panel determines, therefore, that IO has standing to make this Objection.

The Community Objection

In order for his Objection to succeed, IO bears the burden of proving that four tests are
met: (a) a Community test, namely that the community invoked by the objector is a
clearly delineated community; (b) a Substantial opposition test, namely that community
opposition to the application is substantial; (c) a Targeting test, namely that there is a
strong association between the community invoked and the applied-for gTLD string;
and (d) a Detriment test, namely that the application creates a likelihood of material
detriment to the rights or legitimate interests of a significant of the community to which
the string may be explicitly or implicitly targeted™.

5.3.1. The Community Test

114.

115.

Pursuant to section 3.5.4 of the Guidebook, IO has the burden of proving to the Expert
Panel that “the community invoked by the objector is a clearly delineated community”.

The “community” in question is the one invoked by the objector — it is not the
community targeted by the string, the applicant or the application.

14 Objection, para. 8.
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The objector in this case is IO. The community invoked by IO is “the charity sector”
comprising all “charitable institutions”.

The question for determination, therefore, is whether 1O has proven to the Expert Panel
that the “charity sector” comprising all “charitable institutions” constitutes a “clearly

delineated community”.

The Guidebook does not provide a definition of “clearly delineated community” but
lists five factors that an Expert Panel may balance when making its determination. That
list is neither exhaustive, conclusive nor imperative. None of the cited factors goes to
the heart of what is a “community” but each assists in identifying a “community” when
it exists: public recognition of the community, level of formal boundaries, length of

existence, global distribution and number of members.

IO and Applicant agree that for a community to exist there must be a degree of
“communality” among the members whether of “interest” or “characteristics” —
although the Parties disagree as to the necessary degree. For IO “commonality of
certain characteristics” is sufficient whereas for Applicant cohesion rather than just a
commonality of interests is required. It seems that the difference is in fact one of degree
rather than substance. The Expert Panel accepts the view in the 2007 ICANN Final
Report that “community should be interpreted broadly and will include, for example,
an economic sector, a cultural community, or a linguistic community”. Whether the
group or sector is sufficient delineated to pass the Community test is casuistic and the
distinction drawn by Applicant between commonality of interest and cohesion is not
particularly helpful.

.10 states that the common characteristics of the members of the “charity sector” include

their charitable aims, often status as not-for-profit institutions, often exemption from
regulatory requirements applicable to for-profit entities and funding through donations
or public money. Given the obviousness of each of these characteristics in the Expert
Panel’s view none requires the support of specific evidence to be found as facts.

The existence in many jurisdictions, such as the UK, of regulators of the charity sector is
an indication that that sector is capable of delineation and is considered publicly to be

different from others.

The public comments made with respect to the Application indicate that publicly the
charity sector is considered to exist separately from other sectors of activity.
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IO accepts that the “charity sector” has no clear geographical boundaries - indeed it is
global — and is not structured in any way. These are factors which may be taken into
account as indices of the absence of a community but are not conclusive.

124. Balancing these various factors and considerations, the Expert Panel finds that the

charity sector, comprising all charitable institutions, constitutes a clearly delineated
community within the meaning of section 3.5.4 of the Guidebook. The “Community
test” has been satisfied by 10.

5.3.2.The Targeting Test

125.

126.

127.

128.

129.

130.

Pursuant to section 3.5.4 of the Guidebook, IO has the burden of proving “a strong
association between the applied-for gTLD string and the community” invoked by the objector.

The “strong association” sometimes referred to as “targeting” that must be shown by 10
to exist therefore is between the applied-for gTLD and the community invoked by IO:
namely, between “.Charity” and the “charity sector”.

The Guidebook does not define “a strong association” or “targeting” but identifies three
sources of evidence that an independent objector may use to show that it exists:
statements in the application, other public statements by the applicant and associations
by the public. Those three factors are neither exhaustive, imperative nor conclusive.

Targeting may be explicit or implicit as explained in Implementation Guideline P of
GNSO'’s Principles, Recommendations and Implementation Guidelines. Whilst that
Implementation Guideline P addresses specifically the Substantial opposition test, its
reference to the possibility of implicit targeting must logically apply equally to the
Targeting test satisfaction of which is a pre-condition to considering whether the

Substantial opposition test is met.

Explicit targeting is where there is a description of the intended use of the applied-for
gTLD in the application; implicit targeting is when the objector makes an assumption of
targeting or that the objector believes there may be confusion by users over the use of
the applied-for gTLD.

IO presents its objection as one of implicit targeting, accepting that the term “charity”
has numerous meanings like other generic terms. IO must satisfy the Expert Panel that
its assumption of targeting or belief that confusion among users may occur is
legitimate.
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131. In the Application, Applicant states that the applied-for gTLD is aimed at “the millions
of persons and organizations worldwide involved in philanthropy, humanitarian
outreach and the benevolent care of those in need”. The Expert Panel finds that within
that statement there is an implicit reference to the “charity sector”, the community
invoked by 10, such that there can be a legitimate assumption on the part of 10 of
targeting.

132.10 relies also on one of the dictionary definitions of the word “charity” as a charitable
institution. The Expert Panel finds that this definition of the word “charity” means that
there would be public association of “.Charity” with the charity sector and therefore
that IO has a legitimate belief that confusion over the use of the applied-for gTLD may

occur.

133. The GAC Beijing Advice provides further evidence that the public would associate
“ Charity” with charitable institutions — the charity sector — given the concern expressed
over the sensitive nature of the applied-for gTLD string precisely because of the
regulated nature of the charity sector and level of implied trust from consumers
invoked by the string. Such concern implies the “strong association” required by the
Targeting test.

134. Applicant’s responses that its target is much broader than charitable institutions and
that the word “charity” is a generic term with many other meanings than charitable
institutions do not detract from the strong association between “.Charity” and the
charity sector or the implicit targeting of “.Charity” to that sector. All that those
responses do is to point out that other associations and other targeting may exist. It is
not however for IO to satisfy the Expert Panel that the strong association or targeting

identified is exclusive.

135. The Expert Panel is therefore satisfied that IO has proven that the Targeting test is
satisfied.

5.3.3. The Substantial Opposition Test

136. Substantial opposition is not defined in the Guidebook other than to indicate that the
opposition is to be to the application (as opposed to the applicant). Instead, section
3.5.4 of the Guidebook provides a list of factors which the Expert Panel may balance to
determine whether substantial opposition to the Application exists. That list is neither

exhaustive, imperative nor conclusive.
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137.10 and Applicant disagree over the meaning of “substantial”. 10 argues that
“substantial” may refer to the number of statements of opposition relative to the
composition of the community and/or to the substantive importance or worth of the
statements of opposition. Applicant considers that the factors listed in section 3.5.4 of
the Guidebook focus on the number of statements of opposition.

138. A review of the factors listed in section 3.5.4 indicates that a mere numerical meaning
for “substantial” would be wrong. Those factors include not only the relative number
of statements of opposition but also the representative nature of those expressing
opposition and the recognized weight or stature of the expressions of opposition.

139. IO relies upon public comments from the Charity Commission for England and Wales,
the National Council for Voluntary Organizations, the Association of Charitable
Foundations, the Australian member of the GAC (in the form of an Early Warning) and
the Office of the Scottish Charitable Regulator (as part of a legal rights objection). The
Charity Commission is the regulator of charities in England and Wales. The
Association of Charitable Foundations represents some 330 charitable trusts and
foundations in England and Wales. The National Council for Voluntary Organizations
represents just under 10,000 voluntary organizations (not all charitable institutions) in
the UK. The Office of the Scottish Charitable Regulator is the regulator of charities in
Scotland. The Australian member of the GAC is a representative of the Australian
government.

140. The Charity Commission for England and Wales, the Office of the Scottish Charitable
Regulator, the Association of Charitable Foundations and the National Council for
Voluntary Organizations state their opposition on the potential harm to the system of
trust on which charities and charitable giving are dependent if the “.Charity” string
were to be run by a for-profit organization — arguing that had the Application been
made as a community-based application their concerns would be assuaged given the
status requirements for a community-based Applicant. Similar concerns are expressed
by the Australian member of the GAC.

141. 1O refers to the other public opposition comments made to ICANN™S, These include
opposition from the Association of Corporate Counsel (“ACC”) which has over 30,000
members (in-house counsel) employed by over 10,000 organizations in more than 75
countries. The Association’s Not-for-profit Organizations Committee offers a collective

voice to over 1,400 in-house counsel practising law in nonprofit institutions across the

115 _h_t;p:[lgtldcomment.icann.org[comments—feedback[applica tioncomment/viewcomments
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globe. In addition to concerns over abuse (for which the ACC proposes two types of
safeguards), the ACC points to the need for protection “given the intimate and obvious
connection between [.Charity] and our members’ organizations that operate in the philanthropy
field”.

142. The Expert Panel would point out that the relative number of statements of opposition
is small. Those statements come from the same or similar common law jurisdictions.
These are two factors that, in the Expert Panel’s view, militate against a finding that
there is substantial opposition.

143. This small number of opposition statements comes from bodies that are representative
of a larger number of members of the charity sector not only in jurisdictions where
regulation of charitable activities is historically strong, developed and well-established
but also in the case of ACC, worldwide. These are factors which militate in favour of a
finding that there is substantial opposition.

144. The fact that the opposition raised by the different statements is substantively similar
does not detract from the number of statements or from their representative nature or

relative importance.

145. On balance, the Expert Panel is satisfied that IO has provided evidence of substantial
opposition to the Application such that the Substantial opposition test is met.

5.3.4. The Detriment Test

146. Pursuant to section 3.5.4 of the Guidebook it is for 1O to prove that the Application (or
rather use of the applied-for gTLD as contemplated by the Application) creates a
likelihood of material detriment to the rights or legitimate interests of a significant
portion of the community to which the string may be explicitly or implicitly targeted.

147. The test requires evidence of a likelihood of material detriment and not evidence of
actual detriment — which would be impossible given the prospective nature of the
objection process.

148. Evidence of a likelihood of something happening — cause and effect occurring in the
future — is inherently difficult. It is no doubt for this reason that the Guidebook focuses
on a variety of factors (none of which is imperative or conclusive) that IO may prove to
lead to the conclusion that material detriment is likely. These factors include the
dependence of the community on the DNS for its core activities, the intended use of the
gTLD as stated in the Application, the importance of the rights and interests exposed
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for the community and the public, and whether the Applicant intends acting in
accordance with those rights and interests.

The various public statements of opposition to the Application are all premised on the
importance of the global internet as a means of recognition and fund-raising for the
charity sector. It is therefore generally accepted that the DNS is important for a core
activity of the community.

Those public statements of opposition all focus on the need clearly to distinguish
charitable organizations from for-profit enterprises in particular in public giving and
fund-raising activities. They point out the absence of any limitation in the Application
of the “.Charity” string to not-for-profit or charitable organizations — the stated purpose
of the Applicant in the Application being to the contrary. This concern is the origin of
the suggestion in many of the public statements of opposition that the “.Charity” string
should be treated only as a community-based gTLD.

The public statements of opposition identify the rights and interests of the community
and the public that are exposed to harm if the Application were to proceed as the need
of the charity sector for public funding to finance its activities; the trust and confidence
of the public in the charity sector that donations will be used for the stated charitable
ends. They point out that those rights and interests are protected outside the internet
by public regulation of recourse to public giving for charitable purposes. They and 10
emphasize the need for strict registration eligibility criteria limited to persons regulated
as charitable bodies or their equivalent depending upon domestic law.

The Expert Panel is of the view that these public statements of opposition that are
echoed by IO cannot be ignored as they point to an important characteristic of the
targeted community (including its existence and its activities) that would be harmed if
access to the “.Charity” string were not restricted to persons (whether incorporated
entities, unincorporated associations or entities, foundations or trusts) which can
establish that they are a charity or a not-for-profit enterprise with charitable purposes.

The Application expressly avoids such a limitation and therefore the protection that the
Expert Panel considers should exist stating “we believe attempts to limit abuse by limiting
registrant eligibility is unnecessarily restrictive and harms users by denying access to many
legitimate registrants. Restrictions on second level domain eligibility would prevent law-
abiding individuals and organizations from participating in a space to which they are
legitimately connected, and would inhibit the sort of positive innovation we intend to see in this
TLD".
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Applicant emphasizes the Application’s compliance with the 14 ICANN protections,
the additional 8 safeguards Applicant agrees to put in place and the 4 further measures
that Applicant says it will implement following the GAC Beijing Advice. Those
protections, safeguards and measures focus on avoiding and eradicating abuse. They
do not therefore respond to the rights and interests of the charity sector community
since abuse is not, ex hypothesi, defined in the Application in terms of those rights and
interests. There is nothing in the Application, therefore, to indicate that Applicant will
act in accordance with the rights and interests of the community.

Whilst the Expert Panel acknowledges the value of Applicant’s (and its parent’s)
vocation for freedom of speech and competition throughout the internet, those general
aims are not factors to be taken into account when assessing an objection (which focuses
on the four tests that the objector must satisfy for its objection to succeed).

In view of the foregoing, the Expert Panel is satisfied that there is a likelihood of
material detriment to the charity sector community were the Application to proceed
such that the Detriment test is satisfied.

5.3.5.Conclusion

157.

5.4.

158.

159.

160.

Having reviewed the Parties’ submissions and supporting evidence and for the
foregoing reasons, the Expert Panel upholds I0’s Community Objection against the
Application.

Costs of the Expert Determination
Article 14(e) of the Procedure provides which of the Parties shall bear the Costs.
The Objection has been upheld.

In accordance with Article 14(e) of the Procedure, the advance payment on Costs made
by 10 is therefore to be reimbursed.
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5.5. Expert Panel’s Determination

161. In light of the above and in accordance with Art. 21(d) of the Procedure, the Panel
hereby renders the following Expert Determination:

i.  The Objection is upheld and therefore the Independent Objector is the prevailing
party.

i. The Independent Objector is thus entitled to a refund of the advance payment of
Costs by the Centre pursuant to Article 14(e) of the Procedure.

Done in Paris.

9 January 2014

UA

Mr. Tim Portwood
Expert Panel
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ICANN:

Attached please find the Public Interest Commitments (PICs) by the following
applicants, subsidiaries of Donuts. We support the PIC process as a manageable and
voluntary vehicle to make commitments in our applications binding, per the request
of the ICANN Government Advisory Committee (GAC). These PICs do not conflict
with the content of our applications.

With regard to #1 in the draft PIC Specification 11, it should be amended as redlined
below to remove the open-ended right of the ICANN Board to approve a new form of
the Registrar Accreditation Agreement at any point in the next 10 years with or
without support of the other party to the agreement, and prohibiting us from
providing registration services through any registrar that does not sign such
agreement. As detailed in public comments, that is an over-reach and is not
consistent with the multi-stakeholder model. With that said, we do not object to
working with only those registrars that sign the 2013 RAA within a reasonable time
period after it is approved by the ICANN Board, if it is in a form reasonably
acceptable to the Registrar Stakeholder Group. We understand that the parties are
close to achieving an approved agreement and we encourage them to do so
forthwith.

We also provide these PICs cognizant that ICANN has not yet proposed any details of
the PIC Dispute Resolution Policy (PICDRP) that would govern the enforcement of the
PICs. We provide our PICs with the understanding that ICANN will provide an
acceptable PICDRP.

Finally, we would like to reserve the right to supplement these PICs with additional
commitments based on GAC and community feedback.

Jonathon Nevett
Co-Founder & EVP, Donuts Inc.

Applicant Name Application No. TLD Applicant Name Application No. TLD
Knob Town, LLC 1-1340-40734 accountants Binky Frostbite, LLC 1-1412-63109 creditcard
Spring Frostbite, LLC 1-1342-7920 architect Tin Birch, LLC 1-1421-91857 dental
Victor North, LLC 1-1348-99321 attorney Outer Lake, LLC  1-1422-97537 dentist
Holly Castle, LLC  1-1349-23181 audio Brice Trail, LLC  1-1430-52453 doctor
Double Bloom, LLC  1-1361-60591 book Outer Avenue, LLC  1-1452-20905 film
Corn Lake, LLC  1-1384-49318 charity Cotton Cypress, LLC  1-1454-18725 finance
Black Corner, LLC 1-1390-429 claims Over Keep, LLC 1-1465-93738 free
Goose Park, LLC 1-1392-58392 clinic John Castle, LLC 1-1467-34522 fund
Trixy Canyon, LLC 1-1411-59458 cpa Foggy Beach, LLC 1-1470-40168 games

Snow Shadow, LLC  1-1410-93823 credit Pioneer Tigers, LLC 1-1481-2922 gratis



Goose Fest, LLC
Silver Glen, LLC
Ruby Pike, LLC
Auburn Park, LLC
Pioneer Willow, LLC
Holly Glen, LLC
Goose Gardens, LLC
Corn Dynamite, LLC
Atomic Station, LLC
Blue Falls, LLC

1-1489-82287
1-1492-32589
1-1505-15195
1-1512-20834
1-1516-617

1-1521-75718
1-1522-61364
1-1523-55821
1-1531-96078
1-1536-79233

health
healthcare
hospital
insurance
insure
investments
juegos

law

lawyer

legal

June Woods, LLC
Steel Hill, LLC
Outer Gardens, LLC
New Frostbite, LLC
Victor Cross, LLC
Over Birch, LLC
Tin Avenue, LLC
Storm Orchard, LLC
Lone Tigers, LLC

1-1544-18264
1-1561-23663
1-1564-75367
1-1570-42842
1-1571-12951
1-1621-97265
1-1569-96051
1-1562-9879

1-1480-90854

loans
medical
mortgage
movie
music
software
surgery
tax

video



SPECIFICATION 11
PUBLIC INTEREST COMMITMENTS

1. Registry Operator will use only ICANN accredited registrars that are party to the Registrar
Accreditation Agreement approved by the ICANN Board of Directors on ,2013.
an N n A adi 1 ard of Dire

website.

2. O Registry Operator will operate the registry for the TLD in compliance with all
commitments, statements of intent and business plans stated in the following sections of Registry
Operator’s application to ICANN for the TLD, which commitments, statements of intent and business
plans are hereby incorporated by reference into this Agreement. Registry Operator’s obligations
pursuant to this paragraph shall be enforceable by ICANN and through the Public Interest
Commitment Dispute Resolution Process established by ICANN ((posted at [url to be inserted when
final procedure is adopted]), as it may be amended by ICANN from time to time, the “PICDRP”).
Registry Operator shall comply with the PICDRP. Registry Operator agrees to implement and adhere
to any remedies ICANN imposes (which may include any reasonable remedy, including for the
avoidance of doubt, the termination of the Registry Agreement pursuant to Section 4.3(e) of the
Registry Agreement) following a determination by any PICDRP panel and to be bound by any such
determination.

N/A

3. Registry Operator agrees to perform the following specific public interest commitments,
which commitments shall be enforceable by ICANN and through the PICDRP. Registry Operator shall
comply with the PICDRP. Registry Operator agrees to implement and adhere to any remedies ICANN
imposes (which may include any reasonable remedy, including for the avoidance of doubt, the
termination of the Registry Agreement pursuant to Section 4.3(e) of the Registry Agreement)
following a determination by any PICDRP panel and to be bound by any such determination.

Registry Operator agrees to the following Public Interest Commitments (PICs), which shall apply to this gTLD

1. Open registration

Second-level registrations in this gTLD will be open and available to lawful registrants. This gTLD represents a
generic or dictionary term, and registry operator accordingly will operate it in an inclusive manner. Registry
Operator will not limit registrant eligibility based on identity nor restrict availability of second-level names to
only registrants whose identity is associated only with the most common usage of the term. Registry Operator
will not disenfranchise lawful users who are associated with a minority usage of the term.

2. Geographic name protection

Pursuant to Specification 5 of this Registry Agreement, Registry Operator will transmit to registrars the list of
geographic names prohibited from second-level registration. Registry Operator will periodically review this list
to ensure it is identical to that maintained by ICANN. Should Registry Operator seek to release these reserved
names, it will consult with ICANN’s Governmental Advisory Committee and obtain any permissions necessary
from ICANN for such release.

3. Rights Protection Mechanisms and Abuse Mitigation

A. Registry Operator commits to implementing and performing the following protections for this
gTLD:
3.1 In order to help registrars and registrants identify inaccurate data in the Whois database,

Registry Operator will audit Whois data for accuracy on a statistically significant basis.



3.2

3.3

3.4

3.5
3.6
3.7

3.8

B.

Work with registrars and registrants to remediate inaccurate Whois data to help ensure a
more accurate Whois database. Registry Operator reserves the right to cancel a domain name
registration on the basis of inaccurate data, if necessary.

Establish and maintain a Domains Protected Marks List (DPML), a trademark protection
service that allows rights holders to reserve registration of exact match trademark terms and
terms that contain their trademarks across all gTLDs administered by Registry Operator
under certain terms and conditions.

At no cost to trademark holders, establish and maintain a Claims Plus service, which is a
notice protection mechanism that begins at the end of ICANN’s mandated Trademark Claims
period.

Bind registrants to terms of use that define and prohibit illegal or abusive activity.

Limit the use of proxy and privacy registration services in cases of malfeasance.

Consistent with the terms of this Registry Agreement, reserve the right to exclude from
distribution any registrars with a history of non-compliance with the terms of the Registrar
Accreditation Agreement.

Registry Operator will be properly resourced to perform these protections.

Registry Operator also commits to the following protections for this gTLD:

1. Supplement the periodic audit of Whois data by more extensively reviewing and verifying data accuracy,
and work to remediate inaccuracies.

2. Regularly monitor registered domain names for pharming, phishing, spam, botnets, copyright infringement,
and other forms of abuse, and work to remediate any such activity. Registry Operator reserves the right to
cancel registrations on the basis of abusive behavior, if necessary.

3. Require that registrars maintain a continually available point of contact capable of addressing problems
involving abusive activity, and that registrars maintain the capability to remediate abuse or cancel a
registration promptly, if necessary.

4. Anti-Abuse Policy

4.1

4.2

4.3

4.4

Registry Operator’s Anti-Abuse Policy will be required under the Registry-Registrar
Agreement and posted on the registry operator’s web site.

Registry Operator will monitor the gTLD for abusive behavior and address it as soon as
possible if detected.

Registry Operator reserves the right, at its sole discretion and at any time and without
limitation, to deny, suspend, cancel, or transfer any registration or transaction, or place any
domain name(s) on registry lock, hold, or similar status as it determines necessary for any of
the following reasons:

4.3.1 to protect the integrity and stability of the registry;

4.3.2 to comply with any applicable laws, government rules or requirements,
requests of law enforcement, or any dispute resolution process;

4.3.3 to comply with the terms of this Registry Agreement and the Registry
Operator’s Anti-Abuse Policy;

4.3.4 registrant fails to keep Whois information accurate and up-to-date;

4.3.5 domain name use violates the Registry Operator’s acceptable use policies, or a
third party's rights or acceptable use policies, including but not limited to the
infringement of any copyright or trademark; or

4.3.6 as needed during resolution of a dispute.

Abuse Point of Contact. Registry Operator will provide an abuse point of contact (APOC). This
contact will be a role-based e-mail address posted on the Registry Operator’s web site in the
form such as “abuse123@registry.tld”. This e-mail address will allow multiple staff members
to monitor and address abuse reports. Registry Operator will further provide a convenient
web form for complaints.




These PICs shall be subject to review by Registry Operator starting in January 2016, and Registry Operator, in its
sole discretion, may elect at that time to modify or discontinue any of the PICs herein in the case of a substantial
and compelling business need.
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ICANN

New gTLD Application Submitted to ICANN by: Spring Registry
Limited

String: charity
Originally Posted: 13 June 2012

Application ID: 1-1241-87032

Applicant Information

1. Full legal name

Spring Registry Limited

2. Address of the principal place of business

Contact
Information
Redacted

3. Phone number

Contact Information
Redacted

4. Fax number

Contact Information
Redacted
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5. If applicable, website or URL

Primary Contact

6(a). Name

Mr. Geir Andreas Rasmussen

6(b). Title

Chief Executive Officer - Famous Four Media Limited

6(c). Address

6(d). Phone Number

Contact Information
Redacted

6(e). Fax Number

Contact Information Redacted

6(f). Email Address

Contact Information Redacted

Secondary Contact

7(a). Name

Mr. Brian Winterfeldt
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7(b). Title

Partner - Steptoe & Johnson LLP

7(c). Address

7(d). Phone Number

Contact Information Redacted

7(e). Fax Number

Contact Information Redacted

7(f). Email Address

Contact Information Redacted

Proof of Legal Establishment

8(a). Legal form of the Applicant

Limited Liability Company

8(b). State the specific national or other jursidiction that defines the type of entity
identified in 8(a).

Incorporated under the Gibraltar Companies Act 1930

8(c). Attach evidence of the applicant's establishment.

Attachments are not displayed on this form.

9(a). If applying company is publicly traded, provide the exchange and symbol.
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9(b). If the applying entity is a subsidiary, provide the parent company.

Domain Venture Partners PCC Limited

9(c). If the applying entity is a joint venture, list all joint venture partners.

Applicant Background

11(a). Name(s) and position(s) of all directors

||Domain Management Limited |[Director ||

11(b). Name(s) and position(s) of all officers and partners

|Charles Ashley Richard Melvin ||Chief Operating Officer |
[lain Simon Roache |[Chief Executive Officer |
[Timothy James Ireton |[Chief Financial Officer |

11(c). Name(s) and position(s) of all shareholders holding at least 15% of shares

||Domain Venture Partners PCC Limited |[Not applicable ||

11(d). For an applying entity that does not have directors, officers, partners, or
shareholders: Name(s) and position(s) of all individuals having legal or executive
responsibility

Applied-for gTLD string

13. Provide the applied-for gTLD string. If an IDN, provide the U-label.

charity
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14(a). If an IDN, provide the A-label (beginning with "xn--").

14(b). If an IDN, provide the meaning or restatement of the string in English, that is, a
description of the literal meaning of the string in the opinion of the applicant.

14(c). If an IDN, provide the language of the label (in English).

14(c). If an IDN, provide the language of the label (as referenced by ISO-639-1).

14(d). If an IDN, provide the script of the label (in English).

14(d). If an IDN, provide the script of the label (as referenced by ISO 15924).

14(e). If an IDN, list all code points contained in the U-label according to Unicode
form.

15(a). If an IDN, Attach IDN Tables for the proposed registry.

Attachments are not displayed on thisform.

15(b). Describe the process used for development of the IDN tables submitted,
including consultations and sources used.

15(c). List any variant strings to the applied-for gTLD string according to the relevant
IDN tables.

16. Describe the applicant's efforts to ensure that there are no known operational or
rendering problems concerning the applied-for gTLD string. If such issues are
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known, describe steps that will be taken to mitigate these issues in software and
other applications.

Q16
The Applicant has taken steps to ensure that there are no known operational or rendering problems concerning the applied-for gTLD string (the
“String”). The following has been undertaken:

a)The TLD label isvalid as specified in relevant technical standards, including: Domain Names: Implementation and Specification (RFC 1035), and
Clarifications to the DNS Specification (RFC 2181) and any updates thereto;

b)The TLD label, which is 7 characterslong, is well short of the 63 character maximum length;

c) The TLD label isavalid host name, as specified IN: DOD Internet Host Table Specification (RFC 952), Requirements for Internet Hosts —
Application and Support (RFC1123), and Application Techniques for Checking and Transformation of Names (RFC 3696), | nternationalized
Domain Namesin Applications (IDNA)(RFCs 5890-5894), and any updates thereto;

d)The TLD label consists entirely of letters (a-z)

The Applicant has evaluated the risks of the TLD experiencing TLD Acceptance issues similar to problems reported in the * Evaluation of the New

TLDs: Policy and Legal Issues’ (31-08-2004) which discussed acceptance issues associated with the year 2000 round of new gTLDs with more
than three characters (i.e.,.aero,.coop,.info, .museum, name). At that time, only one gTLD, .arpa, which is not widely used outside of limited
circles—had four |etters. As aresult, the new ?TL Ds had compatibility problems with the software used by Internet infrastructure operators and
application providers. Some users have recently been reporting issues with the use of .xxx names in applications such as Twitter and Skype where
domain names entered from that TLD are not instantly recognized with a hyperlink as more established gTLDs are.

The Applicant’ s registry backend services provider, Neustar Inc tested the String for potential rendering or operational problems; none were found.

Asthe String isnot an IDN it does not contain characters that require mixed right-to-left or left-to-right functions. The applicant has familiarized
{/tvsell( f with the requirements and components of the IDNA protocol by reviewing the RFCs and background information found on the ICANN IDN
iki.

The Applicant tested the String using the ICANN SWORD String Similarity Assessment Tool algorithm. The result of thistest is 53. The Applicant
considers this to be below the level where issues might occur. Should Registrants experience any acceptance issues the Applicant will have a
dedicated Operational and Rendering Team (“ORT”) on an on-going basis to assist with operational, rendering issues or any other problems that
might arise. The ORT will bein place to assist Registrants with any additional problems that may arise out of new TLD that other applicants may be
aNgrded during this process which could lead to unforeseen string confusion now and in the future.

_en -

17. (OPTIONAL) Provide a representation of the label according to the International
Phonetic Alphabet (http://www.langsci.ucl.ac.uk/ipa/).

Mission/Purpose

18(a). Describe the mission/purpose of your proposed gTLD.

Q18A

Mission and Purpose of .charity?

The Applicant’s mission and purpose is to create an environment where individuals and companies can interact and express themselvesin ways
never before seen on the Internet, in a more targeted, secure and stable environment. Its aim isto become the premier online destination for such
creators and their wide range of users. The Applicant will create an Internet space whose central function isto provide a platform for cresti n%,
producing and disseminating informative, creative and innovative content that is easily recognizable as pertaining to its stakeholder group. The
Applicant is acutely aware of the importance of ICANN’s mission in coordinating the global Internet’s systems of unique identifiers and ensuring
their secure and stable operation. The Applicant’s core focusisto create a secure, sustainable, and specialized gTLD, thus supporting ICANN'’s
primary goals for this program in promoting consumer trust, consumer choice, competition and innovation.

Why .charity?

Charitable giving and deeds endorse and reinforce perhaps some of the most admirable human qualities. Giving to those less fortunate is a notion
which pervades moral codes across religions and societies throughout the world. The dawn and development of the internet has brought with it the
possibility of learning about misfortunes and injustices across the world and provided many with the potential of acting on their humanitarian
Instincts where otherwise they could not have.

However, access to the countless benefits and opportunities which the internet offers can often be hindered when navigating the ever-expanding sea
of irrelevant and sometimes malicious content which also exists, and thisis as true of online charitable services as anything el se.
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Thus, the aim of ‘.charity’ isto create ablank canvas for online charity services set within a secure environment. The Applicant will achieve this by
creating a consolidated, versatile and dedicated space to access charity information and donation services. As the new space is dedicated to those
within this affinity group the Applicant will ensure that consumer trust is promoted. Consequently consumer choice will be augmented as there will
be aready marketplace specifically for charity-based enterprises to provide their goods and services. All stakeholders within the sector will be able
to sample reactions to new ideas, or gather thoughts on the improvements of established ones. Thiswill drive innovation and competition, as new
channels will be available which are not yet fulfilled by current market offerings, compelling registrants to seek new and varied ways to separate
themselves from the competition.

How will .charity take shape?

The Applicant believes that the success of the gTLD will be determined largely by the sector’ s key global stakeholders. These stakeholders will be
interested in registering adomain and additionally be motivated to protect their sector from detrimental practices. The Applicant believes that
stakehol ders should have the opportunity to influence the gTLD and the way it is governed. Accordingly, the Applicant is establishing a
Governance Council (“GC"), consisting of key stakeholders that will serve as an advisory body.

Why Applicant?

The Applicant has substantial combined experience amongst its team in managing global businesses from afinancial, legal and operational

perspective and an exceptionally strong financial position. The Applicant’s Team has previous experience with the entire gTLD life-cycle

significantly lowering any launch and ongoing operational risks associated with this apf)llcatl on. The Applicant has engaged a world-class Registry

services provider to manage the technical infrastructure of the .charity gTLD. The Applicant is further advised by the leading sector expertsin all

:)(t:r)a\erN%eas required to ensure aresponsible and successful launch and ongoing management of the gTLD to the benefit of all stakeholdersin the
community.

Information for future studies and reviews

The Applicant recognizes the connection of the new gTLD application to the Affirmation of Commitments f(“AoC"). To gauge the success of the
new gTLD program, the Applicant recognizes that an AoC Review Team will be formed one year after the first del e(?ation. To prepare for this, the
ICANN Board resolved the creation of a Warking Group to formulate definitions of competition, consumer trust and consumer choice and possible
metrics for the future AoC team to consider initsgTLD review. The Applicant understands this effort has not been adopted by the ICANN Board,
but many of the proposed metrics may be used to gauge the Applicant’s gTLD effectiveness and the gTLD program. The Applicant intends to track

costs and benefit metrics to inform future studies and reviews. Proposed definitions are;

- Consumer Trust is defined as the confidence registrants and users have in the consistency of name resolution and the de?ree of confidence

ampngalr?gistrants and usersthat a TLD Registry operator is fulfilling its proposed purpose and is complying with ICANN poalicies and applicable
national laws.

- Consumer Choice is defined as the range of options available to registrants and users for domain scripts and languages, and for TLDs that offer
choices asto the pr%lposed urpose and integrity of their domain name registrants.

- Competition is defined as the quantity, diversity, and the potential for market rivalry of TLDs, TLD Registry operators, and Registrars.

Promoting Competition

Given the proposed definition for competition, the Applicant will attain this by contributing to the quantity and diversity within the Registry
Operator space. The Applicant is a new entrant enhancing competition among the providers. The Applicant will promote competition for
Registrants by amongst other things:

- Building a healthy growth trend of domain registrations

- Measure migration of content from other TLDs

- Maintain competitive pricing of domains

Promoting consumer trust

.charity will be developed with consumer trust and satisfaction in mind. After 2 years of operations, the Applicant will conduct a survey to measure
consumer trust and consumer satisfaction. Thiswill be used to improve the service. The Applicant will among other things measure the following:
- Service Availability of Critical Registry Systems

- Abuse and Takedown incidents

- Rights protection incidents

- WHOIS data accuracy

Promoting consumer choice

The Applicant intends to promote consumer choice by achieving the following:

- Display of registration requirements and restrictions in the gTLD

- ngl’ﬂy available and geographically diverse Registrar channel

- Effective sunrise and trademark services

Domain names will be available globally, although the Q(Fpl icant’s initial marketing efforts will be predominately directed to potential Registrants

repre;egeqnted by the six (6) officia languages of the United Nations (“UN Languages’), Arabic, Chinese (Mandarin), English, French, Russian and
ani

After thé.initial 2 yearsitisthe Applicant’s aim that: . . _
- Registrants globally should have access to Registrar services for the é;TLD in at least the six UN Languages
- ThedTLD isoffered by Registrars covering at |east 40 Countries and territories globally

Information on the effectiveness of safeguards

The Applicant takes rights protection and abuse prevention and mitigation very seriously and has developed policies accordingly. Amongst others,
the Appl icant will collect and evaluate data regarding:

- Effectiveness of the Sunrise processin limiting abusive registration practices

- Effectiveness of the additional Abuse Prevention and Mitigation ("APM")and Rights Protection Mechanisms ("RPM")in limiting abusive
registration practices

- g Effectiveness of the mandatory APMs and RPMs

-en -

18(b). How do you expect that your proposed gTLD will benefit registrants, Internet
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users, and others?

Q18b
How do you expect that your proposed gTLD will benefit Registrants, Internet users, and others?

The Applicant’s primary intention is to provide afavorable ecosystem for the growth and evolution of the sector. The key to achieving thisaim are
significant provisions for brand integrity and protection of intellectual property. The Applicant intends to push the boundaries of what can be done
through innovative design of the new top level domain, including technologies that capitalize on the sector’s needs. A close relationship with the
sector’s stakeholdersis essential to this purpose, and will enable .charity to grow in response to both Registrant and user needs. The gTLD also
contains significant opportunities as a next generation organizational scheme for online content, including provisions for abuse prevention to defend

users eg)al nst malicious re?|stra¢|o_ns The gTLD has been meticulously designed by ateam of industry leaders from an array of different fields. This

has enabled the creation of an airtight financial strategy, an inspired technological development plan aswell as a close and dynamic relationship
with the sector community - al critical needs on the path to the enduring success of the gTLD.

18(b)(i) What isthe goal of your proposed gTLD in terms of areas of specialty, service levels, or reputation?

Specialty

The Applicant’s key specialty goal isto enable a secure and stable gTL D dedicated to providing global Internet users with atargeted space for.
subject matter of interest. This ?TLD will serve as a home for both Registrants and end-users who feel an affinity with this sector and Its associated
content. Consequently they will prefer to register domain names, create and post content and seek information in a highly targeted manner.

Allowing users the ability to create a targeted, unique space within the new gTLD will enable them to customize their online offering and presence.
The .charity gTLD will by itself clearly signal the nature and purpose of such websites to Internet users.

The applicant intends to actively promote gTLD specific vertical searching in the gTLD for the benefit of Registrants, end-users and other
stakeholders. This specialization through Vertical Search will also benefit Internet users seeking authentic online information and products or
services as they will no longer have to wade through content completely unrelated to their desired results.

AsthegTLD is sector specific it will provide a better context for second level strings allowing for a much higher number of relevant and more
conscise domains. This more targeted environment will simplify the user experience across multiple platforms specifically with smartphones and
tablets where minimal input is favoured.

Service Levels

The goal of the gTLD Registry isto offer domain name registration services of the highest level, exceeding both ICANN requirements and current

sector norms. To achieve these goals, the Applicant has contracted with well established, proven service providers offering the highest possible

Ibevel of quality Isrtl,d Registry and Registrar services. The expertise of the service providers will ensure that the security and quality of the gTLD will
e uncompromised.

The Applicant will further provide the highest level of service to trademark, legal rights owners and second-level domain owners. To achieve this
goal the Applicant will be implementing a range of Abuse Prevention and Mitigation policies and procedures. The Applicantisalso firmly
committed to the protection of Intellectual Property rights and will implement all the mandatory Rights Protection Mechanisms (RPMs) contained
in the Applicant Guidebook. Aswell as these The Applicant will further protect the rights of others through the implementation of additional RPMs.
The RSP's experience will ensure that the gTLD provides this high level of service to trademark and other legal rights owners to combat abusive
and malicious activity within the gTLD.

The Registry will respond to abuse or malicious conduct complaints on a 24/7/365 basis, respond to requests from governmental and quasi-
governmental agencies and law enforcement in atimely manner, and promptly abide by decisions and judgments of UDRP and URS panels, in
accordance with ICANN consensus policies.

The Applicant will aso provide fast and responsive (24/7/365) customer support to both Registrars and end-users in a number of languages to assist
with general enquiries aswell as complaints of abusive or malicious conduct.

Service Levels related to Registry Backend Services

The Applicant will work with Neustar Inc. (hereinafter “RSP") whose extensive experience spans more than a decade. This will ensure delivery of
the protected, trusted, and permanently-running Registry infrastructure necessary to reliably host and operate agTLD. The Applicant will aso work
with its Registrars to ensure that consumers receive secure, fast, and reliable domain name registration services with a high-level of customer
service.

The global DNS network that will be utilised for the resolution of domainsin thisgTLD has already been operating for over 10 years. It currently
delivers DNS resolution for several TLD customers and provides low latency query responses with a 100% DNS uptime service level agreement.

The Applicant will further leverage the RSP's existing DNSSEC infrastructure, capabilities, and experience to provide a robust and standards
compliant implementation that ensures DNSSEC services are always available as part of the DNS.

The Shared Registry System (“ SRS”) to be used for the Applicant’s gTLD is a production-proven, standards-based, highly reliable and high-
performance domain name registration and management system that has been designed to operate at the highest performance levels. The Applicant’s

RSP has been able to meet or exceed their SLA requirements nearly every month since it's inception. Their Registry has achieved a 99.997%
success rate in meeting SLAs since 2004.

The Applicant’s RSP has extensive ex(;:;eri ence providing ICANN and RFC-compliant WHOIS services for each of the gTLDs that it operates as a
Registry Operator for both gTLDs and ccTLDs. The RSP's thick WHOIS solution is production proven, highly flexible, and scalable with atrack
record of 100% availability over the past 10 years.

The Applicant will comply with all the data escrow requirements documented in the Registry Data Escrow (“RyDE") Specification of the Registry
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Agreement and has a contract in place with Iron Mountain Intellectual Property Management, Inc. (“IM”) for RyDE Services. The Applicant and its
RSP will in conjunction with Iron Mountain work to ensure that the escrow deposit process is compliant 100% of the time.

Reputation

The Applicant will ensure that the Registry enjoys an excellent reputation through its core focus on creating a secure, sustainable, and specialized
gTLD, thus supporting ICANN’s primary goals for the new gTLD program in promoting consumer trust, consumer choice, competition and
Innovation.

The Applicant will strive to become a reputable and successful new gTLD by providing secure, fast and reliable customer service throughout the
registration life cycle of all domainsin thegTLD.

The Applicant will endeavour to ensure that only non-fraudulent Registrants have domain namesin the gTLD viaa WHOIS that is searchable, thick
and reliable and by being highly responsive to complaints from | rights owners. The Applicant will further implement an industry leading range
of Abuse Prevention and Mitigation policies and procedures as well as RPMs.

The Applicant will provide the financial and operational stability to protect Registrants and ensure the reputation of the Registry. The Applicant has
estimated the maximum costs of the critical functions for athree year period by taking the Iaira%]e_st single year cost estimate (year 5) and multiplying
thisby 3. If the calculation used alower figure the costs estimate would not be at the potential highest amount during the 5 years and the COI
instrument would be too small in order to fund the costs of the 5 critical functionsfor at least 3 years.

The Applicant has decided to commit to providing the highest level of protection to Registrants and Stakeholders by providing ICANN with a COI
for the maximum amount as recommended by ICANN in its COl Guidance. This ensures the Registry is reputable, remains conservative and
mirrors ICANN’s core objectives. In aworst case scenario where the Applicant will not receive any revenue Registrants will be protected not only
by the COI, but also by the fact that the Applicant has enough capital to operate for over 3 years.

Question 18(b)(ii) What do you anticipate your proposed gTLD will add to the current space, in terms of competition, differentiation, or innovation?

It is expected that .charity will provide si%nificant competition for existing and forthcoming gTLDs. The .charity gTLD will provide a blank canvas
of second level domains that will inevitably lead to increased consumer choice and significant innovation from the sector. It will allow Registrants
to seek new and varied ways to separate themsel ves from the competition.

Competition

The Applicant will enhance competition by allowing new Registrants to create new online products and services serving the global marketplace and
connecting geographically diverse Registrants and users with a common affinity for the specialized subject matter exemplified by the new gTLD.
The new gTLD process and itsresulting gTLDs are Iikeli{lto incentivize top-level domains to improve the security and quality of their online
products and services as well as introducing new ones. Thus, thisgTLD will benefit consumers by increasing the likelihood of new innovative
online products and services.The addition of anew gTLD such as .charity will aso increase competition between existing registries.

The Applicant will promote competition to the benefit of the Registrants by amongst other things:

- Building a healthy growth trend of domain registrations to validate the specialty space
- Promote the migration of sector relevant content from other TLDs
- Maintaining competitive pricing of domains

Differentiation

Currently, thereisno %TLD available on the Internet that signifies the specialized products, services, and subject matter encompassed by thisgTLD.
The gTLD string itself will give aclear indication to website visitors that the site has content relevant to the sector. This will result in the gTLD
becoming globally recognizable and viewed as a trusted source of goods, services and information.

Innovation
The gTLD will demonstrate innovation through cutting edge RPMs.

Firstly the Applicant considers the Protection of Intergovernmental Organization ("IGO") names to be very important. The Applicant will use
strings registered as second level domainsin the .int gTLD asthe basis for this protection. To register in the .int domain, the Registrants must be an
IGO that meets the requirements found in RFC 1591. The Applicant will reserve these strings and only allow for their future release if an 1GO on
the “reserve list” wishes to make use of the protected string in the gTLD and provides the Applicant with sufficient documentation.

Secondly, the Applicant will require that Registrants agree to the Registry’s “ Abuse and Rights Protection” Terms and Conditions as part of the
registration process for the second-level domain, which includes displaying the APM Seal on the homeFage. The APM Seal will provide users and
legal rights holders with adirect link to an Abuse Prevention and Mitigation Report Website which will provide instructions on how to report
abusive conduct to the Registry and law enforcement.

Finally if aRegistrant during sunrise and landrush applies to register adomain name identical to a capital city name of a country or territory listed in
the 1SO 3166-1 standard it will receive a Capital City Claims (*CCC") notification stating this. Subsequently they will have to reply
unconditionally agreeing to comply with requirements to protect the reputation of the capital city and any further terms.

These functions will enhance Internet stability, security and will demonstrate to Registrars, Registrants, and end-users of the Registry that abusive
or malicious conduct will not be tolerated. They will further contribute significantly to the integrity of the gTLD enabling an environment where
stakeholders can innovate with confidence.

Question 18(b)(iii) What goals does your proposed gTLD have in terms of user experience?

The Applicant’s fgoalsfor the new gTLD are to provide atrusted, secure, and user friendly environment whereby domain names and content relating
to its specific affinity group can flourish.
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The Applicant believes that the success of the fgiTL D will be determined by the sector’s key stakeholders globally. The Applicant believes that
stakehol ders should have the opportunity to influence the gTLD and the way it is governed. Accordingly, the Applicant is establishing a
Governance Council (“GC"), to serve as an advisory body.

.charity will be developed with consumer trust, choice and satisfaction in mind and after the initial 2 years, the Applicant will conduct a survey to
analyse the gTLD's success in these areas to help further improve the user experience.

To ensure ahigh level of service the Applicant will further measure:

Service Availability Targets for the Critical Registry Functions
The number of abuse incidents and takedowns

ICANN Compliance

Rights protection incidents (i.e. UDRP and URS)

WHOI S data accuracy

The Applicant intends to promote consumer choice by providing the following:
- Hifghly available and geographically diverse Registrar distribution channel;
- Effective sunrise and trademark services.

Question 18(b)(iv) Provide a complete description of the applicant’s intended registration policiesin support of the goals listed above.
Registration Policies

The purpose and goal of the Applicant’s policies are to ensure competition, fairness, trust and reliability for Registrars, Registrants, the user
community, and other stake holders, while maintaining security and stability for the gTLD.

General Policy

Aside from certain start-up mechanisms, all domain names will generally be registered on afirst-come, first-served basis. A Trademark Claims
service will be offered for the first 90 days of general registration, with the intent of providing clear notice to potential Registrants of the existing
rights of trademark owners with registered trademarks in the Trademark Clearinghouse.

Registration Policies
Asper ICANN'’s requirements, the Applicant will be operating both a Sunrise and Landrush period ahead of general availability for the gTLD.
Governance Council

The Applicant is establishing a the GC, to be comprised of key sector stakeholders that will serve as an advisory body. Each GC will elect its own
Board of Directors, which will be responsible for self-governance, the recommendation of sector-specific registration policies,the formulation of
guidance on intellectual property and other best practices related to the gTLD.

The Applicant aims to develop an Abuse Prevention and Mitigation Working Group in conjunction with the GC. It will give the Aplﬁ)licant’ Steam
advice on abuse preventions and mltleg?atlo_n and how this may effect registration policies. The group will meet to regularly discuss the latest trends
in domain name abuse and the most effective way to prevent and remedy them.

Question 18(b)(v) Will your proposed gTL D impose any measures for protecting the privacy or confidential information of Registrants or users? If
S0, please describe any such measures.

Data and Privacy Policies

The Applicant shall comply with all the Data, WHOIS, and Privacy requirements in the Applicant Guidebook required by ICANN. The Applicant
will take all possible steps to maintain the security and privacy of information or datathat it may collect in connection with the planned function and
usage of names domains, and will remain in compliance with all confidentiality and security regulationsin relevant jurisdictions. This datawill be

held by the Applicant in accordance with the Registry Agreement that the Applicant will execute with ICANN.

The Applicant has further ensured that its suppliers also understand that keeping information secure and private is of crucial importance and will
fke'?lalb'alwal I Sﬁle steps to maintain the security and privacy of information collected from the Applicantsin the Sunrise, Landrush and Genera
vailability Phases.

Question 18(b) Describe whether and in what ways outreach and communications will help to achieve your projected benefits.

The Applicant plans on making the gTL D the premier gTLD where individuals and organizations can register, build and maintain websites relating
to tna r: sp_Ie_an;lD c interest area. Thus, communication with the public and devel opment of an outreach campaign are important goalsin connection
withtheg .

During the gTLD evaluation process, the Applicant plans to conduct a two-to-three month communications campaign aimed at reachin? sector
stakeholders and informing them of the gTLD’s mission and the opportunity to participate in the GC. The communication outreach will include
email communications to hundreds of |eading sector organizations. It will also be accompanied by the launch of awebsite for communicating
information about the gTLD and allowing interested members of the related sector to expressinterest in servin?1 on the GC. Other communications
efforts, including but not limited to, press releases and social media campaigns may all be initiated to raise further awareness regarding the gTLD.

Shortly after comﬁleti ng the evaluation process and being awarded the gTLD, the Applicant will institute marketing and outreach efforts to inform
the public about the new gTLD, itslaunch schedule, and itsintended affinity %roup. The Apglicant will use different outreach and communications
methods and venues to get the new gTLD mission and message out to the public, including but not limited to the following: online and print press
releases, communications with various media outlets, domain name sector groups, mobile apps and various social media platforms. The GC will be
useg as afurther means of outreach and communication to the Internet community.

_en -
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18(c). What operating rules will you adopt to eliminate or minimize social costs?

Q18C
What operating rules will you adopt to eliminate or minimize social costs (e.g., time or financial resource costs, as well as various types of
consumer vulnerabilities)? What other steps will you take to minimize negative consequencestcosts imposed upon consumers?

The Applicant fully appreciates the concerns of ICANN, the GAC and other consumer protection authorities about the need to operate new gTLDs
in ways that minimize social costs, consumer vulnerabilities as well as other time and financial resource costs. To achieve these goalsthisgTLD
will not only employ the ICANN mandated minimum protections, but will also deploy the following innovative protection measures that will put
thegTLD at the forefront of addressing these critical issues:

1) Abuse Prevention and Mitigation Policies and Procedures

The Applicant’s core mission and purpose is to create an environment where individual s and companies can interact and express themselves in ways
never before seen on the Internet, in amore targeted, secure and stable environment. To achieve this goal the Applicant will be implementing a
range of Abuse Prevention and Mitigation ("APM") policies and procedures.

These Policies and Procedures will include: 1) gTLD APM Plan, 2) Policies and Procedures to Minimize Abusive Registrations ,3) Abuse Point of
Contact, 4) Policies for Handling Complaints Regarding the Abuse Policies, 5) Acceptable Use Policy (*AUP’), 6) Proposed Measures for Removal
of Orphan Glue Records, 7) Resourcing plans for the initial implementation of, and ongoing maintenance of, the APM initiatives, 8) Registry semi-
annual WHOI'S verification, 9) Regular monitoring of WHOI S registration data for accuracy and completeness, 10) Registrar WHOI S self-
certification, 11) WHOIS data reminder process, 12) Establishing policies and procedures to ensure Registrar compliance, which may include
audits, financial incentives, penalties, or other means, 13) Registrar verification of WHOIS, 14) Abuse Response Process, 15) Policies and
procedures that define malicious or abusive behaviour, 16) Service Level Requirements for resolution regarding APM issues, 17) Service Level
Requirements for Law enforcement requests regarding APM issues, 18) Coordination of APM efforts with sector Groups and Law Enforcement, 19)
Rapid takedown and suspension, 20) Controls to Ensure Proper Access to Domain Functions, 21) Enabling two-factor authentication from
Registrants to process update, transfers, and deletion requests, 22) Enabling multiple, unique points of contact to request andor approve update,
transfer, and deletion requests, 23) Enabling the notification of multiple, unique points of contact when a domain has been updated, transferred, or
deleted, 24) Additional Mechanism for Protection of Capital City Names, 25) Additional Mechanismsto Protect and Reserve |GO Names, 26)
Governance Council Structure, 27) Efforts to increase Registrant Security Awareness, 28) Registrant Disqualification, 29) Restrictions on Proxy
Registration Services, 30) Registry Lock, 31) APM Seal.e?QZS for detail

2) Rights Protection Mechanisms

The Applicant is firmly committed to the protection of Intellectual Propeégl rights and to implementing all the mandatory Rights Protection
Mechanisms (“RPMs”) contained in the Aﬁplicant Guidebook and detailed in Specification 7 of the Registry Agreement. Use of domain names that
infringe upon the legal rights of othersin the gTLD will not be tolerated and preventing abusive registrationsis a core objective of the Applicant.
The nature of such uses creates security and stability issues for the Registry, Registrars, and Registrants, aswell as for users of the Internet in
general. The Applicant will minimize time or financial resources costs by preventing abusive registrations and reduce opportunities for behaviours
such as phishing or pharming. Thiswill be achieved by implementing comprehensive registration, anti-abuse, and rights protection guidelines as
defined inits AUP, as well asinnovative additional RPMs such as the Mechanism to Protect IGO Names by blocking second level [abels currently
present in the .int zone file and the Mechanism for Further Protection of Capital City Names, as described below. In order to identify and address
the abusive use of registered names on an ongoing basis, the Applicant will aso incorporate and abide by the following RPMs and all other RPMs
as specified in Specitication 7 of the Registry Agreement and as adopted by the ICANN Board of Directors as ICANN Consensus Palicies.

These Rights Protection Mechanisms will among other thingsinclude: 1) Trademark Clearinghouse, 2) Applicant’s Sunrise Period, 3) Trademark
Claims Service , 4) Uniform Domain Name Dispute Resolution Policy, 5) Uniform Rapid Suspension System, 6) Trademark Post-Delegation
Dispute Resolution Procedure, 7) Mechanism to protect IGO Names, 8) Mechanism for Further Protection of Capital City Names, 9) Effortsto
promote WHOI'S Accuracy, 10) Thick Searchable WHOIS, 11) Semi Annua Audits to Ensure Accurate WHOI'S, 12) Policies Handling Complaints
Regarding Abuse and Rights Issues, 13) Registry Acceptable Use Palicy (“AUP’), 14) Monitoring for Malicious Activity. (Q29 for detail)

3) Governance Council Structure

The Applicant believes that sector stakeholders should be afforded the opportunity to influence the manner in which the gTLD is governed.
Accordingly, the Applicant will establish a Governance Council (the “GC") comlﬁ)rlsed of key sector stakeholders that will serve as an advisory
body tasked with defining best practice recommendations for the ?TLD space. The Applicant believes that the success of the gTLD will be
determined largely by the sector’s key stakeholders. Not only will these stakeholders have the primary interest in registering domainsin the gTLD,
but they will also be motivated to protect the sector from practices that would negatively impact the sector overall. The GC exists to provide ]
guidance on matters related to best practices, intellectual proger'?/, authentication, certification, and other matters of importance to the sector and it
will elect its own Board of Directors, which will be responsible for self-governance, the recommendation of sector-specific policies, and other best
practices related to the gTLD.

4) BITS and Coalition for Online Accountability (“COA™”) Recommendations

The Applicant will further structure its policies around the BITS and COA Recommendations where relevant to thisgTLD. The Applicant’sgoal is

to provide a safe and secure experience for consumers. A domain within thisgTLD that is owned, operated by or compromised by a malicious party
could cause harm to consumers, to the gTLD’s reputation and to the reputation of the Internet itself. As such, additional controlsarein place
relating to the validity of registrations, as well as measures to ensure the correct identity of both Registrants and Registrars relating to changes made
within the SRS, and to protecting the integrity of the DNS service as awhole.

The Security Standards Working Group (SSWG) formed by BITS drafted a set of policy recommendations that should be applied to financial TLDs.

The policy comprises of aset of 31 recommendations that should be adopted by ICANN in evaluating any applicant of afinancial gTLD. The

rzec)c(?mmendatij?]ns were posted by BITSin the form of aletter to ICANN at [http:Avww.icann.orgernycorrespondenceaba-bits-to-beckstrom-crocker-
ec11-en.pdf].
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The Coalition for Online Accountability have drafted a set of policy recommendations, also endorsed by many other international organizations
representing the creative industries, that should be apBI ied to entertainment gTL Ds - especially those dependent on copyright protection. The policy
comprises of aset of 7 recommendations that should be adopted by ICANN in evaluating any applicant for an entertainment-based gTLD. The
recommendations were posted by COA in the form of aletter to ICANN at http:/bit.lyHuHtma.

We wel come the recommendations from BITS and the COA and will strongly consider the recommendations relating to the implementation of this
gTLD where considered relevant.

5) Registry Operators Startup Plan

The Applicant proposes to implement the following start-up plan so that the new gTLD isintroduced in an orderly, transparent and stable manner.

-IS-E';I\E thVi IIdsa‘eguard competition, fairness, trust and reliability for Registrants, the User Community, ICANN Accredited Registrars, and other
olders.

The Applicant’s startup plan is designed to minimize social costs (e.g., time or financial resources costs, as well as various types of consumer

vulnerabilities) by instilling a number of RPMs as well as APMs.

The plan consists of the following multi-phase process that will be executed by the Registry Operator. The timeline for the gTLDs start-up process

and associated RPMsin the ApplicantsgTLD is asfollows:

Phase 1 — Sunrise Process:

Day 1: Sunrise round opens

Day 60: Sunrise round Closes

Day 61: Sunrise Allocation Including contention resolution mechanisms opens
Day 71: Sunrise Allocation contention resolution mechanisms closes

*  Thefollowing Rights Protection Mechanisms apply:

Trademark Clearinghouse (*TMCH")

Sunrise Eligibility Requirements (“SER”)

Sunrise Dispute Resolution Policy (“SDRP")

Uniform Domain Name Dispute Resolution Policy (“UDRP”)
Uniform Rapid Suspension System ("URS")

Mechanism for the Protection of IGO Names (“PIN”)
Trademark Claims Service (“TCS’) *

Q@rooooTw

Phase 2 — Landrush process:

Day 72: Landrush opens

Day 102: Landrush closes

Day 103: Landrush contention resol ution mechanisms opens
Day 113: Landrush contention resolution mechanisms closes

- Thefollowing Rights Protection Mechanisms apply:

a UDRP

b. URS

c. PIN

d. ¥ Ctzagh*anism for Further Protection of Capital City Names (“CCC")
e.

Phase 3 — General Availability/Registrations:
- Day 114: General availability begins
- Thefollowing Rights Protection Mechanisms apply:

a UDRP

b. URS

c. PIN

d. Trademark Post-DeI?ation Dispute Resolution Procedure (“PDDRP”)
e. TCSfor the 90 days after day 114 *

* To ease the concerns of trademark owners and mitigate the impact of infringing registrations, the APBIicant will be implementing the TCSin all
'Id&rg?\l pNhas& gf I ggnqh._ It isimportant to note that during the General Availability Phase, the TCS will be used for 90 days, 30 days longer than the
mandated minimum.

18(C)(i) How will multiple applications for a particular domain name be resolved, for example, by auction or on afirst-comefirst-serve basis?
Sunrise and Landrush periods:

During the gTL Ds launch period, multiple applications for a guarti.cular domain name will be resolved through a Contention Resolution Mechanism
(“CRM") involving auctions. These CRMswill apply to the Sunrise and Landrush application phases. The CRMswill be conducted by Sedo
GMBH, an experienced provider of domain auction services. The mechanisms offered will involve closed auctions where only specific bidders can
participate.

During the Applicants Sunrise process, if there are two or more eligible applicants for one domain name string, then the contention will be resolved
by auction. Auctions held during the Sunrise phase (“ Sunrise Auctions”) will be closed and the only bidders will be eligible applicants according to
the gTLDs Sunrise eligibility requirements including the TMCH.

During the Applicants Landrush process, if there are two or more eligible applicants for one domain name string, then the contention will be
resolved by auction. Auctions held during the Landrush phase (“Landrush Auctions’) will be closed and the only bidders will be eligible applicants
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according to the gTLDs Landrush eligibility requirements.
General Availahility:

After the two initial startup phases of the Registry the allocation of domain names will occur on afirst-come first-serve basis, taking into account
the registries APM and RPM mechanisms.

éS(c)(i i) I)Explai n any cost benefits for registrants you intend to implement (e.g., advantageous pricing, introductory discounts, bulk registration
iscounts).

Incentive, Marketing and Outreach Programs

The Applicant will implement a number of incentive, marketing assistance, awareness and PR programs to assist the Registrar channel in providing
a sector leading experience to end-users and to provide cost benefits for registrants. The Applicant will work with the global Registrar channel to
ensure that the new gTLD offer is clearly visible on registrar sitesresulting in an increase in the awareness and in the number of new gTLD
registrations. Achieving this visibility requires (1) a clear business case and incentives for registrars to motivate them and (2) mechanisms and
assets to make it easy for them to do so.

The Applicant will at the time of launch depending upon market conditions consider incentive programs that will deliver cost benefits to registrants
through either the use of advantageous pricing, introductory discounts, bulk registration discounts or other similar methods. The Applicant Is aware
of Specification 9 — Registry Operator Code of Conduct, and will not directly or indirectly show any preference or provide any special consideration
to any Registrar in its marketing efforts.

Example incentive mechanisms the Applicant will provide to the registrars may include:
Marketing Incentives

The Applicant intends to provide expertise, tools and creative assets to the registrars as part of general marketing and co-marketing programs. There
isasignificant cost saving if the expertise, tools and assets are developed centrally and the costs amortized across the registrar base. Significant
cost savings can occur relating to Market Research, Social Customer Relationship Management (* SCRM”), Content Management Systems
(“CMS"), Direct Marketing Tools, Marketing Collateral and Analytics Solutions.

The Applicant will employ some or all of the following marketing techniques jointly with registrars globally: (1) Direct Response Print, (2) General

Web Marketing, (3) Email campaigns without Incentive, (4) Email with Incentive, ES) Email Marketing - Prospect List, (6) Email Marketing -

Sponsored Newsletter, (7) Direct Marketing with Incentive, 38) Web Marketing with Incentive, (9) Viral Marketing (Social, Video, Micro-sites),

(&Q) Develop User Interface Improvement best practices, (11) Develop Search Engine Optimization best practices, (12) Email Marketing - Registrar
Ist

As an example of amarketing initiative, the Applicant will forward leads to the Registrars “buy” pages as an incentive via the means of Pay-Per-
Click (“PPC") search marketing. The Applicant will run multiple PPC campaigns targeting gTLD Registrants and point these to landing pages on
the Registrar’ s websites. Conversions are directly trackable from all PPC campaigns and keywords with a high Click-Through-Rate (*CTR") or
conversions will also be leveraged for SEO best practice purposes.

PR and Awareness | ncentives:

In addition to the core outreach to the Registrar Channel, the Alpplicant will engage in awider outreach to build awareness of the new gTLD with
customers, end-users and other stakeholders. The Applicant will engage with anumber of high profile individual s associated with the gTLD and
will seek to reach end consumers through webcasts, podcasts, traditional broadcast TV aswell asradio.

Provision of customer retention toolkits to Registrars:

The Applicant will use propensity modelling to build retention marketin ;?]rograms to minimize churn whilst building renewal sustainability. The
Applicant will develop econometric models designed to measure the likelihood of a customer segment to purchase a product or offer bundle, at a
certain point in the relationship lifecycle. They are used to predict the best time, and the best combination of products, to offer to customers who
match a certain profile. They are especially effective where there are large numbers of customers and reliable data can be gathered. The Applicant
expects that registration volume in the gTLD will provide sufficient data for this modelling.

Measure, benchmark and improve the customer experience:

The Applicant will engage in a program to develop best practice policies related to the customer experience at differing levels of the channel. This
will include the entire ecosystem from Registry through Registrar to Resellers and finally end-users. One key metric might be, for example, to
reduce the number of clicks to make a purchase equivalent to the most customer friendly e-commerce sitesin the world.

The Applicant might, for example, provide website performance tracking tools to registrars, which would benchmark current performance and
provide insights into customers' needs and behaviour at the point of purchase.

The Applicant will engage in a Social Customer Relationship Management Program to monitor social media feedback to questions, concerns or
other issues. The Applicant will further seek to measure marketing communication expenditure and activity.

Other initiatives that will be considered by the Applicant in its outreach efforts:

Customized Vertical Search App for major mobile platforms.
b) Designated Twitter channel for the stakeholder community.
¢) Social Media outreach through Facebook and other social media solutions.
Tranglation into other languages:

At present, the Applicant plans to translate marketing collateral and other content that it considers to have geographically diverse appeal in to the 6
official UN languages, namely Arabic, Chinese (Mandarin), English, French, Russian and Spanish.

18(c)(iii) Note that the Registry Agreement requires that registrars be offered the option to obtain initial domain name regjistrations for periods of

one to ten years at the discretion of the registrar, but no greater than ten years. Additionally, the Registry Agreement requires advance written notice
of priceincreases. Do you intend to make contractual commitments to registrants regarding the magnitude of price escalation? If so, please describe
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your plans.

The Applicant will follow the lifecycle and business rules found in the majority of gTLDs today. Our back-end operator hasin excess of ten years
of experience managing numerous gTLDs that utilize standard and unique business rules and lifecycles.

Initial registrations of registered names may be made in the registry in one (1) year increments for up to a maximum of ten (10) years. For the
avoidance of doubt, the registration term for registered names may not exceed ten (10) years. Further the renewal of registered names may be made
in one (1) year increments for up to a maximum of ten (10) years. For the avoidance of doubt, renewal of registered names may not extend their
registration period beyond ten (10) years from the time of the renewal.

The Applicant plans to review domain name registration rates on an annual basis and will make a determination at that time regarding adjustments,
depending upon market factors. Thus, at thistime, the Applicant does not plan to make specific guarantees regarding pricing increases.

The Applicant will provide ICANN and each ICANN accredited registrar that has executed the registry-registrar agreement for the gTLD advance
written notice of any price increase (including as aresult of the elimination of any refunds, rebates, discounts, product tying or other programs
which had the effect of reducing the price charged to registrars, unless such refunds, rebates, discounts, product tying or other programs are of a
limited duration that is clearly and conspicuously disclosed to the registrar when offered) that complies with the requirements as outlined in the
Ne\g gTLD Registry Agreement.

-m -

Community-based Designation

19. Is the application for a community-based TLD?

No

20(a). Provide the name and full description of the community that the applicant is
committing to serve.

20(b). Explain the applicant's relationship to the community identified in 20(a).

20(c). Provide a description of the community-based purpose of the applied-for gTLD.

20(d). Explain the relationship between the applied-for gTLD string and the
community identified in 20(a).

20(e). Provide a description of the applicant's intended registration policies in
support of the community-based purpose of the applied-for gTLD.

20(f). Attach any written endorsements from institutions/groups representative of the
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community identified in 20(a).

Attachments are not displayed on thisform.

Geographic Names

21(a). Is the application for a geographic name?

No

Protection of Geographic Names

22. Describe proposed measures for protection of geographic names at the second
and other levels in the applied-for gTLD.

Q22
Introduction

The Applicant is aware of the substantial amount of work and effort that has gone into developing policy to address the issue of the reservation and
release of geographic names under new gTLDs, including the valuable input from ICANN's Governmental Advisory Committee ("GAC"), the
Generic Names Supporting Organisation Reserved Names Working Group, Registry Operators and from elsewhere within the ICANN community.

The Applicant is aware of and understands the requirements set forth in the 11 January 2012 version of the New gTLD Applicant Guidebook (New

gTLD Applicant Guidebook) and the GAC advice for protection of geo%raphlc names and will implement appropriate measures to ensure that it

f:om I)las in all respectswith ICANN policies and rules regarding both the reservation and release of geographic names at the second level (or other
evels).

In addition to this, the Applicant proposes to implement an additional mechanism for the protection of capital city names at the second level that
exceeds the requirements in the New gTLD Applicant Guidebook. See description of Capital City Claim service described below.

Reservation of Geographic Names

Theinitial GAC advice on the protection of geographic namesis contained in the GAC document “ Principles Regarding New gTLDs’ which was
presented by the GAC on 28 March 2007. Section 2.7(a) of this document states that new gTLD applicants should “ adopt, before the new gTLD is
introduced, appropriate procedures for blocking, at no cost and upon demand of governments, public authorities or IGOs, names with national or
geographic significance at the second level of any new gTLD”.

Specification 5 of the New gTLD Registry Agreement provides further clarity and details the Schedule of Reserved Names at the Second Level (or
other levels) in gTLD Registries, whereby the Registry Operator undertakes to reserve certain domain names and prevent them from being
registered, delegated or used.

Section 2 of Specification 5 of the New gTLD Registry Agreement requires that all two character labels areinitially reserved. Thisisto avoid
conflicts and confusion with existing ccTLD extensions.

Section 5 of Specification 5 of the New gTLD Registry Agreement is more comprehensive and states that:

“5. Country and territory names contained in the following internationally recognized lists shall be initially reserved at the second level and at all
other levels within the TLD at which the Registry Operator provides for registrations:

5.1. the short form (in English) of all country and territory names contained on the ISO 3166-1 list, as updated from time to time, including the
European Union, which is except_|onaII¥] reserved on the [SO 3166-1 list, and its scope extended in August 1999 to any application needing to
represent the name European Union  {http:Avww.iso.orgiso/supportcountry _codesiso 3166 _code listsiso-3166-1 decoding table htm#EU) ;

5.2. the United Nations Group of Experts on Geographical Names, Technical Reference Manual for the Standardization of Geographical Names,
Part |11 Names of Countries of the World; and

5.3. thelist of United Nations member statesin 6 official United Nations languages prepared by the Working Group on Country Names of the
United Nations Conference on the Standardization of Geographical Names’.
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In order to meet these requirements regarding country and territory names, the applicant will maintain and regularly update copies of the
aforementioned internationally recognized lists. All labels appearing on those lists, and on any list promulgated or recognized by ICANN for
rﬁservatl lgn in etgefuture, assuming the corresponding string is unregistered, The Applicant will afford the same protections to new states or cities as
they are formed.

The Applicant will reserve &l labels appearing on the above referenced lists from time to time, and prevent registration, delegation or use of such
names in accordance with ICANN reguirements and as described above. In order to ensure that this isimplemented correctly, all such labels will be
reserved in the name of the applicant in order to prevent their delegation and use.

Release of Reserved Geographic Names

Specification 5 of the New gTLD Registry Agreement also contains Provisionsfor the release of country and territory names on the basis that
agreement is reached with “the applicable government(s), provided, turther, that Registry Operator may also propose release of these reservations,
subject to review by ICANN’s Governmental Advisory Committee and approva by ICANN".

f\CSASllilCl{l] the applicant’s proposed policy for the release of such reserved termsis cognisant of the review and approval process from the GAC and

Based upon areview of the available literature, documentation and guidance, the applicant proposes the following policy to ICANN and the GAC
for the potential release of reserved terms under the TLD:

iLFurther to the successful evaluation and delegation of the TLD all of the aforementioned labels, as specified under Section 5 of Specification 5 of
the New gTLD Registry Agreement will be reserved and thus unavailable for registration during each stage of the launch process including, but not
limited to the Sunrise period, the Landrush period through to General registrations.

i) At any staé;e during the launch process through to General registrations and beyond, the aforementioned reserved names may only be assigned to
the relevant Government or public authority. In such situation they would be assigned using the following process:

a) The corresponding Government or public authority submits a request to the GAC seeking the assignment of the reserved name to themselves and
provides the details of the proposed registrant entity for the domain name registration.

b) The GAC will validate it and authenticate the request to establish that is a genuine bona fide request.

¢) Once this has been established by the GAC, the request for delegation will be forwarded to the applicant to request the assignment of the domain
name. Simultaneously the GAC will also notify ICANN of the GAC approval of the request for the assignment of the domain name.

d) The applicant will issue a unique authorisation code to the proposed registrant entity.

€) The proposed registrant entity will then be able to request the assignment of the domain name to themselves using the authorisation code with an
ICANN accredited registrar for the applicant TLD.

In addition to the above, the applicant will also adhere to and implement ICANN policy with regards to the reservation and release of such terms as
and when required.

Additional Mechanism for Further Protection of Capital City Names ) o ) _ ) )

In parallel with the Landrush Period defined in the answer to question 18, the applicant will implement a Capital City Claim (*CCC”) service
Wr:jerebybgdtl)gl onal protection will be granted to the capital city names of a country or territory listed in the ISO 3166-1 standard. The CCC process
is descri ow:

a) Any prospective domain name registrant applying to re%ister adomain name identical to the capital city name of a country or territory listed in
the 1SO 3166-1 standard will automatically receive from the Applicant a CCC notification highlighting the fact that the applied-for domain name
corresponds to a capital city name of a country or territory listed in the ISO 3166-1 standard.

b) A potential domain name registrant receiving a CCC notification will have to send a response to the Applicant whereby it will unconditionally
comply with the requirements as to representations and warranties required by the Applicant.

¢) Unconditional acceptance of the representations and warranties set out in the CCC notification will be amaterial requirement for a prospective
registrant to be eligible to register the domain name in question should said prospective registrant be successful in the Landrush period.

d) Upon registration durir]? the Landrush period of adomain name identical to acapital city name of acountry or territory listed in the ISO 3166-1
standard, the Applicant will send a notification listing the names in writing to the GAC Chair.

(sev(aJI Q28 for more detail)

_er] -

Registry Services

23. Provide name and full description of all the Registry Services to be provided.

Q23
23.1 Introduction
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The Applicant has elected to partner with Neustar, Inc to provide back-end services for the TLD registry. In making this decision, the Applicant
recoghized that Neustar already possesses a production-proven registry system that can be quickly deployed and smoothly operated over its robust,
flexible, and scalable world-class infrastructure. The existing registry services will be leveraged for the TLD registry. The following section
describes the registry servicesto be provided.

23.2 Standard Technical and Business Components

Neustar will provide the highest level of service while delivering a secure, stable and comprehensive registry platform. The Applicant will use
Neustar’'s Registry Services platform to deploy the TLD registry, by providing the following Registry Services (none of these services are offered in
amanner that is unique to thisTLD: .

- Reglstr_%-Regwtra_r hared Registration Service (SRS)

- Extensible Provisioning Protocol (EPP)

- Domain Name System (DNS)

-WHOIS

- DNSSEC

- Data Escrow

- Dissemination of Zone Files using Dynamic Updates

- Access to Bulk Zone Files

- Dynamic WHOIS Updates

- IPv6 Support

- Rights Protection Mechanisms

- Internationalized Domain Names (IDN).

The following is a description of each of the services.

SRS

Neustar’s secure and stable SRS is a production-proven, standards-based, highly reliable, and high-performance domain name registration and
management system. The SRS includes an EPP interface for receivi r]?. data from registrars for the purpose of provisioning and managing domain
names and name servers. The response to Question 24 provides specific SRS information.

EPP

The TLD registry will use the Extensible Provisioning Protocol (EPP) for the provisioning of domain names. The EPP implementation will be fully
compliant with all RFCs. Registrars are provided with access viaan EPP API and an EPP based Web GUI.  With more than 10 gTLD, ccTLD,
and private TLDs implementations, Neustar has extensive experience building EPP-based registries. Additional discussion on the EPP approachis
presented in the response to Question 25.

DNS

The Applicant will leverage Neustar’ s world-class DNS network of geographically distributed nameserver sites to provide the highest level of DNS
service. The service utilizes “ Anycast” routlnézj technology, and supports both IPv4 and IPv6. The DNS network is highly proven, and currently
pr%/ldes servg c5e to over 20 TLDs and thousands of enterprise companies. Additional information on the DNS solution is presented in the response
to Questions 35.

WHOIS

Neustar's existing standard WHOI S solution will be used for the TLD. The service provides supports for near real-time dynamic updates. The
design and construction is a%nostm with regard to data display policy and is flexible enough to accommodate any data model. In addition, a
searchable WHOI S service that complies with all ICANN requirements will be provided. The following WHOIS options will be provided:
Standard WHOI'S (Port 43)

Standard WHOI'S (Web)

Searchable WHOI'S (Web)

DNSSEC

An RFC compliant DNSSEC implementation will be provided using existing DNSSEC capabilities. Neustar is an experienced provider of
DNSSEC services, and currently manages signed zones for three large top level domains: .biz, .us, and .co. Registrars are provided with the ability
to submit and manage DS records using EPP, or through aweb GUI. Additional information on DNSSEC, including the management of security
extensionsis found in the response to Question 43.

Data Escrow

Data escrow will be performed in compliance with all ICANN reguirements in conjunction with an approved data escrow provider. The data
escrow service will:

- Protect against data loss

- Follow industry best practices ) - )

- Ensure easy, accurate, and timely retrieval and restore capability in the event of a hardware failure

- Minimizesthe impact of software or business failure.

Additional information on the Data Escrow serviceis provided in the response to Question 38.

Dissemination of Zone Files using Dynamic Updates

Dissemination of zone files will be provided through a dynamic, near real-time process. Updates will be performed within the specified
performance levels. The proven technology ensures that updates pushed to all nodes within afew minutes of the changes being received by the
SRS. Additional information on the DNS updates may be found in the response to Question 35.

Accessto Bulk Zone Files o ) o _ ]
The Applicant will provide third party access to the bulk zone file in accordance with specification 4, Section 2 of the Registry Agreement.
Credentialing and dissemination of the zone files will be facilitated through the Central Zone Data Access Provider.

Dynamic WHOIS Updates ) ) _ _ ) ) )

Updates to records in the WHOIS database will be provided viadynamic, near real-time updates. Guaranteed delivery message oriented
middlewareis used to ensure each individual WHOIS server is refreshed with dynamic updates. This component ensures that all WHOIS servers
are kept current as changes occur in the SRS, while also decoupling WHOIS from the SRS. Additional information on WHOI'S updates is presented
in response to Question 26.
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IPv6 Support
The TLD registry will provide | Pv6 support in the following registry services: SRS, WHOIS, and DNSDNSSEC. |n addition, the registry supports
the provisioning of IPv6 AAAA records. A detailed description on IPv6 is presented in the response to Question 36.

Required Rights Protection Mechanisms

The Applicant, will provide all ICANN required Rights Mechanisms, including:
- Trademark Claims Service )

- Trademark Post-Delegation Dispute Resolution Procedure (PDDRP)

- Registration Restriction Dispute Resolution Procedure (RRDRP)

- UDRP

- URS

- Sunrise service.

More information is presented in the response to Question 29.
Internationalized Domain Names (IDN)

IDN registrations are provided in full compliance with the IDNA protocol. Neustar possesses extensive experience offering IDN registrations in
numerous TLDs, and its IDN implementation uses advanced technology to accommodate the unique bundli gg needs of certain languages. Character
mappings are easily constructed to block out characters that may be deemed as confusing to users. A detailed description of the IDN
implementation is presented in response to Question 44.

23.3 Unique Services ) . ) )
The Applicant will not be offering services that are unique to this TLD.

23.4 Security or Stability Concerns ) ) .

All services offered are standard registry services that have no known security or stability concerns. Neustar has demonstrated a strong track record
of ?curlty and stability within the industry.

_en -

Demonstration of Technical & Operational Capability

24. Shared Registration System (SRS) Performance

Q24

24.1 Introduction

The Applicant has partnered with Neustar, Inc, an experienced TLD registry operator, for the operation of the TLD Registry. The Applicant is
confident that the plan in place for the operation of arobust and reliable Shared Registration System (SRS) as currently provided by Neustar will
satisfy the criterion established by ICANN.

Neustar built its SRS from the ground up as an EPP based platform and has been operating it reliably and at scale since 2001. The software

currently provides registry servicesto five TLDs (.BIZ, .US, TEL, .CO and .TRAVEL) and is used to provide gateway servicesto the .CN and .TW

registries. Neustar’ s state of the art registry has a proven track record of being secure, stable, and robust. It manages more than 6 million domains,

and has over 300 registrars connected today.

ghe goilc?wi ng describes a detailed plan for arobust and reliable SRS that meets all ICANN requirements including compliance with Specifications
and 10.

24.2 The Plan for Operation of a Robust and Reliable SRS
High-level SRS System Description

The SRS to be used for TLD will leverage a production-proven, standards-based, highly reliable and high-performance domain name registration
and management system that fully meets or exceeds the requirements as identified in the new gTLD Application Guidebook.

The SRSisthe central component of any registry implementation and its quality, reliability and capabilities are essential to the overall stabilie;%/ of
the TLD. Neustar has a documented history of deploying SRS implementations with proven and verifiable performance, reliability and availability.
The SRS adheres to all industry standards and protocols. By leveraging an existing SRS platform, The Applicant is mitigating the significant risks
and costs associated with the development of a new system. Highlights of the SRS include:

- State-of -the-art, production proven multi-layer design-

- Ahility to rapidly and easily scale from low to high volume asa TLD grows

- Fully redundant architecture at two sites

- Support for IDN registrations in compliance with all standards

- Use by over 300 Registrars

- EPP connectivity over |Pv6

- Performance being measured using 100% of all production transactions (not sampling).

SRS Systems, Software, Hardware, and Interoperability

The systems and software that the registry operates on are a critical element to providing a high quality of service. If the systems are of poor quality,
if they are difficult to maintain and operate, or if the registry personnel are unfamiliar with them, the registr¥ will be prone to outages. Neustar has
a decade of experience operating registry infrastructure to extremely high service level requirements. The infrastructure is designed using best of
breed systems and software. Much of the application software that performs registry-specific operations was devel oped by the current engineering
team and as aresult the team is intimately familiar with its operations.
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The architecture is highly scalable and provides the same high level of availability and performance as volumes increase. It combines load
bal ancing technology with scalable server technology to provide a cost effective and efficient method for scaling.

The Registry is able to limit the ability of any one registrar from adversely impacting other registrars by consuming too many resources due to
excessive EPP transactions. The system uses network layer 2 level packet shaping to limit the number of simultaneous connections registrars can
open to the protocol layer.

All interaction with the Registry is recorded in log files. Log files are generated at each layer of the system. These log files record at a minimum:
- The IP address of the client

- Timestamp

- Transaction Details

- Processing Time.

In addition to logging of each and every transaction with the SRS Neustar maintains audit records, in the database, of all transformational
transactions. These audit records allow the Registry, in support of the applicant, to produce a complete history of changes for any domain name.

SRS Design
The SRS incorporates a multi-layer architecture that is designed to mitigate risks and easily scale as volumes increase. The three layers of the SRS

are
- Protocol Layer

- Business Policy Layer

- Database.

Each of the layersis described below.

Protocol Layer

Thefirst layer isthe protocol layer, which includes the EPP interface to registrars. It consists of ahigh availability farm of |oad-balanced EPP
servers. The servers are designed to be fast processors of transactions. The servers perform basic validations and then feed information to the
business policy engines as described below. The protocol layer is horizontally scalable as dictated by volume.

The EPP servers authenticate against a series of security controls before granting service, as follows:

- Theregistrar’s host exchanges keys to initiate a TL S handshake session with the EPP server.

- Theregistrar’ s host must provide credentials to determine proper access levels.

- Theregistrar's | P address must be preregistered in the network firewalls and traffic-shapers.

Business Policy Layer

The Business Policy Layer isthe “brain” of the registry system. Within this layer, the policy engine servers perform rules-based processing as
defined through configurable attributes. This process takes individual transactions, applies various validation and policy rules, persists data and
dispatches notification through the central database in order to publish to various external systems. External systems fed by the Business Policy
Layer include backend processes such as dynamic update of DNS, WHOIS and Billing.

Similar to the EPP protocol farm, the SRS consists of afarm of application servers within this layer. This design ensures that there is sufficient
capacity to Iprgcess every transaction in amanner that meets or exceeds al service level requirements. Some registries comg;l ethe business logic
layer directly in the protocol layer or within the database. This architecture limits the ability to scale the reglstgl. Using a decoupled architecture
enables the [oad to be distributed among farms of inexpensive servers that can be scaled up or down as demand changes.

The SRS today processes over 30 million EPP transactions daily.

Database

The database is the third core component of the SRS. The primary function of the SRS database is to provide highly reliable, persistent storage for
all registry information required for domain registration services. The database is highly secure, with access limited to transactions from o
authenticated registrars, trusted application-server processes, and highly restricted access by the registry database administrators. A full description
of the database can be found in response to Question 33.

Figure 24-1 depicts the overall SRS architecture including network components.

Number of Servers

As depicted in the SRS architecture diagram above Neustar operates a high availability architecture where at each level of the stack thereareno
single points of failures. Each of the network level devices run with dual pairs as do the databases. For the TLD registry, the SRS will operate with
8 protocol servers and 6 policy engine servers. These expand horizontally as volume increases due to additional TLDs, increased load, and through
organic growth. In addition to the SRS servers described above, there are multiple backend servers for services such as DNS and WHOIS. These are
discussed in detail within those respective response sections.

Description of Interconnectivity with Other Registry Systems

T\r}\(/a |_(|:oor|es SRS service interfaces with other external systems via Neustar’s external systems layer. The services that the SRS interfaces with include:
- DNS

- Billing

- Data Warehouse (Reporting and Data Escrow).

Other external interfaces may be deployed to meet the unique needs of a TLD. At thistime there are no additional interfaces planned for TLD.
The SRS includes an “external notifier” concept in its business policy engine as a message dispatcher. This design allows time-consumi nP backend
processing to be decoupled from critical online registrar transactions. Usi n? an external notifier solution, the registry can utilize “control [evers® that
allow it to tune or to disable processes to ensure optimal performance at all times. For example, during the early minutes of a TLD launch, when
unusually high volumes of transactions are expected, the registry can elect to suspend processing of one or more back end systemsin order to ensure
that greater processing power is available to handle the increased load requirements. This proven architecture has been used with numerous TLD
launches, some of which have involved the processing of over tens of millions of transactions in the opening hours. The following are the standard
three external notifiers used the SRS:

WHOIS External Notifier

The WHOIS external notifier dispatches awork item for any EPP transaction that may potentialy have an impact on WHOIS. It isimportant to note
that, while the WHOI S external notifier feeds the WHOIS system, it intentionally does not have visibility into the actual contents of the WHOIS
system. The WHOIS external notifier serves just as atool to send asignal to the WHOIS system that a change is ready to occur. The WHOIS
system possesses the intelligence and data visibility to know exactly what needs to change in WHOIS. See response to Question 26 for greater
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detail.
DNS Externa Notifier

The DNS external notifier dispatches awork item for any EPP transaction that may potentially have an impact on DNS. Like the WHOI S external
notifier, the DNS external notifier does not have visibility into the actual contents of the DNS zones. The work items that are generated by the
notifier indicate to the dynamic DNS update sub-system that a change occurred that may impact DNS. That DNS system has the ability to decide
what actual changes must be propagated out to the DNS constellation. See response to Question 35 for greater detall.

Billing External Notifier

The billing external notifier is responsible for sending all billable transactions to the downstream financial systems for biIIing?];an_d collection. This
external notifier contains the necessary Ioglc to determine what types of transactions are billable. The financial systems use this information to
apply appropriate debits and credits b on registrar.

Data Warehouse

The data warehouse is responsible for managing reporting services, including registrar reports, business intelligence dashboards, and the processing
of data escrow files. The Reporting Database is used to create both internal and external reports, primarily to suPport registrar billing and
contractual reporting requirement. The data warehouse databases are updated on adaily basis with full copies of the production SRS data.
Frequency of Synchronization between Servers

The external notifiers discussed above perform updatesin near real-time, well within the prescribed service level requirements. As transactions from
regil]strars update the core SRS, update notifications are pushed to the external systems such as DNS and WHOIS. These updates are typically live
in the external system within 2-3 minutes.

Synchronization Scheme (e.g., hot standby, cold standby)

Neustar operates two hot databases within the data center that is operating in primary mode. These two databases are kept in sync via synchronous
replication. Additionally, there are two databases in the secondary data center. These databases are updated real time through asynchronous
replication. This model alows for high performance while also ensuring protection of data. See response to Question 33 for greater detail.

Compliance with Specification 6 Section 1.2

The SRS implementation for TLD isfully compliant with Specification 6, including section 1.2. EPP Standards are described and embodied in a
number of IETF RFCs, ICANN contracts and practices, and registry-registrar agreements. Extensible Provisioning Protocol or EPP is defined by a
core set of RFCsthat standardize the interface that make up the registry-registrar model. The SRS interface supports EPP 1.0 as defined in the
following RFCs shown in Table 24-1.

Additional information on the EPP implementation and compliance with RFCs can be found in the response to Question 25.
Compliance with Specification 10
Specification 10 of the New TLD Agreement defines the performance iecificati ons of the TLD, including service level requirements related to
DNS, RDDS (WHOIS), and EPP. The requirements include both availability and transaction response time measurements. As an experienced
registry operator, Neustar has along and verifiable track record of providing registry services that consistently exceed the performance
ecifications stipulated in ICANN agreements. This same high level of service will be provided for the TLD Registry.The following section
escribes Neustar’ s experience and its capabilities to meet the requirements in the new agreement.

To properly measure the technical performance and progress of TLDs, Neustar collects data on key essential operating metrics. These measurements
‘are key indicators of the performance and health of the registry. Neustar's current .biz SLA commitments are among the most stringent in the
industry today, and exceed the requirements for new TLDs. Table 24-2 compares the current SRS performance levels compared to the requirements
for new TLDs, and clearly demonstrates the ability of the SRS to exceed those requirements.

Their ability to commit and meet such high performance standardsis a direct result of their philosophy towards operational excellence. See response
to Question 31 for afull description of their philosophy for building and managing for performance.

24.3 Resourcing Plans

_Th(la c(ijevel opment, customization, and on-going support of the SRS are the responsibility of a combination of technical and operational teams,
including:

- DevelopmentEngineering

- Database Administration

- Systems Administration

- Network Engineering.

Additionally, if customization or modifications are required, the Product Management and Quality Assurance teams will be involved in the design
and teelsu ng.dFl glalalgl the Network Operations and Information Security play an important role in ensuring the systems involved are operating
securely and reliably.

The necessary resources will be pulled from the pool of operational resources described in detail in the response to Question 31.Neustar’ s SRS
implementation is very mature, and has been in production for over 10 years. As such, very little new development related to the SRS will be
required for the implementation of the TLD registry. The following resources are available from those teams:

Development/Engineering — 19 employees

Database Administration- 10 employees

Systems Administration — 24 employees

Network Engineering — 5 employees

Th%I resources are more than adequate to support the SRS needs of al the TLDs operated by Neustar, including the TLD registry.
-en -

25. Extensible Provisioning Protocol (EPP)

Q25
25.1 Introduction

1-1241-87032_CHARITY .html[3/23/2015 3:09:20 PM]



ICANN New gTLD Application

The Applicant’s back-end registry operator, Neustar, has over 10 years of experience operating EPP based registries.

They deployed one of the first EPP registries in 2001 with the launch of .biz. In 2004, they were the first gTLD to implement EPP 1.0. Over the last
ten years Neustar has implemented numerous extensions to meet various unique TLD requirements. Neustar will leverage its extensive experience
t%eeg?ure t'g]ha_tl_ tLhS Applicant is provided with an unparalleled EPP based registry. The following discussion explains the EPP interface which will be
used for the registry.

This interface exists within the protocol farm layer as described in Question 24 and is depicted in Figure 25-1.

25.2 EPP Interface

Registrars are provided with two different interfaces for interacting with the registry. Both are EPP based, and both contain all the functionality
necessary to provision and manage domain names. The pri mari/1 mechanism is an EPP interface to connect directly with the registry. Thisisthe
interface registrars will use for most of their interactions with the registry.

However, an aternative web GUI (Registry Administration Tool) that can also be used to perform EPP transactions will be provided. The primary
use of the Registry Administration Tool isfor performing administrative or customer support tasks.

The main features of the EPP implementation are:

- Standards Compliance: The EPP XML interface is compliant to the EPP RFCs. As future EPP RFCs are published or existing RFCs are updated,
Neustar makes changes to the implementation keeping in mind of any backward compatibility issues.

TSLCSI ability: The system is deployed keeping in mind that it may be required to grow and shrink the footprint of the Registry system for a particular

- Fault-tolerance: The EPP servers are deployed in two geographically separate data centers to provide for quick failover capability in case of a
major outage in a particular data center. The EPP servers adhere to strict availability requirements defined in the SLAS.

- Configurability: The EPP extensions are built in away that they can be easily configured to turn on or off for aparticular TLD.

- Extensibility: The softwareis built ground up using object oriented design. This alows for easy extensibility of the software without risking the
possibility of the change rippling through the whole application.

- Auditable: The system stores detailed information about EPP transactions from provisioning to DNS and WHOIS publishing. In case of a dispute
regardinganame  registration, the Registry can provide comprehensive audit information on EPP transactions.

- Security: The system provides | P address based access control, client credential-based authorization test, digital certificate exchange, and
connection limiting to the protocol layer.

25.3 Compliance with RFCs and Specifications

The registry-registrar mode! is described and embodied in a number of IETF RFCs, ICANN contracts and practices, and registry-registrar )
agreements. As shown in Table 25-1, EPP is defined by the core set of RFCs that standardize the interface that registrars use to provision domains
with the SRS. As a core component of the SRS architecture, the implementation is fully compliant with all EPP RFCs.

Neustar ensures compliance with all RFCs through a variety of processes and procedures. Members from the engineering and standards teams
actively monitor and participate in the development of RFCs that impact the registry services, including those related to EPP. When new RFCs are
introduced or existin? ones are updated, the team performs a full compliance review of each system impacted by the change. Furthermore, all code
releases include a full regression test that includes specific test casesto verify RFC compliance.

Neustar has a long history of providing exceptional service that exceeds all performance specifications. The SRS and EPP interface have been
designed to exceed the EPP specifications defined in Specification 10 of the Registry Agreement and profiled in Table 25-2. Evidence of Neustar’'s
ability to perform at these levels can be found in the .biz monthly progress reports found on the ICANN website.

EPP Toolkits

Toolkits, under open source licensing, are freely provided to registrars for interfacing with the SRS. Both Java and C++ toolkits will be provided,

along with the accompanying documentation. The Registrar Tool Kit (RTK) is a software development kit gSDK) that supports the development of

g éeglstrar software system for registering domain namesin the registry using EPP. The SDK consists of software and documentation as described
ow.

The software consists of working Java and C++ EPP common APIs and samples that implement the EPP core functions and EPP extensions used to
communicate between the re%i stry and registrar. The RTK illustrates how XML requests (registration events) can be assembled and forwarded to
the registry for processi nfg. The software provides the rﬁistrar with the basis for a reference implementation that conforms to the EPP registry-
registrar protocol.The software component of the SDK aso includes XML schema definition files for all Registry EPP objects and EPP object
extensions. The RTK also includes a*dummy” server to aid in the testing of EPP clients.

The accompanying documentation describes the EPP software package hierarchy, the object data model, and the defined objects and methods
(including calling parameter lists and expected response behavior). New versions of the RTK are made available from time to time to provide
support for additional features as they become avallable and support for other platforms and languages.

25.3 Proprietary EPP Extensions ] ) . ) . .

The TLD registry will not include proprietary EPP extensions. Neustar has implemented various EPP extensions for both internal and external use
in other TLD registries. These extensions use the standard EPP extension framework described in RFC 5730. Table 25-3 provides alist of
extensions developed for other TLDs. Should the TLD registry require an EPP extension at some point in the future, the extension will be
implemented in compliance with al RFC specifications including RFC 3735.

The full EPP schemato be used in the TLD registry is attached in the document titled “ EPP Schema.”

25.4 Resourcing Plans

The development and support of EPP is largely the responsibility of the Devel %Fment_/Engi neering and Quality Assurance teams. As an experience
re1g|stry operator with a fully developed EPP solution, on-going support is largely limited to periodic updates to the standard and the implementation
of TLD specific extensions.

The necessary resources will be pulled from the pool of available resources described in detail in the response to Question 31. The following
resources are available from those teams:

Development/Engineering — 19 employees

Quiality Assurance - 7 employees.

Th?e resources are more than adequate to support any EPP modification needs of the TLD registry.
_en -
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26. Whois

Q26

26.1 Introduction . . ]

The Applicant recognizes the importance of an accurate, reliable, and up-to-date WHOIS database to governments, law enforcement, intellectual

Bro erty holders and the public as awhole and is firmly committed to complying with &l of the applicable WHOIS specifications for data objects,
ulk access, and lookups as defined in Specifications 4 and 10 to the Registry Agreement. The Apﬁllcant’ s back-end registry services provider,

Neustar, has extensive experience l[)Jrow di rgjg ICANN and RFC-compliant WHOIS services for each of the TLDs that it operates both as a Registry

Operator for gTLDs, ccTLDs and back-end registry services provider. Asone of the first “thick” registry operatorsin the gTLD space, Neustar's

WHOIS service has been designed from the ground up to display as much information as required by a TLD and respond to a very stringent

availability and performance requirement.

Some of the key features of the solution include:

« Fully compliant with all relevant RFCs including 3912

« Production proven, highly flexible, and scalable with atrack record of 100% availability over the past 10 years

 Exceeds current and proposed E'erformance specifications

* Supports dynamic updates with the capability of doing bulk updates

» Geographically distributed sites to provide greater stability and performance

« In addition, the thick-WHOIS solution a so provides for additional search capabilities and mechanisms to mitigate potential forms of abuse as
discussed below.(e.g., IDN, registrant data).

26.2 Software Components

The WHOI'S architecture comprises the following components:

* Anin-memory database local to each WHOIS node: To provide for the performance needs, the WHOIS data is served from an in-memory
database indexed by searchable keys.

. Redupdﬁntd sera\t/)ers: To provide for redundancy, the WHOI'S updates are propagated to a cluster of WHOI'S servers that maintain an independent
copy of the database.

« Attack resistant: To ensure that the WHOI S system cannot be abused using malicious queries or DOS attacks, the WHOI S server is only allowed
to query the local database and rate limits on queries based on 1Ps and | P ranges can be readily aoplied.
 Accuracy auditor: To ensure the accuracy of the information served by the WHOIS servers, adaily audit is done between the SRS information and
the WHOI'S responses for the domain names which are updated during the last 24-hour period. Any discrepancies are resolved proactively.

* Modular design: The WHOIS system allows for filtering and translation of data elements between the SRS and the WHOI'S database to allow for
customizations.

« Scalable architecture: The WHOIS system is scalable and has a very small footprint. Depending on the query volume, the deployment size can
grow and shrink quickly.

« Flexible: It is flexible enough to accommodate thin, thick, or modified thick models and can accommodate any future ICANN policy, such as
different information display levels based on user categorization

* SRS master database: The SRS database is the main persistent store of the Registry information. The Update Agent computes what WHOIS
updates need to be pushed out. A publish-subscribe mechanism then takes these incremental updates and pushesto all the WHOIS slaves that
answer queries.

26.3 Compliance with RFC and Specifications 4 and 10

Neustar has been running thick-WHOI S Services for over 10+ yearsin full compliance with RFC 3912 and with Specifications 4 and 10 of the
Registry Agfreement. RFC 3912 isasimple text based protocol over TCP that describes the interaction between the server and client on port 43.
Neustar built a home-grown solution for this service. It processes millions of WHOI'S queries per day.

Table 26-1 describes Neustar’ s compliance with Specifications 4 and 10.

Neustar ensures compliance with all RFCs through avarieg of processes and procedures. Members from the engineering and standards teams
actively monitor and participate in the devel opment of RFCs that impact the registry services, including those related to WHOIS. When new RFCs
areintroduced or existing ones are updated, the team performs a full compliance review of each system impacted by the change. Furthermore, all
code releases include afull regression test that includes specific test casesto verify RFC compliance.

26.4 High-level WHOI'S System Description

26.4.1 WHOIS Service (port 43

The WHOI S serviceis responsible for handling port 43 queries. Our WHOIS is optimized for speed using an in-memory database and master-slave
architecture between the SRS and WHOIS slaves. The WHOI S service a so has built-in support for IDN. 1f the domain name being queried is an
IDN, the returned results include the language of the domain name, the domain name’'s UTF-8 encoded representation a ong with the Unicode code

page.

26.4.2 Web Page for WHOIS queries

In addition to the WHOIS Service on port 43, Neustar provides aweb based WHOIS application. It isan intuitive and to use application for
the general public to use. WHOI S web application provides all of the features available in the port 43 WHOIS. This includes full and partial search
on:

* Domain names

* Nameservers

* Registrant, Technical and Administrative Contacts

* Registrars

It also provides features not available on the port 43 service.These include:

1. Redemption Grace Period calculation: Based on the registry’s policy, domainsin pendingDelete can be restorable or scheduled for release
depending on the datetime the domain went into pendingDelete. For these domains, the web based WHOI'S displays “Restorable” or “ Scheduled for
Release” to clearly show this additional statusto the user.

2. Extensive support for international domain names (IDN)

3. Ability to perform WHOI'S |ookups on the actual Unicode IDN

4. Display of the actual Unicode IDN in addition to the ACE-encoded name

5. A Unicode to Punycode and Punycode to Unicode translator

6. An extensive FAQ

7. A list of upcoming domain deletions
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26.5 1T and Infrastructure Resources

As described above the WHOI S architecture uses a workflow that decouples the update process from the SRS.This ensures SRS performance is not
adversely affected by the load requirements of dynamic updates. It is also decoupled from the WHOI 'S lookup agent to ensure the WHOIS serviceis
aways available and performing well for users. Each of Neustar’s geographically diverse WHOIS sites use:

« Firewalls, to protect this sensitive data

« Dedicated servers for MQ Series, to ensure guaranteed delivery of WHOI'S updates

« Packetshaper for source | P address-based bandwidth limiting

« Load balancers to distribute query load

» Multiple WHOI S servers for maximizing the performance of WHOIS service.

The WHOI'S service uses HP BL 460C servers, each with 2 X Quad Core CPU and a 64GB of RAM. The existing infrastructure has 6 servers, but is
designed to be easily scaled with additional servers should it be needed.

Figure 26-1 depicts the different components of the WHOI'S architecture.

26.6 Interconnectivity with Other Registry System . ) . . )

As described in Question 24 about the SRS and further in response to Question 31, “ Technical Overview”, when an update is made by aregistrar
that impacts WHOIS data, atrigger is sent to the WHOIS system by the external notifier layer.The update ?ent processes these updates, transforms
the data if necessary and then uses messaging oriented middleware to publish all updates to each WHOIS slave.The local update agent accepts the
update and appliesit to the local in-memory database. A separate auditor compares the datain WHOIS and the SRS daily and monthly to ensure

accuracy of the published data.

26.7 Frequency of Synchronization between Servers Updates from the SRS, through the external natifiers, to the constellation of independent
WHOIS slaves happens in real-time via an asynchronous publishysubscribe messaging architecture. The updates are guaranteed to be updated in
each slave within the required SLA of 95% = 60 minutes. Please note that Neustar’' s current architecture is built towards the stricter SLAs (95% =
15 minutes) of .BIZ. The vast majority of updates tend to happen within 2-3 minutes.

26.8 Provision for Searchable WHOIS Capabilities ) o o .

Neustar will create a new web-based service to address the new search features based on requirements specified in Specification 4 Section 1.8. The

?%Ip(ljl cation will include precautions to avoid abuse and will enable users to search the WHOI 'S directory using any one or more of the following
lelds:

» Domain name

* Registrar ID

« Contacts and registrant’ s name ) ) ) o _ )

« Contact and registrant’ s postal address, including all the sub-fields described in EPP (e.g., street, city, state or province, etc.)
» Name server name and name server | P address

* The system will also allow search using non-Latin character sets which are compliant with IDNA specification.

The user will choose one or more search criteria, combine them by Boolean operators (AND, OR, NOT) and provide partial or exact match regular
expressions for each of the criterion name-value ﬁa rs. The domain names matching the search criteriawill be returned to the user.
Figure 26-2 shows an architectural depiction of the new service.

To mitigate the risk of this powerful search service being abused by unscrupulous data miners, alayer of security will be built around the query
eanine R//lv_hi_ch will allow the registry to identify rogue activities and then take appropriate measures. Potential abuses include, but are not limited to:
e DataMinin

. Unauthorizgd Access

» Excessive Querying

« Denial of Service Attacks

To mitigate the abuses noted above, Neustar will implement any or al of these mechanisms as appropriate:

» Username-password based authentication

« Certificate based authentication

« Data encryption

* CAPTCHA mechanism to prevent robo invocation of Web query

* Fee-based advanced query capabilities for premium customers.

The searchable WHOI S application will adhereto al privacy laws and policies of the Applicant’s registry.

26.9 Resourcing Plans

Aswith the SRS, the development, customization, and on-going support of the WHOI'S service is the responsibility of a combination of technical
and operational teams. The primary groups responsible for managing the service include:

* Development/Engineering — 19 employees

 Database Administration — 10 employees

» Systems Administration — 24 employees

* Network Engineering — 5 employees

Additionallﬁ/, if customization or modifications are required, the Product Management and Quality Assurance teams will also be involved. Finally,

the Network Operations and Information Security Play an important role in ensuring the systems involved are operating securely and reliably. The
necessary resources will be pulled from the pool or available resources described in detail in the response to Question 31. Neustar’ s WHOIS
implementation is very mature, and has been in production for over 10 years. As such, very little new development will be required to support the
implementation of the Applicant’s registry. The resources are more than adequate to support the WHOIS needs of all the TLDs operated by Neustar,
incéuding the Applicant’s registry.

_en -

27. Registration Life Cycle

Q27
27.1 Registration Life Cycle
Introduction
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The Applicant will follow the lifecycle and business rules found in the majority of gTLDstoday. Our back-end operator, Neustar, has over ten years
of experience managing numerous TLDs that utilize standard and unique business rules and lifecycles. This section describes the business rules,

registration states, and the overall domain lifecycle that will be used for the TLD.

Domain Lifecycle - Description

The registry will use the EPP 1.0 standard for provisioning domain names, contacts and hosts. Each domain record is comprised of three registry

object types: domain, contacts, and hosts

Domains, contacts and hosts may be assigned various EPP defined statuses indicating either a particular state or restriction placed on the object.

Some statuses may be aéoplied by the Registrar; other statuses may only be applied by the Registry. Statuses are an integral part of the domain

lifecycle and serve the dual purpose of indicating the particular state of the domain and indicating any restrictions placed on the domain. The EPP

standard defines 17 statuses, however only 14 of these statuses will be used in the Applicant’ sregistry per the defined TLD business rules.

'tl)'he r1]‘0I'_120W_i ng isabrief description of each of the statuses. Server statuses may only be applied by the Registry, and client statuses may be applied
y the Registrar.

- OK — Default status applied by the Registry.

- Inactive — Default status applied by the Registry if the domain has less than 2 nameservers.

- PendingCreate — Status applied by the Registry upon processing a successful Create command, and indicates further action is pending. This status

will not be used in the TLD registry.

- PendingTransfer — Status applied by the Registry upon processing a successful Transfer request command, and indicates further action is pending.

- PendingDel ete — Status applied by the Registry upon processing a successful Delete command that does not result in the immediate deletion of the

domain, and indicates further action is pending.

- PendingRenew — Status applied by the Registry upon processing a successful Renew command that does not result in the immediate renewal of the
domain, and indicates further action is pending. This status will not be used in the Applicant’s r?istry.

- PendingUpdate — Status applied by the Registry if an additional action is expected to complete the update, and indicates further action is pending.

This status will not be used in the TLD registry.

- Hold — Removes the domain from the DNS zone.

- UpdateProhibited — Prevents the object from being modified by an Update command.

- TransferProhibited — Prevents the object from being transferred to another Registrar by the Transfer command.

- RenewProhibited — Prevents a domain from being renewed by a Renew command.

- DeleteProhibited — Prevents the object from being deleted by a Delete command.

The lifecycle of a domain begins with the registration of the domain. All registrations must follow the EPP standard, as well as the specific business

rules described in the response to Question 18 above.Upon registration adomain will either be in an active or inactive state. Domains in an active

state are delegated and have their delegation information published to the zone. Inactive domains either have no delegation information or their

delegation information in not published in the zone. Following the initial registration of a domain, one of five actions may occur during its lifecycle:

- Domain may be updated

- Domain may be deleted, either within or after the add-grace period

- Domain may be renewed at anytime during the term

- Domain may be auto-renewed by the Registry

- Domain may be transferred to another registrar.

Each of these actions may result in a change in domain state. Thisis described in more detail in the following section. Every domain must

eventually be renewed, auto-renewed, transferred, or deleted. A registrar may apply EPP statuses described above to prevent specific actions such as
updates, renewals, transfers, or deletions.

27.1.1 Registration States

Domain Lifecycle — Registration States

- As described above the Applicant’ s registry will implement a standard domain lifecycle found in most gTLD registriestoday. There arefive
possible domain states:

- Active

- Inactive

- Locked

- Pending Transfer

- Pending Delete.

All domains are alwaysin either an Active or Inactive state, and throughout the course of the lifecycle may also bein alLocked, Pending Transfer,
and Pending Delete state.Specific conditions such as applied EPP policies and registry business rules will determine whether adomain can be
trans ctjlon between states. Additionally, within each state, domains may be subject to various timed events such as grace periods, and notification
periods.

Active State
The active state is the normal state of adomain and indicates that delegation data has been provided and the delegation information is published in
the zone. A domain in an Active state may also be in the Locked or Pending Transfer states.

Inactive State
The Inactive state indicates that a domain has not been delegated or that the del gﬁati on data has not been published to the zone. A domain in an
Inactive state may also be in the Locked or Pending Transfer states. By default all domain in the Pending Delete state are also in the Inactive state.

Locked State

The Locked state indicates that certain specified EPP transactions may not be performed to the domain. A domain is considered to be in a L ocked
state if at least one restriction has been placed on the domain; however up to eight restrictions may be applied simultaneously. Domainsin the
Locked state will also bein the Active or Inactive, and under certain conditions may also be in the Pending Transfer or Pending Delete states.

Pending Transfer State o ) ) . )
The Pending Transfer state indicates a condition in which there has been a request to transfer the domain from one regjstrar to another. The domain
is placed in the Pending Transfer state for a period of time to allow the current (losing) registrar to approve (ack) or reject (nack) the transfer
request. Registrars may only nack requests for reasons specified in the Inter-Registrar Transfer Policy.

Pending Delete State

The Pendiré? Delete State occurs when a Delete command has been sent to the Registry after the first 5 days (120 hours) of re%;istration. The
Pending Delete period is 35-days during which the first 30-days the name enters the Redemption Grace Period (RGP) and the last 5-days guarantee
that the domain will be purged from the Registry Database and available to public pool for registration on afirst come, first serve basis.

27.1.2 Typical Registration Lifecycle Activities
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Domain Creation Process

The creation (registration) of domain names is the fundamental registry operation. All other operations are designed to support or compliment a
domain creation. The following steps occur when adomain is created.

1. Contact objects are created in the SRS database. The same contact object may be used for each contact type, or they may all be different. If the
contacts already exist in the database this step may be skipped.

2. Nameservers are created in the SRS database. Nameservers are not required to complete the registration process; however any domain with less
than 2 name serverswill not be resolvable.

3H The dor]paj nis created using the each of the objects created in the previous steps.In addition, the term and any client statuses may be assigned at
the time of creation.

The actual number of EPP transactions needed to complete the registration of a domain name can be as few as one and as many as 40. The latter
assumes seven distinct contacts and 13 nameservers, with Check and Create commands submitted for each object.

Update Process

Registry objects may be updated (modified) using the EPP Modify operation.The Update transaction updates the attributes of the object.
For example, the Update operation on adomain name will only allow the following attributes to be updated:
- Domain statuses

- Registrant ID

- Administrative Contact ID

- Billing Contact ID

- Technical Contact 1D

- Nameservers

- Authinfo

- Additional Registrar provided fields.

The Update operation will not modify the details of the contacts. Rather it may be used to associate a different contact object (using the Contact I D)

to the domain name. To update the details of the contact object the Update transaction must be applied to the contact itself. For example, if an

Smstmg rgglstrant wished to update the postal address, the Registrar would use the Update command to modify the contact object, and not the
omain object.

Renew Process

The term of a domain may be extended using the EPP Renew operation. ICANN policy in general establishes the maximum term of a domain name

to be 10 years, and the Applicant will not deviating from this policy. A domain may be renewed/ extended at any point time, even immediately

following theinitial registration.The only stipulation is that the overall term of the domain name may not exceed 10 years. If a Renew operation is

performed with aterm value will extend the domain beyond the 10 year limit, the Registry will reject the transaction entirely.

Transfer Process

The EPP Transfer command is used for several domain transfer related operations:

- Initiate a domain transfer

- Cancel adomain transfer

- Approve adomain transfer

- Reject adomain transfer.

To transfer adomain from one Registrar to another the following processis followed:

1. Thegaining &new) Registrar submits a Transfer command, which includes the Authinfo code of the domain name.

2. If the Authinfo code is valid and the domain is not in a status that does not alow transfers the domain is placed into pendingTransfer status

3. A poll message notifying the losing Registrar of the pending transfer is sent to the Registrar’ s message queue

4. Tgre domain remainsin pendingTransfer status for up to 120 hours, or until the losing (current) Registrar Acks (approves) or Nack (rejects) the

transfer request

5. If the losing Registrar has not Acked or Nacked the transfer request within the 120 hour timeframe, the Registry auto-approves the transfer

6. The requesting Registrar may cancel the original request up until the transfer has been completed.

A transfer adds an additional a?/ear to the term of the domain. In the event that atransfer will cause the domain to exceed the 10 year maximum term,
gg: Regi%rry will add apartia term up to the 10 year limit. Unlike with the Renew operation, the Registry will not reject atransfer operation.

etion Process
A domain may be deleted from the SRS using the EPP Delete operation. The Delete operation will result in either the domain being immediately
removed from the database or the domain being EI aced in pendingDel ete status. The outcome is dependent on when the domain is deleted. If the
domain is deleted within the first five days (120 hours) of registration, the domain isimmediately removed from the database. A deletion at any
other time will result in the domain being placed in Bendi ngDel ete status and entering the Redemption Grace Period (RGP). Additionally, domains
that are deleted within five days (120) hours of any billable (add, renew, transfer) transaction may be deleted for credit.

27.1.3 Applicable Time Elements

The following section explains the time elements that are involved.

Grace Periods

There are six grace periods:

- Add-Delete Grace Period (AGP)

- Renew-Delete Grace Period

- Transfer-Delete Grace Period

- Auto-Renew-Delete Grace Period

- Auto-Renew Grace Period

- Redemption Grace Period (RGP).

Thefirst four grace periods listed above are designed to provide the Registrar with the ability to cancel arevenue transaction (add, renew, or
transfer? within a certain period of time and receive a credit for the original transaction.
The following describes each of these grace periodsin detail.

Add-Delete Grace Period

The APG is associated with the date the Domain was registered.Domains may be deleted for credit during the initial 120 hours of aregistration, and
the Registrar will receive abilling credit for the original registration.If the domain is deleted during the Add Grace Period, the domain is dropped
from the database immediately and a credit is applied to the

Registrar’s billing account.

Renew

Delete Grace Period

The Renew-Delete Grace Period is associated with the date the Domain was renewed. Domains may be deleted for credit during the 120 hours after
arenewal.The grace period is intended to allow Registrarsto correct domains that were mistakenly renewed. It should be noted that domains that
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are deleted during the renew grace period will be placed into pendingDelete and will enter the RGP (see below).

Transfer-Delete Grace Period

The Transfer-Delete Grace Period is associated with the date the Domain was transferred to another Registrar. Domains may be deleted for credit

during the 120 hours after atransfer. |t should be noted that domains that are deleted during the renew grace period will be placed into

Bendl ngDelete and will enter the RGP. A deletion of domain after a transfer is not the method used to correct a transfer mistake. Domains that have
een erroneously transferred or hijacked by another party can be transferred back to the original registrar through various means including

contacting the Registry.

Auto-Renew-Delete Grace Period

The Auto-Renew-Delete Grace Period is associated with the date the Domain was auto-renewed. Domains may be deleted for credit during the 120
hours after an auto-renewal.The grace period isintended to allow Registrars to correct domains that were mistakenly auto-renewed. It should be
noted that domains that are deleted during the auto-renew delete grace period will be placed into pendingDelete and will enter the RGP.

Auto-Renew Grace Period

The Auto-Renew Grace Period is a specia grace period intended to provide registrants with an extra amount of time, beyond the expiration date, to
renew their domain name.The grace period lasts for 45 days from the expiration date of the domain name. Registrars are not required to provide
registrants with the full 45 days of the period.

Redemé)tion Grace Period

The RGP is a special grace period that enables Registrars to restore domains that have been inadvertently deleted but are still in pendingDelete
status within the Redemption Grace Period. All domains enter the RGP except those del eted during the AGP.

The RGP period is 30 days, during which time the domain may be restored usi ng the EPP RenewDomain command as described below. Following
the 30day RGP period the domain will remain in pendingDelete status for an additional five days, during which time the domain may NOT be
restored.The domain is released from the SRS, at the end of the 5 day non-restore period. A restore fee applies and is detailed in the Billing Section.
A renewal fee will be automatically applied for any domain past expiration.

Neustar has created a unique restoration process that uses the EPP Renew transaction to restore the domain and fulfill all the reporting obligations
required under ICANN policy. The following describes the restoration process.

27.2 State Diagram

Figure 27-1 provides a description of the registration lifecycle.

The different states of the lifecycle are active, inactive, locked, pending transfer, and pending delete. Please refer to section 27.1.1 for detail
description of each of these states. The lines between the states represent triggers that transition a domain from one state to another.

The details of each trigger are described below:

- Create: Registry receives a create domain EPP command.

- WithNS: The domain has met the minimum number of nameservers required by registry policy in order to be é)ublished in the DNS zone.

- WithOutNS: The domain has not met the minimum number of nameservers required by registry policy. The domain will not bein the DNS zone.
- Remove Nameservers. Domain’s nameserver(s) is removed as part of an update domain EPP command. The total nameserver is below the
minimum number of nameservers required by r%?istry policy in order to be published in the DNS zone.

- Add Nameservers. Nameserver(s) has been added to domain as Part of an update domain EPP command. Thetotal number of nameservers has
met the minimum number of nameservers required by registry poli

- Delete: Registry receives a delete domain EPP command.

- DeleteAfterGrace: Domain deletion does not fall within the add grace period.

- DeleteWithinAddGrace: Domain deletion falls within add grace period.

- Restore: Domain is restored. Domain goes back to its original state prior to the delete command.

- Transfer: Transfer request EPP command is received.

- Transfer ApﬁroveVCancel/Rej ect: Transfer requested is approved or cancel or rejected.

- TransferProhibited: The domainisin clientTransferProhibited andor serverTranferProhibited status. Thiswill cause the transfer request to fail.
The domain goes back to its original state.

cy in order to be published in the DNS zone.

DeleteProhibited: The domain isin clientDeleteProhibited andor serverDeleteProhibited status. This will cause the delete command to fail. The
domain goes back to its original state. . _ ) _ _ o )

Note: the locked state is not represented as a distinct state on the diagram as a domain may be in alocked state in combination with any of the other
states. inactive, active, pending transfer, or pending delete.

27.2.1 EPP RFC Consistency

As described above, the domain lifecycle is determined by ICANN policy and the EPP RFCs. Neustar has been operating ICANN TLDs for the past
10 years consistent and compliant with all the ICANN policies and related EPP RFCs.

27.3 Resources

The registration lifecycle and associated business rules are largely determined l:g/ policy and business requirements; as such the Product
Management and Policy teamswill play acritical rolein working Applicant to determine the precise rules that meet the requirements of the TLD.
Implementation of the [ifecycle ruleswill be the responsi biIit¥ of Development/Engineering team, with testing performed by the Quality Assurance

t?]am. Neustar's SRS implementation is very flexible and configurable, and in many case development is not required to support business rule

changes.

The Applicant’s registry will be using standard lifecycle rules, and as such no customization is anticipated. However should modifications be
required in the future, the necessary resources will be pulled from the pool of available resources described in detail in the response to Question 31.

The following resources are available from those teams:

Devel opment/Engineering — 19 employees

Registry Product Management — 4 employees

Th%lﬁe resources are more than adequate to support the development needs of al the TLDs operated by Neustar, including the Applicant’s registry.

_en -

28. Abuse Prevention and Mitigation
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The Applicant’s core mission and purpose is to create an environment where individuals and companies can interact and express themselves in ways
never before seen on the Internet, in amore targeted, secure and stable environment. To achieve this goal the Applicant will be implementing a
range of Abuse Prevention and Mitigation policies and procedures. The following is an overview of initiatives undertaken by the Applicant:

gTLD Abuse Prevention and Mitigation Implementation Plan
Policies and Procedures to Minimize Abusive Registrations
1 Im,olementation plan for Abuse Point of Contact
2. Policiesfor Handling Complaints Regarding the Abuse Policies
3. Proposed Measures for Removal of Orphan Glue Records
4. Resourcing plans for theinitial implementation of, and ongoing maintenance of, the Abuse Prevention and Mitigation initiatives
R Measures to promote WHOIS accuracy both directly by the Registry and by Registrars via requirements in the Registry-Registrar Agreement

RA™)):
.1. Regular monitoring of registration datafor accuracy and completeness
.2. Registrar WHOIS policy self-certification and authentication
.3. WHOIS data reminder process
4. Establishing policies and procedures to ensure Registrar compliance with WHOI'S policies, which may include audits, financial incentives,
alties, or other means
Registry semi-annual WHOI'S verification
Registrar semi-annual verification of WHOIS
Policies and procedures that define malicious or abusive behaviour
Service Level Requirements for resolution
Service Level Requirements for Law enforcement requests
Coordination with sector Groups and Law Enforcement
Rapid takedown and suspension
Controls to Ensure Proper Access to Domain Functions:
Enabling two-factor authentication from Registrants to process update, transfer, and deletion requests;
Enabling multiple, unique Poi nts of contact to request andor approve update, transfer, and del etion requests;
Enabling the notification of multiple, unique points of contact when a domain has been updated, transferred, or deleted
Additiona Abuse Prevention and Mitigation Initiatives
Additional Mechanism for Protection of Capital City Names
Additional Mechanismsto Protect and Reserve IGO Names
Abuse Prevention and Mitigation Seal
Governance Council
Resource Planning
Resource Planning Specific to Backend Registry Activities
Administrative Services Provider — Famous Four Media Limited
ICANN Prescribed Measures
. Increasing Registrant Security Awareness
10. Registrant Disqualification
11. Resdtrictions on Proxy Registration Services
12. Registry Lock
13. Scope’Scale Consistency
13.1 Scope'Scale Consistency Specific to Backend Registry Activities
14. Acceptable Use Policy (“AUP”)
15. Abuse Response Process

OONNNOOOOOUIUTUTUTA R DN RN WWT WWWWIWNNNNNE
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1 gTLD Abuse Prevention and Mitigation Implementation Plan ] o ] S ] S
The Applicant will be implementing a thorough and extensive Abuse Prevention and Mitigation plan, designed to minimise abusive registrations
and other detrimental activities that may .negatlvglc}/ impact internet users. This plan includes the establishment of a single abuse point of contact,
responsible for addressing matters requiring expedited attention and providing atimely response to abuse complaints concerni ngball names
registered in the gTLD through all Registrars of record, including those involving areseller. Details of this point of contact will be clearly published
on the Applicant’s website. o _ ) ) ) ) _ _

Strong abuse prevention for anew gTLD is an important benefit to the internet community. The Applicant and its backend services provider agree
that a Registry must not only aim for the highest standards of technical and operational competence, but also needs to act as a steward of the space
on behalf of the Internet community and ICANN in promoting the Registry’s stakeholders’ interest. The Applicant’s Backend Services Provider
brings extensive experience establishing and implementing registration policies. This experience will be leveraged to help the Applicant combat
abusive and malicious domain activity within the new gTLD space. . o ) . i

One of the key functions of aresponsible domain name Registry includes working towards the eradication of domain name abuse including, but not
limited to, those resulting from:

[llegal or fraudulent actions

am
ishing

Pharming

Distribution of malware

Fast flux hosting

Botnets

Illegal distribution of copyrighted material

Distribution of child pornograPhy

Online sale or distribution of illegal pharmaceuticals.

Further explanation of behaviour considered to be abusive can be found in the Acceptable Use Policy (*AUP") below. Any second-level domain
foulr)d ég ggl facilitating such behaviours, either upon registration or subsequently, will be subject to rapid compliance action as per the policies
outlin ow.

The Applicant believes that the success of the gTLD will be determined largely by the sector’s broad-spectrum of key stakeholders, who operate
globally. The Applicant believes that these stakeholders will be motivated to protect the sector from detrimental practices. The Applicant further
believes that sector stakeholders should be afforded the opportunity to influence the manner in which the gTLD is governed, including its abuse
prevention policies where appropriate. Accordingly, the Applicant is establishing a Governance Council, to be comprised of key sector stakeholders
that will serve as an advisory body. The Governance Council will elect its own Board of Directors, which will be responsible for self-governance,
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the recommendation of sector-specific policies, and the formulation of guidance on other best practices related to the gTLD. The Applicant aimsto
develop an Abuse Prevention and Mitigation Working Group in conjunction with the GC. It will give the Applicant’s team advice on abuse
preventions and mitigation and how this may effect registration policies. The group will meet to regularly discuss the latest trends in domain name
abuse and the most effective way to prevent and rem P]/ them. Registrants, Registrars and the Registry will &l be involved in this working
group.This will likely prove important as the battle with abusive behaviour online must continuously evolve given that abusive behaviour itself
mutates and ch%r;\?es. The Governance Council will offer significantly greater opportunities to identify emerging threats and rapidly establish
procedures to deal with them than might have been possible simply with a Registry perspective.

2 Policies and Procedures to Minimize Abusive Registrations

Regardless of how well intentioned its user-base is, a Registry must have the policies, resources, personnel, and expertise in place to combat abusive
DNS practices. The Applicant’s Registry Backend Services Provider is at the forefront of the prevention of such abusive practices. We also believe
that a strong program is essential given that Registrants have a reasonable expectation that they arein control of the data associated with their
domains, especidly its presence in the DNS zone. Because domain names are sometimes used as a mechanism to enable variousillegitimate
activities on the Internet, often the best preventative measure to thwart these attacks is to remove the names completely from the DNS before they
can impart harm, not only to the domain name Registrant, but also to millions of unsuspecting Internet users. ) _
Removing the domain name from the zone has the effect of shutting down all activity associated with the domain name, including the use of all
websites and e-mail. The use of this technique should not be entered into lightly. The Applicant has an extensive, defined, and documented process
for taking the necessary action of removing a domain from the zone when its presence in the zone poses a threat to the security and stability of the
infrastructure of the Internet or the Registry.

Coadlition for Online Accountability (“* COA”) Recommendations

The Applicant will further structure its policies around the COA Recommendations where relevant to thisgTLD. The Applicant’s goal isto provide
asafe and secure browsing experience tor consumers of this gTLD. A domain within thisgTLD that is owned, operated by or compromised by a
malicious party could cause harm to consumers, to the gTLD's reputation and to the reputation of the Internet itself. As such, additional controls are
in place relating to the validity of registrations, as well as additional measures to ensure the correct identity of both Registrants and Registrars
relating to changes made within the SRS, and to protecting the integrity of the DNS service as awhole.

The Coalition for Online Accountability have drafted a set of policy recommendations, also endorsed by many other international organizations
representing the creative industries, that should be ap|ol ied to entertainment gTLDs - especially those dependent on copyright protection. The policy
is comprised of aset of 7 recommendeations that should be adopted by ICANN in evaluating any applicant for an entertainment-based gTLD. The
recommendations were c}oosted by COA in the form of aletter to ICANN at http/bit.lyH thmq}.1 We welcome the recommendations from the COA
and will strongly consider the recommendations relating to the implementation of this gTLD where considered relevant.

BITS Recommendations

The Applicant will further structure its policies around the BITS Recommendations where relevant to thisgTLD. The Applicant’'s goal is to provide
asafe and secure browsing experience tor consumers of thisgTLD. A domain within thisgTLD that is owned, operated by or compromised by a
malicious party could cause harm to consumers, to the gTLD’ s reputation and to the reputation of the Internet itself. As such, additional controls are
in place relating to the validity of registrations, as well as additional measures to ensure the correct identity of both Registrants and Registrars
relating to changes made within the SRS, and to protecting the integrity of the DNS service as awhole.

The Security Standards Working Group (SSWG) formed by BITS drafted a set of policy recommendations that should be applied to financial
gTLDs. The policy is comprised of a set of 31 recommendations that should be adopted by ICANN in evaluating any applicant of afinancia gTLD.
The recommendations were posted by BITS in the form of aletter to ICANN at [httpAvww.icann.org/ervcorrespondenceaba-bits-to-beckstrom-
crocker-20dec11-en.pdf]. We welcome the recommendations from SSWG and will strongly consider the recommendations relating to the
implementation of this gTLD where considered relevant.

2.1 Implementation plan for Abuse Point of Contact

Asrequired by the RegistrP/ Agreement, The Applicant will establish and publish on its website a single abuse point of contact responsiblefor
addressing inquiries from [aw enforcement and the public related to malicious and abusive matters requiring expedited attention. The Applicant will
provide atimely response to abuse complaints concerning all names registered in the gTLD by registrars and their resellers. The Applicant will also
provide such information to ICANN prior to the delegation of any domain namesin the gTLD. This information shall consist of, at aminimum, a
valid name, e-mail address dedicated solely to the handling of malicious conduct complaints and a telephone number and mailing address for the
primary contact. The Applicant will ensure that this information will be kept accurate and up to date and will be provided to ICANN if and when
chan%es are made. In addition, with respect to inquiries from ICANN-Accredited Registrars, the Applicant’s Registry Backend Services Provider
shall have an additional point of contact, asit does today, handling requests by Registrars related to abusive domain name practices.

2.2 Policiesfor Handling Complaints Regarding the Abuse Policies

In order to operate under the new gTLD, Registrants must accept the Acceptable Use Policy. The new gTLD Registry’ s Acceptable Use Policy
clearly delineates the types of activities that constitute “ abuse” and the repercussions associated with an abusive domain name registration. In
addition, the policy will beincorporated into the applicable Registry-Registrar Agreement (“RRA") and reserve the right for the Registry to take the
appropriate actions based on the type of abuse. Thiswill include locking down the domain name preventing any changes to the contact and name
server information associated with the domain name, placing the domain name “on hold” rendering the domain name non-resolvable, transferring
the domain name to another Registrar, andor in casesin which the domain name is associated with an existing law enforcement investigation,
substituting name servers to collect information about the DNS queries to assist the investigation. When appropriate, the Applicant will also share
information with law enforcement. Each ICANN and gTLD accredited Registrar must agree to pass the Acceptable Use Policy on to its Resellers (if
applicable) and ultimately to the gTLD Registrants. The Registry’sinitial Acceptable Use Policy that the Applicant will use in connection with the
gTLD isoutlined in a section below.

2.3 Proposed Measures for Removal of Orphan Glue Records

Asthe Security and Stability Advisory Committee of ICANN (“SSAC”) rightly acknowledges, although orphaned glue records may be used for
abusive or malicious purposes, the *dominant use of orphaned glue supports the correct and ordinary operation of the DNS.” See
http:Avww.icann.orgen/committees’security/sac048.pdf. .

While orphan glue records often support the correct and ordinary operation of the DNS, we understand that such glue records can be used
maliciously to point to name servers that host domains used in illegal phishing, botnets, malware, and other abusive behaviours. Problems occur
when the parent domain of the glue record is deleted but its children glue records still remain in DNS.

Thus, the Registry Operator will remove orphan glue records (as defined at the above link) when provided with evidence in written form that such
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records are present in connection with malicious conduct. Registrars are required to deletefnove all dependent DNS records before they are allowed
to delete the parent domain. . ) ) ) . )
To prevent orphan glue records, the Registry Backend Services Provider performs the following checks before removing a domain or name server:

Checks during domain delete:

- Parent domain deleteis not allowed if any other domain in the zone refers to the child name server.

- If the parent domain is the only domain using the child name server, then both the domain and the glue record are removed from the zone.
Check during explicit name server delete:

- TheRegistry Backend Services Provider confirms that the current name server is not referenced by any domain name (in-zone) before deleting
the name server.

Zone-file impact:

- If the parent domain references the child name server AND if other domains in the zone also reference it AND if the parent domain nameis
assigned a serverHold status, then the parent domain goes out of the zone but the name server glue record does not.

- If no domains reference a name server, then the glue record is removed from the zonefile.

2.4 Resourcing plansfor theinitial implementation of, and ongoing maintenance of, the Abuse Prevention and Mitigation initiatives

Dfetﬁ\jls related to resourcing plans for the initial implementation and ongoing maintenance of the Applicant’s abuse plan are provided in Section 7
of thisresponse.

?‘ RRI\A/I\,(’a)asur&s to promote WHOI S accuracy both directly by the Registry and by Registrars via requirements in the Registry-Registrar Agreement

The Applicant acknowledges that ICANN has devel oped a number of mechanisms over the past decades that are intended to address the issue of
inaccurate WHOI S information. Such measures alone have not proven to be sufficient and the Applicant will offer amechanism whereby third
parties can submit complaints directly to the Applicant about inaccurate or incomplete WHOIS data. Such information shall be forwarded to the
sponsoring Registrar, who shall be required to address those complaints with their Registrants. Thirty days after forwarding the complaint to the
Registrar, the Applicant will examine the current WHOIS data for names that were alleged to be inaccurate to determine if the information was
corrected, the domain name was deleted, or any other action was taken. If the Registrar has failed to take any action, or it is clear that the Registrant
was either unwilling or unable to correct the inaccuracies, the Applicant reserves the right to suspend the agpl icable domain name(s? until such time
asthe Registrant is able to cure the deficiencies. Further efforts to pre-empt inaccurate WHOI'S data made by the Applicant will include:

1) TheApplicant will in general discourage the use of proxy registration services. The Applicant understands that there are instances when proxy
registrations may be required and will develop best practices for when these instances occur.

2) The Applicant will maintain aweb-based form for third parties to submit claims regarding false andor inaccurate WHOI S data and the
Applicant will forward credible claims to the Registrar for investigationtesolution. The Applicant will follow up to verify that the claim has been
satisfactorily resolved. Failure of the Registrar or the Registrant to resolve the problem may result in the Applicant placing the domain name on
hold, except in extraordinary circumstances.

3) TheApplicant’s Regri]stry Backend Services Provider will regularly remind Registrars of their obligation to comply with ICANN’s WHOIS
Data Reminder Policy. This policy requires Registrars to validate the WHOIS information provided during the registration process, to inveﬂic?ate
claims of fraudulent WHOI S information, and to cancel domain name registrations for which WHOIS information is determined to be invalid.

4) WHOIS Verification by Registrars. As part of their Registry-Registrar Agreement all accredited Registrars will be required to revalidate
WHOIS datafor each record they have registered in the gTLD. The Applicant will leave the ultimate determination of how this procedure takes
place to the Registrar, but it must include one of the following approved methods. (1) Email notification (2) Outbound telemarketing effort to the
individual listed as the administrative contact for the domain.

3.1 Regular monitoring of registration data for accuracy and completeness

As part of their Registry-Registrar Agreement, all of the Applicant’s Registrars will be required to revalidate WHOI'S data for each record they have
registered on a bi-annual basis. This revalidation will require the Registrar to notify its Registrantsin the gTLD about this requirement. While the
Applicant reserves the right to suspend domain names that are not verified in atimely manner, the Applicant will engage in other outreach to the
Registrant prior to suspending any domain name. As part of the gTLD Abuse reporting system, users can report missing or incomplete WHOIS data
viathe Registry website. The Applicant will also perform randomized audits of verified WHOI'S information to ensure compliance and accuracy.
The Applicant’s selected Registry Backend Services Provider has established policies and procedures to encourage Registrar compliance with
ICANN’s WHOIS accuracy requirements..

3.2 Registrar WHOIS policy self-certification and authentication

The self-certification program consists, in part, of evaluations applied e(1ually to al operational ICANN accredited Registrars for the gTLD and is
conducted from time to time throughout the year. Process steps are as follows: _ ) _

The Registry Backend Services Provider sends an email notification to the ICANN primary Registrar contact, requesting that the contact go to a
designated URL, log in with hisher Web ID and password, and complete and submit the online form. The contact must submit the form within 15
business days of receipt of the notification. . . . ) o

When the form is submitted, the Registry Backend Services Provider sends the Registrar an automated email confirming that the form was
successfully submitted. ] . ) o )

The Registry Backend Services Provider reviews the submitted form to ensure the certifications are compliant. o

The Registry Backend Services Provider sends the Registrar an email notification if the Registrar is found to be compliant in all areas. ]

If areview of the response indicates that the Registrar Is out of compliance or if the Registry Backend Services Provider has follow-up questions,
the Registrar has 10 days to respond to the inquiry. o o o o -

If the Registrar does not respond within 15 business days of receiving the original notification, or if it does not respond to the request for additional
information, the Registry Backend Services Provider sends the Registrar a Breach Notice and gives the Registrar 30 days to cure the breach.

If the Registrar does not cure the breach, the Registry Backend Services Provider may terminate the Registry-Registrar Agreement (RRA).

3.3 WHOIS datareminder process.

The Registry Backend Services Provider regularly reminds Registrars of their obligation to comply with ICANN’s WHOIS Data Reminder Policy,
which was adopted by ICANN as a consensus policy on 27 March 2003 (http:Avww.icann.orgenyRegistrarsivdrp.htm). The Registry Backend
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Services Provider sends a notice to all Registrars once ayear reminding them of their obligation to be diligent in validating the WHOI S information
provided during the registration process, to investigate claims of fraudulent WHOIS information, and to cancel domain name registrations for which
WHOIS information is determined to be invalid.

3.ﬁ Establishing policies and procedures to ensure Registrar compliance with policies, which may include audits, financial incentives, penalties, or
other means.

The Applicant will require as part of the RRA obligations that all accredited Registrars for the gTLD participate in the abuse prevention and
mitigation procedures and policies, as well as efforts to improve the accuracy and comPI eteness of WHOIS data. In addition, the Applicant will
work to develop an economic incentive program, such as Market Development Funds for Registrars who meet certain SLAs for performance in this
area.

3.5 Registry bi-annual WHOI S verification

Additionally, the Applicant will, of its own volition and no less than twice per year, perform amanual review of arandom sampling of gTLD
domain namesin its Registry to test the accuracy of the WHOI'S information. Although this will not include verifying the actual information in the
WHOIS record, the Applicant will be examining the WHOIS data for prima facie evidence of inaccuracies. In the event that such evidence exists, it
shall be forwarded to the sponsoring Registrar, who shall be required to address those complaints with their Registrants. Thirty days (30) after
forwarding the complaint to the Registrar, the Applicant will reexamine the current WHOIS data for names that were alleged to be inaccurate to
determine If the information was corrected, the domain name was deleted, or some other action was taken. If the Registrar has failed to take any
action, or it is clear that the Registrant was either unwilling or unable to correct the inaccuracies, The Applicant reserves the right to suspend the
applicable domain name(s) until such time as the Registrant is able to cure the deficiencies.

3.6 Registrar bi-annual verification of WHOIS

The Applicant will require in the Registry-Registrar Agreement that all accredited Registrarsin this gTLD will be obliged to verify WHOIS data for
each record they have registered in the gTLD twice ayear. Verification can take Place viaemail, phone or any other method to confirm the
accuracy of the WHOI S data associated with the domain name. The Applicant will randomly audit WHOI'S records to ensure compliance and
accuracy. As part of the gTLD Abuse reporting system, users can report missing or incomplete WHOI'S data via the Registry website.

4  Policies and procedures that define malicious or abusive behaviour

The applicant has developed policies and procedures that define malicious and abusive behaviour. More information on these policies and
procedures can be found in section 14 - Acceptable Use Policy.

4.1 Service Level Requirements for resolution of APM related activities

As pertains to the Applicant’ s service level requirements for resolution, we aim to address and potentially rectify theissue asit pertainsto all forms
of abuse and fraud within 24 hours. Once abusive behaviour is detected or reported, the Applicant’s Customer Service center immediately creates a
support ticket in order to monitor and track the issue through resolution. This support team is operational 24/7/365. A preliminary assessment will be

performed in order to determine whether the abuse claim is legitimate. We will classify each incidence of legitimately reported abuse into one of
two categories based on the probable severity and immediacy of harm to Registrants and Internet users.

Category 1.
- Probable Severity or Immediacy of Harm: Low
- Examplesof types of abusive behaviour: Spam, Maware
- Mitigation steps:
- Investigate
- Notify Registrant
- Responsetimes— up to 3 days depending on severity.

Category 2:

- Probable Severity or Immediacy of Harm: Medium to High
- Examples of types of abusive behaviour: Fast Flux Hosting, Phishing, Illegal Accessto other Computers or Networks, Pharming, Botnet
command and control
- Mitigation steps:
- Suspend domain name
- Investigate
- Restore or terminate domain name
- Responsetimes - up to 1 day.

4.2  Service Level Requirements and Coordination regarding Law enforcement APM requests

With the assistance of its Registry Backend Services Provider, the Applicant will meet its obligations under Section 2.8 of the Registry Agreement
where required to take reasonable steps to investigate and respond to reports from law enforcement, governmental and quasi-governmental agencies
of illegal conduct in connection with the use of the gTLD. The Registry will respond to legitimate law enforcement inquiries within one business
day from receiving the request. Such aresponse shall include, at a minimum, an acknowledgement of receipt of the request, questions or comments
concerning the request, and an outline of the next steps to be taken by the Applicant for rapid resolution of the request. .

In the event such request involves any of the activities which can be validated by the Registry and involves the type of activity set forth in the
Acceptable Use Policy, the sponsoring Registrar is then given 24 hours to investigate the activity further and either take down the domain name by
placing the domain name on hold or by deleting the domain name in its entirety or providing a compelling argument to the Registry to keep the
name in the zone. If the Registrar has not taken the requested action after the 24-hour period (i.e., is unresponsive to the request or refusesto take
action), the Registry may place the domain on “ ServerHold”.

4.3 Coordination with sector Groups and Law Enforcement

One of the reasons for which the Registry Backend Services Provider was selected to serve as the Registry Backend Services Provider by the
Applicant isthe Registry Backend Services Provider’s extensive experience and its close working relationship with a number of law enforcement
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encies.
The Registry Backend Services Provider is also a participant in a number of sector groups aimed at sharing information amongst key sector players
about the abusive registration and use of domain names. Through these organizations the Registry Backend Services Provider sharesinformation
with other registries, Registrars, ccTLDs, law enforcement, security professionals, etc. Not only on abusive domain name registrations within its
own gTLDs, but also provides information uncovered with respect to domain names in other registries. The Registry Backend Services Provider has
often found that rarely are abuses found only in the gTLDs which it manages, but aso within other gTLDs. The Registry Backend Services
Provider routinely provides thisinformation to the other registries so that it can take the appropriate action. _
When executed in accordance with the Registry Agreement, plans will result in compliance with contractual requirements. . )
The Applicant believes that the proposed collection of protections that involve both proactive and reactive mechanisms outlined above will provide
an unmatched level of security and anti-abuse activity within the gTLD. These mechanisms will be part of both the Registry-Registrar Agreement as
well as the Registrant Registration Agreement.

4.4 Rapid takedown and suspension system

The Applicant is committed to ensuring that the use of the internet within its Registry is compliant with all relevant laws and legal directions.

The Applicant notes that its role as the Registry operator is not one of judge and jury in all jurisdictions and as such shall direct al complainantsto
the legal processin the relevant jurisdiction. Upon receiving avalid and enforceable legal judgment or direction it shall comply forthright with the
appropriate action which shall include rapid takedown andor suspension.

5  Controlsto Ensure Proper Access to Domain Functions
5.1 Enabling two-factor authentication from Registrants to process update, transfers, and deletion requests;

To ensure proper and secure access to domain functions, the Applicant will develop best practices for its Registrars relating to enabling its
Registrants to utilize two factor authentication in itsinteraction with their Registrar and ultimately the Registry. o
The goal of these best practices is to improve domain name security and assist Registrars in protecting the accounts they manage by providing
another level of assurance that only authorized registrants can communicate through the registrar with the Registry.

5.2 Enabling multiple, unique points of contact to request andor approve update, transfer, and deletion requests;

The Applicant will investigate the costs and benefits for introduci ngg]a service whereby a Registrant can elect to designate multiple points of contact
for each domain registered to approve changes to a domain before they are effectuated. The Applicant is of the opinion that these additional checks
could improve the security of each domain and will look for ways to deploy them in the most cost-effective and user-friendly manner possible.

5.3 Enabling the notification of multiple, unique points of contact when adomain has been updated, transferred, or deleted

The Apﬁl icant will ir_lvest(i;a;ate the costs and benefits for introduci n&:; aservice where by a Registrant can elect to designate multiple points of contact
for each domain registered to receive notification of changes to a domain when they are effectuated. The Applicant is of the opinion that these
additional checks could improve the security of each domain and will ook for ways to deploy them in the most cost-effective and user-friendly

manner possible.

6. Additional Abuse Prevention and Mitigation initiatives
6.1 Additional Mechanism for Protection of Capital City Names

In parallel with the Landrush Period defined in the answer to question 18, the Applicant will implement a Capital City Claim (*CCC”) service
yvher;ebI additional protection will be granted to the capital city names of a country or territory listed in the SO 3166-1 standard. The CCC process
isasfollows:

1. Any prospective domain name Registrant applying to register adomain name identical to the capital city name of a country or territory listed in
the 1SO 3166-1 standard will receive from the Applicant a CCC notification highlighting the fact that the applied-for domain name corresponds to a
capital city name of acountry or territory listed in the 1SO 3166-1 standard.

2. A potential domain name Registrant receiving a CCC notification will have to send a response to the Applicant whereby it will unconditionally
comply with the requirements as to representations and warranties required by the Applicant. Thiswill protect the reputation of the capital city as
well as any further relevant terms and conditions provided.

3. Unconditional acceptance of the warranties set out in the CCC notification will be amaterial requirement for a prospective Registrant to be
eligible to register the domain name in question should said prospective Registrant be successful in the Landrush period.

4. Upon registration duri ng? the Landrush period of a domain name identical to a capital city name of a country or territory listed in the SO 3166-
1 standard, the Applicant will send a notification in writing to the ICANN Government Advisory Committee ("GAC") Chair.

6.2 Additional Mechanisms to Protect and Reserve IGO Names . ] ) )

The Applicant considers the Protection of Intergovernmental Organization ("IGO") names to be very important. The Applicant will use strings
registered as second level domainsin the.int gTLD asthe basisfor this protection. To register in the .int domain, the Registrants must be an IGO
that meets the requirements found in RFC 1591. The .int domain is used for registering organizations established by international treaties between
or among national governments and which are widely considered to have independent international legal personality. Thus, the names of these
organizations, as with geographic names, can lend an official imprimatur, and if misused, be a source of public confusion or deception.

Reservation of 1GO names:

In addition to the mandated and additional reservation of geographic names as provided for in response to Question 22, the Applicant will reserve,
and thereb% prevent registration of, all names that are registered as second level domains in the most recent .int zone as of 1st November 2012. By
doing so, the Applicant will extend additional protection to IGOs that comply with the current eligibility requirements for the .int gTLD as defined
at http:Avww.iana.org/domainsintpolicy/, and that have obtained a second-level registration in the .int zone.

Release of IGO names:

In the future, should any of the IGOs wish to make use of the protected strings, the Registry will release and assign the domain to the respective
1GOs using the following process:
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? The IGO submits arequest to the Applicant in the hope of the reserved name being assigned to themselves and provides the necessary
ocumentation and details of the proposed registrant entity for the domain name registration.

bg The Applicant will validate and authenticate the request to establish that it is a genuine bona fide request.

¢) Once the request has been approved the Applicant will notify the requesting IGO as well as ICANN and the GAC of the approval for the
assignment of the domain name. o )

d; The Applicant will issue a unique authorization code to the proposed 1GO registrant. o ] o

€) The proposed 1GO registrant will then be able to request that the assignment of the domain name is given to them using the authorization code
with an ICANN and gTLD accredited Registrar of their choice.

6.3 Abuse Prevention and Mitigation Seal

The Applicant intends to further augment the security and stability of its gTLD by implementing the Abuse Prevention and Mitigation Seal (the
“APM Sed”). The APM Seal will provide users and stakeholders in the sector with a one-click mechanism for how to accessrelevant Abuse
Prevention and Mitigation processes. Registrants on the gTLD will be required to implement an APM Seal on their web pages that users can click-
on and be taken to aweb resource detailing the relevant mechanisms for how to report and address abuse on the gTLD. The Applicant will in
cooperation with the Governance Council for the sector establish relevant procedures and processes that will be presented to stakeholders with
potential grievances.

The APM Seal will operate as follows:

1. Registrant will be required to agree to the Registry’s * Abuse and Rights Protection” Terms and Conditions as part of the Registration process
for the second-level domain including clauses relating to the APM Seal. ) ) ) )
2. TheTermsand Conditions will require the Registrant to include the APM Seal in a prominent place on its website, )
3. Following the registration, the Registry will automatically email the Registrant’s Administrative, Technical, and Billing contacts with an
additional notification that the APM Seal needs to be included on the Registrant’ s homepage. The Registrant has 120 days from the date of
registration (the “ Grace Period") to effectuate the fixing of the APM seal. _ o _
4. During the Grace Period, the domain registration will be flagged in WHOIS or almkesdea/stem as being in the APM Seal Grace Period.
5. When the APM Seal has been activated, the second-level domain will have the APM Seal marked as active in WHOIS or alinked system.
6. If the Registrant does not activate the APM Seal before the Grace Period expires, the site will be flagged as being out of the Grace Period for
the APM Seal activation and the Registry will notify the Registrant’s Administrative, Technical, and Billing contacts with an additional notification
that this APM Seal activation isout of its Grace Period. The contacts will further be notified that the APM Seal must be included on the page and
that the Regjistrant is granted a further 30 days before the site |sflagFeo! as being in breach of the Registration terms. ) ) _
7. Should the Registrant fail to comply and activate the APM Seal within the period specified in the Acceptable Use Policy, the Registry will
conduct an investigation on that domain. If after the investigation it is determined that the domain isin breach of the Acceptable Use Policy the
Registry reserves the right to suspend and cancel the domain.
8. Exceptions: if a Registrant has a second-level domain that is:

a) Used for forwarding to another domain

b) The domain is not used for awebsite

¢) Thedomain is currently not in use, or

There is another reason why the seal cannot technically be included

Should the domain be in any of the aforementioned states then the Registrant can activate the APM Seal stating that the domain is one of the
exceptions éas listed above) and therefore does not need to include the APM Sedl. If asiteislisted to bein any of these exception states and then the
use of the domain changes to a state that would require the APM Seal, the Registrant must then change the domains status to comply with
Acceptable Use Policy. The Registry will conduct an investigation on that domain. If after the investigation it is determined that the domainisin
breach of the Acceptable Use Policy the Registry reserves the right to suspend and cancel the domain.

6.4 Governance Council

The Applicant believes that the success of the gr;l' LD will be determined in large by tht;gTL D’s stakeholders. Not only will these stakeholders have
the primary interest of registering domains on the 3TL D, but they will also be motivated to protect the sector from practices that would negatively
impact the sector overall. The Applicant further believes that sector stakeholders should be afforded the opportunity to influence the manner in
which thegTLD is governed. Accordingly, the Applicant is establishing a Governance Council (the “GC”), to be comprised of key sector
stakeholders that will serve as an advisory body.

The GC will elect its own Board of Directors, which will be responsible for self-governance, the recommendeation of sector-specific policies, and
the formulation of guidance on intellectual propertg and other best practices related to the gTLD. Thiswill lead the policy development process of
defining how the APM Reporting Website should best reflect the options users, rights holders, etc., have for addressing infringing content or other
issues.

7. Resource Planning
7.1 Resource Planning Specific to Backend Registry Activities

Responsibility for abuse mitigation rests with a variety of functional groups. The Abuse Monitoring team is primarily responsible for providing
analysis and conducting investigations of reports of abuse. The customer service team also plays an important role in assisting with the
investigations, responding to customers, and notifying Registrars of abusive domains. Finally, the Policy/Legal team is responsible for developing
the relevant policies and procedures.

The necessary resources will be pulled from the pool of available resources described in detail in the response to Question 31. The following
resources are available from those teams globally distributed:

Customer Support — 12 people

Policy/Legal — 2 people o .
The resources are more than adequate to support the abuse mitigation procedures of the Registry.
7.2 Administrative Services Provider — Famous Four Media Limited

In addition to those resources set out above provided by the Registry’ s backend services provider the Applicant’s Administration Services Provider
shall provide the following extra resources:
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- SunllriseVaIidation Team - This shall comprise of 11 employees of which at least one shall be a qualified lawyer specializing in intellectual
property law.

- Ongoing Rights Protection Team - This shall comprise of 11 employees of which at |east one shall be a qualified lawyer specializing in
intellectual property law.

The two key objectives of the Sunrise Validation Team and the Ongoing rights Protection Team (together the “Rights Team”) isto:

a  Prevent abusive registrations, and ) ) .

b. Identify and address the abusive use of registered names on an ongoing basis o ) o ) )
Because rights protection is a fundamental core objective of the Applicant it has contracted with its Registry Administration Services Provider that
the number of full time personnel made available to the Applicant will be 125% of the estimated requirement to ensure that at all times the
Applicant is over resourced in this area. In addition the Applicant shall instruct outside Counsel in any relevant jurisdiction on all matters that are
unable to be adequately dealt with by the Sunrise Validation Team or the Ongoing Rights Protection Team.

8. ICANN Prescribed Measures

In accordance with its obligations as a Registry operator, the Agplicant will comply with all requirementsin the‘gTLD Applicant Guidebook’. In
particular, we will comply with the following measures prescribed by ICANN which serve to mitigate the potential for abuse in the gTLD:

- DNSSEC deployment, which reduces the opportunity for pharming and other man-in-the-middle attacks. We will encourage Registrars and
Internet Service Providers to deploy DNSSEC capable resolversin addition to encouraging DNS hostingbproviders to deploy DNSSEC in an easy-
to-use manner in order to facilitate deployment by Registrants. Prohibition on Wild Carding as required by section 2.2 of Specification 6 of the
Registry Agreement.

- Removal of Orphan Glue records (discussed above in section 4).

9. Increasing Registrant Security Awareness

In order to operate a secure and reliable gTLD, the Aﬁpl icant will attempt to improve Registrant awareness of the threats of domain name hijacking,
Registrant impersonation and fraud, and emphasise the need for and responsibility of Registrants to keep registration (including WHOIS)
information accurate. Awareness will be raised by:

- Publishing the necessary information on the Abuse page of our Registry website in the form of presentations and FAQ’s.

- Developing and providing to Registrants and resellers Best Common Practices that describe appropriate use and assignment of domain auth
Info codes and risks of misuse when the uniqueness property of this domain name password is not preserved.

The increase in awareness renders Registrants less susceptible to attacks on their domain names owing to the adoption of the recommended best
practices thus serving to mitigate the potential for abuse inthe gTLD. The clear responsibility on Registrants to provide and maintain accurate
registration information (including WHOIS) further serves to minimise the potential for abusive registrationsin the gTLD.

10. Registrant Disqualification

Registrants, their agents or affiliates found through the application of the AUP to have repeatedly engaﬂed in abusive registration may be
disqualified from maintaining any registrations or making future registrations. This will be triggered when the Registry Backend Services Provider's
records indicate that a Registrant has had action taken against it an unusual number of times through the application of our Anti-Abuse Policy.
Registrant disgualification provides an additional disincentive for qualified Registrants to maintain abusive registrationsin that it puts at risk even
otherwise non-abusive registrations, through the possible loss of all registrations.
In addition, name serversthat are found to be associated only with fraudulent registrations will be added to alocal blacklist and any existing or new
registration that uses such fraudulent NS record will be investigated.
The disqualification of ‘bad actors' and the creation of blacklists mitigates the potential for abuse by preventing individuals known to partake in
such behaviour from registering domain names.
For a Registrant to be placed on alist of bad actors, the Applicant will examine the factors noted above, and such determination shall be made by
the Applicant at its sole discretion. Once the Apﬂlicant determines that a Registrant should be placed onto the list of bad actors, the Applicant will
notify Its R?istry Backend Services Provider, who will be instructed to cause all of the Registrant’ s second-level domainsin the gTLD to resolve to
a page which notes that the domain has been disabled for abuse-related reasons. The second-level domains at issue will remain in this state until
the expiration of the Registrant’ s registration term or a decision from a UDRP panel or court of competent jurisdiction requires the transfer or
cancellation of such domains.

11. Restrictions on Proxy Registration Services

The Applicant will in general discourage the use of proxy registration services. The Applicant further understands that there are instances when
proxy registrations may be required and will develop best practices when these instances occur. Whilst it is understood that implementing measures
to promote WHOI S accuracy is necessary to ensure that the Registrant may be tracked down, it is recognised that some Registrants may wish to
utilise a proxy registration service to protect their privacy. In the event that Registrars elect to offer such services, the following conditions apply:

- Registrars should take the best practice guidance devel oped by the Applicant and the Governance Council for the gTLD into account when
making Proxy registration services available to its Registrants. _ o

- Registrars must ensure that the actual WHOIS data is obtained from the Registrant and must maintain accurate records of such data.

- Registrars must provide Law Enforcement Agencies (“LEA”) with the actual WHOI'S data upon receipt of averified request.

These conditions will be implemented contractually by inclusion of corresponding clauses in the RRA as well as being published on the Abuse page
of the Registry website. Individuals and organisations will be encouraged through the Abuse page to report any domain names they believe violate
the above restrictions, following which appropriate action may be taken by the Registry Backend Services Provider. Publication of these conditions
on the Abuse page of the Registry website ensures that Registrants are aware that Ite utilisation of a proxy registration service, actual WHOIS
information will be provided to LEA upon request in order to hold Registrants liable for al actionsin relation to their domain name.

The certainty that WHOIS information relating to domain names which draw the attention of LEA will be disclosed resultsin the gTLD being less
attractive to those seeking to register domain names for abusive purposes, thus mitigating the potentia for abusein the gTLD.

12. Registry Lock
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Certain mission-critical domain names such as transactional sites, email systems and site supporting applications may warrant a higher level of
security. Whilst the Applicant will take efforts to promote the awareness of security amongst Registrants, it is recognised that an added level of
security may be Erovided to Registrants by * Registry locking' the domain name and thereby prohibiting any updates at the Registry operator level.
The Registry lock facility will be offered to all Registrars who may request this service on behalf of their Registrantsin order to prevent
unintentional transfer, modification or deletion of the domain name. This facility mitigates the potential for abuse by prohibiting any unauthorised
updates that may be associated with fraudulent behaviour. For example, an attacker may update nameservers of amission-critical domain name,
thereby redirecti n? customers to an illegitimate website without actually transferring control of the domain name.
ggron reclgir pt chzl a is;I Iof domain names to be placed on Registry lock by an authorised representative from a Registrar, the Registry Backend
vices Provider will:

1. Validate that the Registrar is the Registrar of record for the domain names.

2. Setor modifK the status codes for the names submitted to serverUpdateProhibited, serverDel eteProhibited andor serverTransferProhibited
depending on the request.

3. Record the status of the domain name in the Shared Registration System (SRS).

4. Provide amonthly report to Registrars indicating the names for which the Registry lock service was provided in the previous month.

13. Scope'Scale Consistency

The Applicant believes that the proposed collection of protections that involve both proactive and reactive mechanisms outlined above will provide
an unmatched level of security and anti-abuse activity within the gTLD and is appropriate for the size and scale of the gTLD.

13.1 Scope'Scale Consistency Specific to Backend Registry Activities

The Registry Backend Services Provider is an experienced backend Registry provider that has developed and uses proprietary system scaling
models to guide the growth of its gTL D supporting infrastructure. These models direct the Registry Backend Services Provider’s infrastructure
scaling to include, but not be limited to, server capacity, data storaglje volume, and network throughput that are aligned to projected demand and
(ugfsf%age. patterrp]s. Tlhe Registry Backend Services Provider periodically updates these models to account for the adoption of more capable and cost-
ective technologies.
The Registry Backend Services Provider’s scaling models are proven predictors of needed capacity and related cost. As such, they provide the
means to link the projected infrastructure needs of the gTL D with necessary implementation and sustainment cost. Using the projected usage
volume for the most likely scenario (defined in Question 46, Template 1 — Financial Projections: Most Likely) as an input to its scaling models, The
Registry Backend Services Provider derived the necessary infrastructure required to implement and sustain thisgTLD and its APM palicies.

14. Acceptable Use Policy

This Acceptable Use Policy gives the Registry the ability to quickly lock, cancel, transfer or take ownership of any domain name, either temporarily
or permanently, if the domain name is being used in amanner that appears to threaten the stability, integrity or security of the Registry, or any of its
Registrar partners and/or that may put the safety and securitﬁ of any Registrant or user at risk. The process aso alows the Registry to take

preventive measures to avoid any such criminal or security threats.

The Acceptable Use Policy may be triggered throu%h avariety of channels, including, among other things, private com;rj]laint, public alert,

government or enforcement agency outreach, and the on-goi 23 monitoring by the Registry or its partners. In all cases, the Registry or its designees

will alert the Registry’s Registrar partners about any identified threats, and will work closely with them to bring offending sites into compliance.

The following are some (but not all) activities that may be subject to rapid domain compliance:

- Phishing; acriminal activity employing tactics to defraud and defame Internet users via sensitive information with the intent to steal or expose
credentials, money or identities. A phishing attack often begins with a spoofed email posing as atrustworthy electronic correspondence that
contains hijacked brand names e.g.(financial institutions, credit card companies, e-commerce sites). The language of a phishing email is misleading
and persuasive by generating either fear andor excitement to ultimately lure the recipient to a fraudulent Web site. It is paramount for both the
phisning email and Web site to appear crediblein order for the attack to influence the recipient. As with the spoofed email, phishers aim to make the
associated phishing Web site appear credible. The legitimate target Web site is mirrored to make the fraudulent site look professionally designed.
Fake third-party security endorsements, spoofed address bars, and spoofed padlock icons falsely lend credibility to fraudulent sites aswell. The
persuasive inflammatory language of the email combined with a legitimate |looking Web site is used to convince recipients to disclose sensitive
information such as passwords, usernames, credit card numbers, social security numbers, account numbers, and mother’s maiden name.

- Malware; malicious software that was intentionally developed to infiltrate or damage a computer, mobile device, software andor operating
infrastructure or website without the consent of the owner or authorized party. Thisincludes, amongst others, Viruses, Trojan horses, and worms.

- Domain Name or Domain Theft; the act of changing the registration of adomain hame without the Permi ssion of itsoriginal Registrant.

- Botnet Command and Control; Services run on adomain name that is used to control a collection of compromised computers or “zombies,” or
to direct Distributed Denial of Service attacks (“DDoS attacks”)

- Distribution of Maware; The intentional creation and intentional or unintentional distribution of “malicious’ software designed to infiltrate a
computer s?/stem without the owner’s consent, including, without limitation, computer viruses, worms, keyloggers, and Trojans.

- Fast Flux AttacksHosting; A technique used to shelter Phishing, Pharming, and Malware sites and networks from detection and to frustrate
methods empl o?/ed to defend against such practices, whereby the | P addresses associated with fraudulent sites are changed rapidly so asto make the
true location of the sites difficult to find.

- Hacking; the attempt to gain unauthorized access (or exceed the level of authorized access) to a computer, information system, user account or
profile, database, or security system.

- Pharming; The redirecting of unknown users to fraudulent sites or services, typically through, but not limited to, DNS hijacking or poisoning;
- Spam; The use of electronic messaging systems to send unsolicited bulk messages. The term applies to email spam and similar abuses such as
instant messaging spam, mobile messaging spam, and spamming of websites and Internet forums.

- Child Pornography: the storage, publication, display andor dissemination of pornographic materials depicting individuals under the legal age
in the relevant jurisdiction.

- Further abusive behaviours include, but are not limited to; Cybersquatting,Front-Running,Gripe Sites, Deceptive andor Offensive Domain
Names, Fake Renewal Notices,Cross-gTLD Registration Scam, Name Spinning, Pay-per-Click, Traffic Diversion, False Affiliation, Domain Kiting

/ Tasting, fast-flux and 419 scams.

The Registry reserves theright, at its sole discretion, to take any administrative and operational actions necessary, including the use of computer
forensics and information security technological services, among other things, in order to implement the Acceptable Use Policy. In addition, the
Registry reserves the right to deny, cancel or transfer any registration or transaction, or place any domain name(s) on Regri]stry lock, hold or similar
status, that it deems necessary, to its discretion; (1) to protect the integriéy and stability of the Registry; (2) to comply with any ﬁoplicable laws,
government rules or requirements, requests of law enforcement, or any dispute resol ution process, (3¥to avoid any liability, civil or criminal, on the
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part of the Registry aswell asits affiliates, subsidiaries, officers, directors, and employees; (4) per the terms of the registration agreement or (5) to
correct mistakes made by the Registry or any Registrar in connection with a domain name registration. The Registry also reserves the right to place
upon Registry lock, hold or similar status a domain name during resol ution of a dispute.

Registrants must also agree that they will not use their domain for any purposes which are prohibited by the laws of thejurisdiction(s? in which they
do business or any other applicable law. Y ou may not use your domain for any purposes or in any manner which violate a statute, rule or law
governing use of the Internet andor electronic commerce, including those statutes related to gaming andor online gambling.

In addition, The Applicant reserves the right to deny attempted registrations from repeat violators of the Registry’ sAccePtabIe Use Policy. The
Registry’s Acceptable Use Policy will incorporate a certification by the Reglsxrant that the domain will be used only for licensed, |egitimate
activities, and not to facilitate piracy or infringements. The Registrant will be required to accept these terms as part of its registration agreement.
The Applicant reserves the right to suspend or cancel adomain for violation of the Registry’s Acceptable Use Policy.

15. Abuse Response Process

The Registry is committed to ensuring that those domain names associated with abuse or malicious conduct in violation of the Acceptable Use
Policy are dealt with in atimely and decisive manner. These include taking action against those domain names that are being used to threaten the
stability and security of theegTLD, or are part of ared-time investi gallon by law enforcement. ) . )

Once acomplaint is received from atrusted source, third-party, or detected by the Registry, the Registry will use commercially reasonable efforts to
verify the information in the complaint. If that information can be verified to the best of the ability of the Registry, the sponsorinﬁ Registrar will be
notified and be given 48 hours to investigate the activity. This will result in either the take down of the domain name by placing the domain name
on hold or the deletion of the domain name in its entirety or providing a compelling argument to the Registry to keep the name In the zone. If the
Registrar has not taken the requested action after the 48-hour period (1.e., is unresponsive to the request or refuses to take action), the Registry may
place the domain on “ ServerHold” . Although this action removes the domain name from the gTL D zone, the domain name record still appearsin
the gTLD WHOI S database so that the name and entities can be investigated by law enforcement should they desire to get involved.

Additionally, the Applicant will require Registrars to adhere to the following abuse-prevention procedures:

- Each new gTLD accredited Registrar must provide and maintain avalid primary point of contact for abuse complaints. The Applicant will
require this as part of the new gTLD RRA.

- TheApplicant will explicitly define for Registrars what constitutes abusive behaviour including but not limited to, malicious, negligent, and
gacRIX% behaviour. The derinition of abusive behaviour will be contained in the AUP and the Applicant will require this as part of the new gTLD
- Registrars must notify the Registry Operator immediately regarding any investigation or compliance action including the nature of the
investigation or compliance action by ICANN or any outside party (e.g., law enforcement, etc.), along with the gTLD impacted. Thiswill be
required as part of the new gTLD RRA.

- TheApplicant will initiate an Abuse Prevention and M itighation Working Group. This group will be developed in conjunction with the gTLD
Governance Council mentioned above. Its aim will be to give the Applicant’ s team alternate perspectives about handli nfg incidents of abuse and
ways to mitigate them. The group will meet regularly to discuss the latest trends in domain name abuse and the most effective way to prevent and
renzjedy them for thegTLD.

-en -

29. Rights Protection Mechanisms

Q29

The Applicant will be implementing an extensive range of Rights Protection Mechanisms (*RPMs") designed to minimize abusive registrations and
other activities that may affect the legal rights of others. The Applicant will implement and comply with all ICANN required RPMs and will in
addition implement further measures to better protect the rights of others and minimize abusive registrations.

Thefollowing is an overview of Applicant’s response to Q29:

Rights Protection as a core objective

Plans for Rights Protection Mechanisms as part of Start-Up

ICANN Mandated Rights Protection Mechanisms

Trademark Clearinghouse (“TMCH")

Applicant’s Sunrise Period (“ASP”

Trademark Claims Service (“TCS’

Uniform Domain Name Dispute Resolution Policy (“UDRP”)
Uniform Rapid Suspension System ("URS")

Trademark Post-Delegation Dispute Resolution Procedure (“PDDRP’)
Additional Rights Protection Mechanisms to be implemented by the Applicant on aVoluntary Basis
Mechanism to protect IGO Names (“PIN”)

Mechanism for Further Protection of Capital City Names (“CCC”)
Abuse Prevention and Mitigation Seal (“APM Sed”)

Efforts to promote WHOIS Accuracy

Thick WHOIS

Semi Annual Auditsto Ensure Accurate WHOIS

Policies Handli ng)Complai nts Regarding Abuse and Rights I ssues
Registry Acceptable Use Policy(*AUP’

Monitoring for Malicious Activit{

. Resourcing Plans Specific to Backend Registry Activities

0. Registry Backend Services Provider Experience with Rights Protection Measures

BOONOUITTOIARRRWWWWWWWNEF
MR Wk oohobe

1 Rights Protection as a core objective

The Applicant is firmly committed to the protection of Intellectual Property rights and to implementing the mandatory RPMs contained in the
Applicant Guidebook and detailed in Specification 7 of the Registry Agreement. Use of domain names that infringe upon the legal rights of others
in the gTLD will not be tolerated and preventing abusive registrations is a core objective of the Applicant. The nature of such uses creates security
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and stability issues for the Registry, Registrars, and Registrants, as well as for users of the Internet in general. The Applicant will prevent abusive
regﬁstratl ons and reduce opportunities for behaviours such as phishing or pharming by implementing comprehensive registration, anti-abuse, and
rights protection guidelines as defined in its AUP, as well asinnovative additional RPMs such as PIN and the CCC, as described below. In order to
identify and address the abusive use of registered names on an ongoing basis, the Applicant will also incorporate and abide by all mandated RPM s
as specified in Specification 7 of the Registry Agreement and as adopted by the ICANN Board of Directors as ICANN Consensus Policies.

2 Plans for Rights Protection Mechanisms as part of Start-Up
Thetimeline for start-up RPMsin the Applicant’sgTLD isasfollows:
Phase 1 — Sunrise Process:

Day 1: Sunrise round opens

Day 60: Sunrise round Closes

Day 61: Sunrise Allocation including Contention Resol ution Mechanisms ("CRM") opens
Day 71: Sunrise Allocation CRM closes

- Thefollowing Rights Protection Mechanisms apply:
TMCH

a
b.  Sunrise Eligibility Requirements (“ SER")

c. Sunrise Dispute Resolution Policy (“SDRP")
d. UDRP

e. URS

f. PIN

g TCS*

Phase 2 — Landrush process:

Day 72: Landrush opens

Day 102: Landrush closes

Day 103: Landrush CRM opens
Day 113: Landrush CRM closes

- Thefollowing Rights Protection Mechanisms apply:
UDRP

a
b. URS
c. PIN

d. CCC
e TCs

Phase 3 — Genera Availability/Registrations:

- Day 114: General availability begins

- Thefollowing Rights Protection Mechanisms apply:
a UDRP

b. URS
c. PIN
d. PDDRP

e. TCS* (90 days)

* To ease the concerns of trademark owners and mitigate the impact of infringing registrations, the Applicant will be implementing the Trademark
Claims servicein all three phases of launch. It isimportant to note that during the General Availability Phase, the Trademark Claims service will be
used for 90 days, 30 days longer than the ICANN mandated minimum.

3 ICANN Mandated Rights Protection Mechanisms

3.1 Trademark Clearinghouse (“TMCH") S ) ) ] o

The first mandatory RPM required of each new gTLD Registry is support for, and interaction with, the TMCH. The TMCH isintended to serve as a
central repository for information pertaining to the rights of trademark holders to be authenticated, stored, and disseminated. The data maintained in
the clearinghouse will support and facilitate other RPMs, including the mandatory Sunrise Period and Trademark Claims service. Although the
operational details of how the TMCH will interact with Registry operators and Registrars are still being developed by ICANN, the Applicant is
actively monitoring the devel opments of the Implementation Assistance Group (“1AG”). The IAG isworking with ICANN staff to refine and
finalize the rules, procedures and technical requirements for the TMCH. In addition, the gTLD’s Registry Backend Services Provider is actlvel¥
pa[;u cipéti Sg in the IAG to ensure that the protections afforded by the clearinghouse and associated RPM's are feasible, implementable, and wel
understood.

Utilizing the TMCH, the Applicant will offer: (i) a Sunrise registration service for 60 days duri ng? the pre-launch phase giving eligible trademark
owner;I an ec_s}rl _quportunlty to register second-level domainsin new gTLDs; and (ii) aTCSin al 3 phases of launch including 90 days after phase 3
general availability.

3.2 Applicant’s Sunrise Period (“ ASP")

All domain names registered during the Sunrise Period will be subject to the Applicant’s domain name registration policy. The Applicant will
surpass |CANN's mandated minimum by offering a Sunrise Period for sixty (60) days. Owners of trademarks listed in the TMCH that aso meet the
Applicant’s domain name registration requirements will be able to register domain hames that are an identical match of their listed trademarks. The
Applicant has enga(_?ed Famous Four Media Limited (“FFM”) as well as other suppliers to assist with this process. The FFM Sunrise Validation
Team will consist of a minimum of 11 employees who will work with the Applicant’s Trademark Validation Team (“TVT") and outside counsel, to
receive and authenticate all Sunrise registrations.

Registrars who are accredited to sell namesin the gTLD will ensure that all Sunrise Registrants meet SERs, which will be verified by Clearinghouse
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data. The proposed SERs include: ﬁ{i) ownership of amark that is (a) nationally or regionally registered and for which proof of use, such asa
declaration and a single specimen of current use —was submitted to, and validated by, the TMCH,; or (b) that have been court-validated; or (c) that
are specifically protected by a statute or treaty currently in effect and that wasin effect on or before 26 June 2008, (|? optional Registry-elected
reguirements regarding the international class of goods or services covered by registration; (iii) representation that all provided information is true
and correct; and (iv) provision of data sufficient to document rights in the trademark.

Upon submission of all of the required information and documentation, the Registrar will forward the information to the Applicant’s TVT for
authentication. The Applicant’s TVT will review the information and documentation and verify the trademark information and registration
digihility, and notify the potential registrant of any deficiencies.

The Applicant will also incorporate a SDRP. The SRDP will allow challenges to Sunrise Registrations by third parties after acceptance of the
registration based on the following four grounds: (i) at the time the challenged domain name was registered, the registrant did not hold a trademark
registration of national or regional effect or the trademark had not been court-validated or protected by statute or treaty; (ii) the domain nameis not
identical to the mark on which the registrant based its Sunrise registration; (iii) the trademark registration on which the registrant based its Sunrise
registration is not of national or regional effect or the trademark had not been court-validated or protected by statute or treatﬁ; or (iv) the trademark
registration on which the domain name registrant based its Sunrise registration did not have the necessary protections on or before the effective date
of the Registry Agreement.

After receiving a Sunrise Complaint, the TVT will review the Complaint to see if the Complainant reasonably asserts a legitimate challenge as
defined by the SDRP. If not, the TVT will send a notice to the Complainant that the complaint does not fall within one of the delineated grounds as
defined by the SDRP and that the Applicant considers the matter closed.

If the domain name is found to not meet the SERs, the TVT will immediately suspend the domain name. Thereafter, the TVT will immediately
notify the Sunrise Registrant of the suspension of the domain name, the nature of the complaint, and provide the registrant with the option to correct
the SER deficiencies in atimely manner or the domain name will be cancelled.

If the registrant responds in atimely manner, the response will be reviewed by the TVT to determine if the SERs are met. If the TVT is satisfied by
the registrant’ s response, the TVT will submit arequest to lift the suspension of the domain name and notify the Com|ol_a| nant that their dispute was
denied. If the registrant does not respond in atimely manner, the TV T will then notify the Complainant that the complaint was upheld and the
registration will be cancelled.

3.3 Trademark Claims Service

The Applicant will offer a TCSin Sunrise and Landrush as well as 90 da%/s of general registration (30 days longer than the ICANN mandated
minimum period.) The TCS will be monitored by the TV T. Registrars who are accredited to sell namesin the gTLD will be required to review all
domain names requested to be registered durin? the Trademark Claims period to determine if they are an identical match of atrademark that has
been filed with the TMCH. A domain name will be considered an identical match when the domain name consists of the complete and identical
textual elements of the mark, and includes domain names where () spaces contained within amark are either replaced by hyphens or omitted; (b)
certain special characters contained within atrademark are spelled out with appropriate words describing it (e.g., @ and &); and () punctuation or
special characters contained within amark that are unable to be used in a second-level domain name are either (i) omitted or (ii) replaced by
hyphﬁns or underscores. Domain names that are plural forms of amark or that merely contain amark as a sub string will not qualify as an identical
match.

If the Registrar determines that a prospective domain name regfistration isidentical to amark registered in the TMCH, the Registrar will be required
to ensure that a“ Trademark Claims Notice” (“Notice”) in English is sent to the prospective registrant of the domain name and a blind copy is sent
to the Applicant’s TVT. The Notice will provide the prospective registrant with information regarding the trademark referenced in the notice to
enhance understanding of the Trademark rights being claimed by the trademark holder. The Notice will be provided in real time without cost to the
prospective registrant.

After sending the Notice, the Registrar will require the prospective registrant to specifically warrant within five (5) days that: (i) the prospective

registrant has received notification that the mark(s) isincluded in the Clearinghousg; (ii) the prospective registrant has received and understood the

notice; and (iii) to the best of the prospective registrant’ s knowledge that the registration and use of the requested domain name will not infringe on

we rli ghts tth \?r_l_e the subject of the notice. If the warranty satisfies these requirements, the Registrar will effectuate the registration and notify the
pplicant’s .

After the effectuation of aregistration that isidentical to amark listed in the TMCH, the Registrar will be required to notify the trademark owner
that a domain name representing the listed mark has been registered. A copy of this communication will also be sent to the TVT. The trademark
owner then has the option of filing a Complaint under the UDRP and the URS against the domain name registrant. The Applicant will requirein its
relevant agreements that the Registry, Registrar, and registrant all submit to and abide by the determinations of the UDRP and the URS providers.

3.4 Uniform Domain Name Di spute Resolution Policy

The Applicant will abide by all decisions rendered by UdrpP providers and will speci f% in its Registry Registrar Agreement ("RRA") and
Registration Agreements ﬁ’.’RA”) that all parties must also abide by all decisions made by panels in accordance with the UDRP. On the Applicant’s
Registry website, the Applicant will designate a Rights Protection Contact (* Rights Contact”) which will receive all UDRP Complaints and
decisions. Upon receipt of a determination, the Rights Contact will work with technical staff at the Registry Backend Services Provider to
temporarily lock any domain names as required, and will notify the appropriate Registrar to cancel or transfer all registrations determined by a
UDRRP panel to be infringing.

3.5 Uniform Rapid Suspension System

The Applicant will implement the URS as provided in the Applicant Guidebook. The Applicant will also specify inits RRA that al parties abide by
al decisions made by panels in accordance with the URS. In response to complaints made by trademark owners that the UDRP was too cost
prohibitive and slow, and that more than 70 percent of UDRP cases were “clear cut” cases of cybersquatting, ICANN adopted the Implementation
Review Team'’s ("IRT") recommendation that all new gTLD registries be required, pursuant to their contracts with ICANN, to take part in a URS.
The purpose of the URS isto provide amore cost effective and timely mechanism for brand owners than the UDRP to protect their trademarks and
to promote consumer protection on the Internet.

The URS is not meant to address questionable cases of alleged infringement (e.g., use of termsin a generic sense) or for anti-competitive purposes
or denial of free speech, but rather for those cases in which there is no genuine contestable issue as to the infringement and abuse that is taking

place.
Unlike the UDRP which reguires little involvement of gTLD registries, the URS envisages much more of an active role at the Registry-level. For

example, rather than requiring the Registrar to lock down a domain name subject to a UDRP dispute, under the URS it isthe Regﬂlstry that must lock
the domain within 24 hours of receipt of the complaint from the URS Provider to restrict all changes to the registration data, including transfer and
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deletion of the domain names.

The Rights Contact will receive al URS Complaints verified by the URS Provider and provide its contact information. In the event of adecision in
favour of the complainant, the Registr?/ is required to suspend the domain name. This suspension remainsin effect for the remainder of the
registration period and would not resolve the original website. The nameservers would be redirected to an informational web page describing the
URS Process. The WHOI S for that domain will state that the domain name will not be able to be transferred, deleted, or modified for the life of the
registration. Finaly, thereis an option for a successful complainant to extend the registration period for one additional year at commercial rates.
Upon receipt of adecision in the registrant’ s favour, Rights Contact will notify the Registry operator to unlock the domain name.

3.6 Trademark Post-Delegation Dispute Resolution Procedure (* PDDRP") ) ) _ o
The Applicant will participate in all post-delegation procedures required by the Registry agreement, including the PDDRP, and will abide by any
decisions of any PDDRP Provider as required in Specification 7 of the Registry Agreement.

4 Additional Rights Protection Mechanisms to be implemented by the Applicant

4.1 Mechanism to Protect IGO Names o . ] ) )

The Applicant considers the Protection of Intergovernmental Organization ("IGO") names to be very important. The Applicant will use strings
registered as second level domainsin the.int gTLD asthe basisfor this protection. To register in the .int domain, the Registrants must be an IGO
that meets the requirements found in RFC 1591. The .int domain is used for registering organizations established by international treaties between
or among national governments and which are widely considered to have independent international legal personality. Thus, the names of these
organizations, as with geographic names, can lend an official imprimatur, and if misused, be a source of public confusion or deception.

Reservation of 1GO names:

In addition to the mandated and additional reservation of geographic names as provided for in response to Question 22, the Applicant will reserve,
and therebK prevent registration of, all names that are registered as second level domains in the most recent .int zone as of 1st November 2012, By
doing so, the Applicant will extend additional protection to IGOs that comply with the current eligibility requirements for the .int gTLD as defined
at http:Avww.iana.orgdomainsintpolicy/, and that have obtained a second-level registration in the .int zone.

Release of GO names: ) _ ) _ ) ) _
In the future, should any of the IGOs wish to make use of the protected strings, the Registry will release and assign the domain to the respective
1GOs using the following process:

a)The IGO submitsa rec1uest to the Applicant in the hope of the reserved name being assigned to themselves and provides the necessary
ocumentation and details of the proposed registrant entity for the domain name registration.

b;The Applicant will validate and authenticate the request to establish that it is a genuine bona fide request.

¢)Once the request has been approved the Applicant will notify the requesting IGO as well as ICANN and the GAC of the approval for the

assignment of the domain name.

dgThe Applicant will issue a unique authorization code to the proposed |GO registrant.

€)The proposed 1GO registrant will then be able to request that the assignment of the domain name is given to them using the authorization code

with an ICANN and gTLD accredited Registrar of their choice.

4.2 Mechanism for Further Protection of Capital City Names

In parallel with the Landrush Period defined in the answer to question 18, the Applicant will implement a Capital City Claim (CCC) service

yvher;ebI additional protection will be granted to the capital city names of a country or territory listed in the SO 3166-1 standard. The CCC process
isasfollows:

a)Any prospective domain name registrant applying to register adomain name identical to the capital city name of a country or territory listed in the
ISO 3166-1 standard will receive from the Applicant a CCC notification highlighting the fact that the applied-for domain name matches a capital

city name of acountry or territory listed in the 1SO 3166-1 standard.

b)A potential domain name registrant receiving a CCC notification will have to send aresponse to the Applicant whereby the%/ will agreeto
unconditionally comply with requirements as to representations and warranties required by the Applicant in order to protect the reputation of the

capital city aswell as any further relevant terms and conditions provided.

c)Unconditional acceptance of the warranties set out in the CCC notification will be a material requirement for a prospective registrant to be eligible
to register the domain name in question should said prospective registrant be successful in the Landrush period.

d)Upon registration durin% the Landrush period of adomain name identical to a capital city name of acountry or territory listed in the 1SO 3166-1

standard, the Applicant will send a notification in writing to the ICANN Government Advisory Committee ("GAC") Chair.

4.3 Abuse Prevention and Mitigation Seal

The Applicant has devel oped an Abuse Prevention and Mitigation Seal ("APM Seal”) to further augment the security and stability of itsgTLD. The
APM Sesal will provide users, rights holders, etc., with adirect link to an Abuse Prevention and Mitigation Reporting Website (* APM Reporting
Website"), which contains a clear description and instructions that will provide the inquiring party with %uidance on how to report infringement or
other abusive conduct, including but not limited to the conduct identified in response to Question 28 to the Registry and relevant authorities. This
will allow the user adirect and practical means of pursuing any complaintsit may have.

The Applicant will implement a Governance Council, which will lead the policy development process of defining how the APM Reporting Website
should best reflect the options users, rights holders, etc., have for addressing infringing content or other issues.

The APM Seal will operate as follows:

b)The Terms and Conditions will require the Registrant to include the APM Seal in a prominent place on its website.

c)Following the registration, the Registry will automatically email the Registrant’s Administrative, Technical, and Billing contacts with an
additional notification that the APM Seal needs to be included on the Registrant’ s homepage. The Registrant has 120 days from the date of
registration (the “ Grace Period”) to effectuate thef|X|_n(r; of the APM seal. ) o )

d)During the Grace Period, the domain registration will be flagged in WHOIS or alinked system as being in the APM Seal Grace Period.

€)When the APM Seal has been activated, the second-level domain will have the APM Sea marked as active in WHOIS or alinked system.

f)If the Registrant does not activate the APM Seal before the Grace Period expires, the domain name will be flagged as being out of the Grace
Period for the APM Seal activation and the Registry will notify the Registrant’s Administrative, Technical, and Billing contacts that this APM Seal
activation is out of its Grace Period. The Registrant has an additional 30 daysto include the APM Seal on the homepage or the siteisflagged asin
breach of the Registration terms.

a%The Registrant will be required to agree to the Applicant’'s AUP as part of the Registration process for the second-level domains.
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g)Should the registrant fail to comply and activate the APM Seal within the period specified in the AUP, the Registry will conduct an investigation
on thelat %orgal n. If after the investigation it is determined that the domain is in breach of the AUP the Registry reserves the right to suspend and
cancel the domain.

h)Exceptions include, but are not limited to situations where a Registrar has a second-level domain that is:

a) Used for forwarding to another domain,
b) Not used for awebsite,
c) Currently not in use, or ) .
There is another reason why the seal cannot technically be included

If asiteislisted to bein any of these exception states and then the use of the domain chan_gr&s to a state that would require the APM Seal, the
Registrant must then change the domain’s status to comply with the AUP. The Registry will conduct an investigation to ensure compliance with the
policy upon notification that a site is out of compliance viathe Rights Contact. If after the investigation it is determined that the domain isin breach
of the AUP the Registry reserves the right to suspend and cancel the domain.

5 Efforts to promote WHOIS Accuracy

5.1. Thick WHOIS

The Applicant will include athick searchable WHOIS database both accessible on port 43 aswell as on port 80 (http) as required in Specification 4
of the Registry Agreement. A thick WHOI'S provides numerous advantages including a centralized location of registrant information, the ability to
more easlly manage and control the accuracy of data, and a consistent user experience, as well as greater transparency, afactor critical to rights
holders as well aslaw enforcement in pursuing abusive uses of a domain.

5.2. Bi-Annual Audits to Ensure Accurate WHOIS

The Applicant's TVT will perform a bi-annual review of arandom sampling of domain names within the applied-for gTLD to test the accuracy and
authenticity of the WHOIS information. Through this review, the Applicant’s TVT will examine the WHOIS data for evidence of inaccurate or
incomplete Whois information. In the event that such errors or missing information exists, it shall be forwarded to the Registrar, who shall be
required to address such deficiencies with its Registrants.

6 Policies Handling Complaints Regarding Abuse and Rights Issues . : .
In addition to the RPMs addressed above, the Applicant will |mﬁl ement a number of measures to handle complaints regarding the abusive
registration of domain namesin its gTLD that may infringe on the rights of others. Further details are described in the response to Question 28.

7 Registry Acceptable Use Policy . . ) o )

One of the key policies each new gTLD Registry needsisto have an AUP that clearly delineates the types of activities that constitute * abuse” and
the repercussions associated with an abusive domain name registration. The policy must be incorporated into the applicable Registry-Registrar
Agreement and reserve the right for the Registry to take the appropriate actions based on the type of abuse. This may include locking down the
domain name preventing any changes to the contact and nameserver information associated with the domain name, placing the domain name “on
hold” rendering the domain name non-resolvable, transferring the domain name to another Registrar, andor in cases in which the domain name is
associated with an existing law enforcement investigation, substituting name servers to collect information about the DNS queries to assist the
investigation. The %TL_D’ SAUP, set forth in our response to Question 28, will include prohibitions on phishing, pharming, dissemination of
malware, fast flux hosting, hacking, and child pornography. In addition, the policy will include the right of the Registry to take action necessary to
deny, cancel, suspend, lock, or transfer any registration in violation of the policy. ) ) ) )
In addition, the Applicant reserves the right to deny attempted registrations from repeat violators of the Registry’s AUP. The Registry’s AUP will
incorporate a certification by the registrant that the domain will be used only for licensed, legitimate activities, and not to facilitate piracy or
infringements. The registrant will be required to accept these terms as part of its registration agreement. The Applicant reserves the right to suspend
or cancel adomain for violation of the Registry’s AUP.

8 Monitoring for Malicious Activity

The Applicant is committed to ensuring that those domain names associated with abuse or malicious conduct in violation of the AUP are dealt with
in atimely and decisive manner. These include taking action against those domain names that are being used to threaten the stability and security of
thegTLD, or are part of areal-time investigation by [aw enforcement.

Once acomplaint is received or detected by the Registry, the Registry will use commercially reasonable efforts to verify the information in the
complaint. If that information can be verified to the best of the ahility of the Registry, the sponsoring Registrar will be notified and be given 12
hours to investigate the activity and either take down the domain name by placing the domain name on hold or by deleting the domain name in its
entirety, or to provide a compelling argument to the Registry to keep the name in the zone. If the Registrar has not taken the requested action after
the 12-hour period (i.e., is unresponsive to the request or refuses to take action), the Registry may place the domain on “ ServerHold” . Although this
action removes the domain name from the gTLD zone, the domain name record still appearsin the gTLD WHOI S database so that the name and
entities can be investigated by law enforcement should they desire to get involved.

9 Resourcing Plans Specific to Backend Regri]stry Activities

Responsibility for rights protection rests with a variety of functional groups. The Trademark Validation Team and Sunrise Validation Teams are
primarily responsible for investigating claims of marks for domain registration. The customer service team also plays an important role in assisting
with the investigations, responding to customers, and notifying Registrars of abusive domains. Finally, the Policyl egal team is responsible for
developing the relevant policies and procedures.

The rights protection mechanisms described in the response above involve awide range of tasks, procedures, and systems. The responsibility for
each mechanism varies based on the specific requirements. In general the development of applications such as sunrise and IP claimsisthe
responsibility of the Engineering team, with guidance from the Product Management team. Customer Support and Legal play acritical rolein
enforcing certain policies such as the rapid suspension process. These teams have very substantial experience implementing these or similar
processes.

The necessary resources will be pulled from the pool of available resources described in detail in the response to Question 31. The following
resources will be made available:

-Development/Engineering — 19 people

-Product Management - 4 people

-Customer Support — 12 people

The resources are more than adequate to support the rights protection mechanisms of the Registry.

Administrative Services Provider — Famous Four Media Limited

1-1241-87032_CHARITY .html[3/23/2015 3:09:20 PM]



ICANN New gTLD Application

In addition to those resources set out above provided by the Registry’ s backend services provider the Applicant's Administration Services Provider
shall provide the following extraresources: . - S
-&nnse}/al@anon Team - This shall comprise of 11 employees of which at least one shall be aqualified lawyer speciaizing in intellectual
property law.

-Ongoing Rights Protection Team - This shall comprise of 11 employees of which at least one shall be a qualified lawyer specializing in intellectual
property law.

The two key objectives of the Sunrise Validation Team and the Ongoing rights Protection Team (together the “Rights Team”) isto:

a;Prevent abusive registrations; and

b)ldentify and address the abusive use of registered names on an ongoing basis

Given that rights protection is a fundamental core objective of the Applicant it has contracted with its Registry Administration Services Provider
that the number of full time personnel made available to the Applicant will be 125% of the estimated requirement to ensure that at all times the
Applicant is over resourced in this area.

In addition the Applicant shall instruct outside Counsel in any relevant jurisdiction on all matters that are unable to be adequately dealt with by the
Sunrise Validation Team or the Ongoing Rights Protection Team.

10 Registry Backend Services Provider Experience with Rights Protection Measures _ )
ThegTLD’s Registry Backend Services Provider, Neustar Inc., has aready implemented Sunrise andor Trademark Claims programs for numerous
gTLDsincluding .biz, .us, .travel, .tel and .co and will implement both of these services on behalf of the Applicant.

Neustar’ s Experience with Sunrise Process:

In early 2002, Neustar became the first Registry operator to successfully launch an authenticated Sunrise process. This process permitted qualified

trademark owners to pre-register their trademarks as domain names in the .us gTLD space prior to the opening of the space to the general public.
Unlike any other “ Sunrise” plansimplemented or proposed before that time, Neustar validated the authenticity of trademark applications and
registrations with the United States Patent and Trademark Office (USPTO).

As the back-end Registry operator for the .tel gTLD and the .co ccTLD, Neustar launched a validated Sunrise program employing processes that are
very similar to those that will be used by the TMCH for new gTLDs.

Below isahigh level overview of the implementation of the .co Sunrise period and the Trademark Claims service that was part of the .biz launch.
gueus_tar’ S ((ajxperience in each of these RPMs will enableit to seamlessly provide these services on behalf of the Applicant as required by ICANN.

nrise and .co

The Sunrise process for .co was divided into two sub-phases:

- Loca Sunrise giving holders of eligible trademarks that have obtained registered status from the Colombian trademark office the opportunity to
apply for the .co domain names corresponding with their marks.

- Global Sunrise program giving holders of eligible registered trademarks of national effect, that have obtained a registered statusin any country of
th(le world the opportunity to apply for.co domain names corresponding with their marks for a period of time before registration is open to the public
at large.

Like the new gTLD process set forth in the Applicant Guidebook, trademark owners had to have their rights validated by a Clearinghouse provider
prior to the registration being accepted by the Registry. The Clearinghouse used a defined process for checking the eligibility of the legal rights
claimed as the basis of each Sunrise application using official national trademark databases and submitted documentary evidence.

Applicants andor their designated agents had the option of interacting directly with the Clearinghouse to ensure their applications were accurate and
complete prior to submitting them to the Registry via an optional “Pre-validation Process’. Regardless of whether an Applicant was “pre-
validated”, al Applicants had to submit their corresponding domain name applications through a .co accredited Registrar. When the Aplplicant was
pre-validated through the Clearinghouse, they were given an associated apProval number that had to be supplied to the Registry. If Applicants were
not pre-validated, they were required to submit the nec&ssgra/ trademark information through their Registrar to the Registry.

At the Registry level, Neustar, subsequently either delivered the:

- Approval number and domain name registration information to the Clearinghouse, or

- When there was no approval number, trademark information and the domain name registration information was provided to the Clearinghouse
through EPP (asis currentlyérequi red under the Applicant Guidebook).

Information was then used by the Clearinghouse for further validation of those pre-validated applications, or initial validation of those that did not
select pre-validation. If the Applicant was validated and their trademark matched the domain name applied for, the Clearinghouse communicated
that fact to the Registry via EPP.

When there was only one validated sunrise application for a domain name, the application proceeded to registration when the .co launched. If there
were multiple validated applications for the same domain name (recognizing that there could be multiple trademark owners sharing the same
trademark), those were processed via the .co Sunrise auction process. Neustar tracked al of the information it received and the status of each
application on a secure Website to enable trademark ownersto view the status of their Sunrise application.

Although the exact process for the Sunrise program and its interaction with trademark owners, Registry, Registrars, and TMCH is not finalized at
the time of the application, Neustar’ s expertise in launching multiple Sunrise processes and its established software will ensure a smooth and
compliant Sunrise process for the new gTLDs.

a) Trademark Claims Service Experience

When Neustar’s .biz gTLD launched in 2001, Neustar became the first gTLD with a Trademark Claims (“TC") service. Neustar developed the TC
Service by enabling companies to stake claims to domain names prior to the commencement of live .biz domain registrations.

During the Tgcf)rocess Neustar received over 80,000 TC from entities around the world. Recggnizi ng that multiple intellectual properte/ owners
could have trademark rightsin a particular mark, multiple TC for the same string were accepted. All applications were logged into a TC database
managed by Neustar.

The Trademark Claimant was required to provide various information about their trademark rights, including the:

- Particular trademark or service mark relied on for the trademark Claim

Date atrademark application on the mark was filed, if any, on the string of the domain name

Country where the mark wasfiled, if applicable

Registration date, if applicable

Class or classes of goods and services for which the trademark or service mark was registered

- Name of acontact person with whom to discuss the claimed trademark rights.

Once all TC and domain name applications were collected, Neustar then compared the claims contained within the TC database with its database of

collected domain name applications (DNAS). In the event of amatch between a TC and a domain name application, an e-mail message was sent to

the domain name Applicant notifying the Applicant of the existing TC. The e-mail also stressed that if the Applicant chose to continue the

application process and was ultimately selected as the registrant, the Applicant would be subject to Neustar’ s dispute proceedings if challenged by

the Trademark Claimant for that particular domain name,

The domain name Applicant had the option to proceed with the application or cancel the application. Proceeding with an application meant that the

Applicant wanted the application to proceed to registration despite having been notified of an existing Trademark Claim. By choosing to “cancel,”

the Applicant made adecisionin light of an existing TC notification to not proceed.

If the Applicant did not respond to the e-mail notification from Neustar, or elected to cancel the application, the application was not processed. This
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Breventeo_l the APpIicant_from registering the actual domain name. If the Applicant affirmatively elected to continue the aﬁplicati_on process after
eing notified of the claimant’s (or claimants’) alla%ged trademark rights to the desired domain name, Neustar processed the application.
This processis very similar to the one ultimately adopted by ICANN and incorporated in the latest version of the Applicant Guidebook. Although
the collection of TC for new gTLDs will be by the TMCH, many of the aspects of Neustar’s TC processin 2001 are similar to those in the
Applicant Guidebook. This makes Neustar uniquely qualified to implement the new gTLD TC process.
Neustar was also a key contributor to the development of the Uniform Dispute Resolution Policy (“UDRP") in 1998. This became the first
“Consensus Policy” of ICANN and has been required to be implemented by all domain name registries since that time. The UDRP is intended to be
an alternative dispute resol ution process to transfer domain names from those that have registered and used domain names in bad faith. Although
there is not much of an active role that the domain name Registry plays in the implementation of the UDRP, Neustar has closely monitored UDRP
dec(ijsi ons that have involved the gTLDs which it supports and ensures that the decisions are implemented by the Registrars supporting its gTLDs.
-en -

30(a). Security Policy: Summary of the security policy for the proposed registry

Q30A

The Applicant and our back-end operator, Neustar, recognize the vital need to secure the systems and the integrity of the datain commercial
solutions. The Applicant’ s registry solution will leverage industry-best security practices including the consideration of physical, network, serve,
and application elements.

The Applicant and Neustar's approach to information security starts with comprehensive information security policies. These are based on the
industry best practices for security including SANS (SysAdmin, Audit, Network, Security) Institute, NIST (National Institute of Standards and
Technology), and Center for Internet Security (CIS). Policies are reviewed annually by Neustar’ s information security team.

The following is a summary of the security policies that will be used in the Applicant’s registry, including:

1. Summary of the security policies used in the registry operations
2. Description of independent security assessments

3. Description of security features that are appropriate for the TLD
4. List of commitments made to registrants regarding security levels

All of the security policies and levels described in this section are appropriate for the Applicant’ s registry.

30(a).1 Summary of Security Policies

Neustar, Inc. has developed a comprehensive Information Security Program in order to create effective administrative, technical, and physical
safeguards for the protection of itsinformation assets, and to comply with Neustar’s obligations under applicable law, regulations, and contracts.
This Program establishes Neustar's policies for accessing, collecting, storing, using, transmitting, and protecting electronic, paper, and other records
containing sensitive information.

The Program defines:

- The policies for internal users and our clients to ensure the safe, organized and fair use of information resources.
- Therights that can be expected with that use.

- The standards that must be met to effectively comply with policy.

- Theresponsibilities of the owners, maintainers, and users of Neustar’ s information resources.

- Rules and principles used at Neustar to approach information security issues

The following policies are included in the Program:

1. Acceptable Use Policy ] ) ) . . . »
_Trf1e Acceptable Use Policy provides the “rules of behavior” covering all Neustar Associates for using Neustar resources or accessing sensitive
information.

2. Information Risk Management Policy

The Information Risk Management Policy describes the requirements for the on-going information security risk management procf‘;ram, including
defining roles and responsibilities for conducting and eval uating risk assessments, assessments of technol ogies used to provide information security
and monitoring procedures used to measure policy compliance.

3. Data Protection Policy

The Data Protection Policy provides the requirements for creating, stori ng?, transmitting, disclosing, and disposing of sensitive information,
including data classification and labeling requirements, the requirements for data retention. Encryption and related technol ogies such as digital
certificates are also covered under this policy.

4. Third Party Poli
The Third Party Policy provides the requirements for handling service provider contracts, including specifically the vetting process, required
contract reviews, and on-going monitoring of service providers for policy compliance.

5. Security Awareness and Training Policy . . . ) o .
The Security Awareness and Training Policy provide the requirements for managing the on-going awareness and training program at Neustar. This
includes awareness and training activities provided to all Neustar Associates.

6. Incident Response Policy

The Incident Response Policy provides the requirements for reacting to reports of potential security policy violations. This policy definesthe
necessary steps for identifying and reporting security incidents, remediation of problems, and conducting *lessons learned” post-mortem reviewsin
order to provide feedback on the effectiveness of this Program. Additionally, this policy contains the requirement for reporting data security
breaches to the appropriate authorities and to the public, as required by law, contractual requirements, or regulatory bodies.

7. Physical and Environmental Controls Policy
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The Physical and Environment Controls Policy provides the regui rements for securely storing sensitive information and the supporting information
technology equipment and infrastructure. This policy includes details on the storage of paper records as well as access to computer systems and
equipment locations by authorized personnel and visitors.

8. Privacy Policy

Neustar supports the right to privacy, including the rights of individuals to control the dissemination and use of personal data that describes them,
thel rh pergfongl thOI ces, or life experiences. Neustar supports domestic and international laws and regulations that seek to protect the privacy rights of
suchindividuals.

9. Identity and Access Management Policy

The Identity and Access Management Policy covers user accounts (login ID naming convention, assignment, authoritative source) as well as |D
lifecycle (request, approval, creation, use, suspension, deletion, review), including provisions for systermvapplication accounts, sharedgroup
accounts, guestfublic accounts, temporary/emergency accounts, administrative access, and remote access. This policy also includes the user
password policy requirements.

10. Network Security Policy ) . ) .
Thle NetW?rk Security Policy covers aspects of Neustar network infrastructure and the technical controlsin place to prevent and detect security
policy violations.

11. Platform Security Policy
The Platform Security Policy covers the requirements for configuration management of servers, shared systems, applications, databases, middle-
ware, and desktops and |aptops owned or operated by Neustar Associates.

12. Mobile Device Security Polic . . ) . o ) . o ) )

The Mobile Device Policy covers the requirements specific to mobile devices with information storage or processing capabilities. This [)ollcy_
includes laptop standards, as well as requirements for PDAs, mobile phones, digital cameras and music players, and any other removable device
capable of transmitting, processing or storing information.

13. Vulnerability and Threat Management Policy _ - _ _ )
The Vulnerability and Threat Management Policy provides the requirements for patch management, vulnerability scanning, penetration testing,
threat management (modeling and monitoring) and the appropriate ties to the Risk Management Policy.

14. Monitoring and Audit Policy

The Monitoring and Audit Policy covers the detail s regarding which types of computer events to record, how to maintain the logs, and the roles and
responsibilities for how to review, monitor, and respond to log information. This policy also includes the requirements for backup, archival,
reporting, forensics use, and retention of audit logs.

15. Project and System Development and Maintenance Policy ] ] o
The System Development and Maintenance Policy covers the minimum security requirements for all software, application, and system development
performed by or on behalf of Neustar and the minimum security requirements for maintaining information systems.

30.(a).2 Independent Assessment Reports o i .

Neustar IT Operations is subject to yearly Sarbanes-Oxley (SOX), Statement on Auditing Standards #70 (SAS70) and 1 SO audits. Testing of
controls implemented by Neustar management in the areas of access to dprograms and data, change management and IT Operétions are subject to
testing by both internal and external SOX and SAS70 audit groups. Audit Findings are communicated to process owners, Quality Management
Group and Executive Management. Actions are taken to make process adjustments where required and remediation of issues is monitored by
internal audit and QM groups.

External Penetration Test is conducted by athird party on ayearly basis. As authorized by Neustar, the third party performs an external Penetration
Test to review potential security weaknesses of network devices and hosts and demonstrate the impact to the environment. The assessment is
conducted remotely from the Internet with testing divided into four phases:

- A network survey is performed in order to gain a better knowledge of the network that was being tested
- Vulnerability scanning isinitiated with al the hosts that are discovered in the previous phase

- ldentification of key systemsfor further exploitation is conducted

- Exploitation of the identified systemsis attempted.

Each phase of the audit is supported by detailed documentation of audit procedures and results. Identified vulnerabilities are classified as high,
medium and low risk to facilitate management’s prioritization of remediation efforts. Tactical and strategic recommendations are provided to
management supported by reference to industry best practices.

30.(a).3 Augmented Security Levels and Capabilities . . ) o
The Applicant and its backend provider Neustar will provide the same high level of security provided across all of the registries it manages.

A key to Neustar’s Operational successis Neustar's highly structured operations practices. The standards and governance of these processes:
- Include annual independent review of information security practices

- Include annual external penetration tests by athird party

- Conform to the 1SO 9001 standard (Part of Neustar's 1SO-based Quality Management System)

- Are aligned to Information Technology Infrastructure Library (ITIL) and CoBIT best practices

- Are digned with all aspects of 1SO IEC 17799

- Arein compliance with Sarbanes-Oxley (SOX) requirements (audited annually)

- Are focused on continuous process improvement (metrics driven with product scorecards reviewed monthly).

A summary view to Neustar’ s security policy in alignment with 1SO 17799 can be found in section 30.(a).4 below.

BITS Recommendations o ) .
The Applicant will structure its policies around the BITS Recommendations where relevant to thisgTLD.

The Applicants goal with thisgTLD isto provide a safe and secure browsing experience for consumers of thisgTLD. A domain within thisgTLD
that is owned, operated by or compromised by a malicious party could cause harm to consumers, to the TLD’ s reputation and to the reputation of
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the Internet itself. As such, additional controls arein place relating to the validity of registrations, as well as additional measures to ensure the
cor:rtlact identity of both Registrants and Registrars relating to changes made within the SRS, and to protecting the integrity of the DNS service asa
whole.

The Security Standards Working Group (SSWG) formed by BITS drafted a set of policy recommendations that should be applied to financial TLDs.

The policy comprises of a set of 31 recommendations that should be adopted by ICANN in evaluating any applicant of afinancial TLD. The

rz%cdominlendatzj ?]ns were posted by BITS in the form of aletter to ICANN at [http:Avww.icann.orgervcorrespondenceaba:bits-to-beckstrom-crocker-
ecll-en.p

We V\_/gl c%g]e eIthe recommendations from SSWG and will strongly consider the recommendations relating to the implementation of this gTLD where
considered relevant.
Coalition for Online Accountability (“COA™) Recommendations

The Applicant will structure its policies around the COA Recommendations where relevant to thisgTLD.

The Applicant’s goal with thisgTLD is ;gdprovi de a safe and secure browsing experience for consumers of thisgTLD. A domain within thisgTLD
that is owned, operated by or compromised by a malicious party could cause harm to consumers, to theeﬁTL D’s reputation and to the reputation of
the Internet itself. As such, additional controls arein place relating to the validity of registrations, as well as additional measures to ensure the
cognlact identity of both Registrants and Registrars relating to changes made within the SRS, and to protecting the integrity of the DNS serviceasa
whole.

The Coalition for Online Accountability have drafted a set of policy recommendations, also endorsed by many other international organizations
representing the creative industries, that should be apgl ied to entertainment gTL Ds - especially those dependent on copyright protection. The policy
comprises of aset of 7 recommendeations that should be adopted by ICANN 1n evaluating any applicant for an entertainment-based gTLD. The
recommendations were posted by COA in the form of aletter to ICANN at http:/bit.lyHuHtma.

We wel come the recommendations from the COA and will strongly consider the recommendations relating to the implementation of thisgTLD
where considered relevant.

30.(a).4 Commitments and Security Levels ) ) . .
The Applicant’s registry commits to high security levels that are consistent with the needs of the TLD. These commitments include:

Compliance with High Security Standards

- Security procedures and practices that are in alignment with ISO 17799
- Annual SOC 2 Audits on al critical registry systems

- Annual 3rd Party Penetration Tests

- Annual Sarbanes Oxley Audits

Highly Developed and Document Security Policies

- Compliance with all provisions described in section 30.(a).4 below and in the attached security policy document.
- Resources necessary for providing information security

- Fully documented security policies

- Annual security training for all operations personnel

High Levels of Registry Security

- Multiple redundant data centers

- High Availahility Design

- Architecture that includes multiple layers of security

- Diversified firewall and networking hardware vendors

- Multi-factor authentication for accessing registry systems

- Physical security access controls

- A 24x7 manned Network Operations Center that monitors all systems and applications
- A 24x7 manned Security Operations Center that monitors and mitigates DDoS attacks
- DDoS mitigation using traffic scrubbing technologies

We commit to the following:

— Safeguarding the confidentiality, integrity and availability of registrant’s data.

— Compliance with the relevant regulation and legislation with respect to privacy.

—Working with law enforcement where appropriate in response to illegal activity or at the request of law enforcement agencies.

— Validating requests from external parties requesting data or changes to the registry to ensure the identity of these parties and that their request is
appropriate. Thisincludes requests from ICANN.

— That access to DNS and contact administrative facilities requires multi-factor authentication by the Registrar on behalf of the registrant.

— That Registry data cannot be manipulated in any fashion other than those permitted to authenticated Registrars using the EPP or the SRS web
interface. Authenticated Re?istrars can only access Registry data of domain names sponsored by them.

— A Domain transfer can only be done by utilizing the AUTH CODE provided to the Domain Registrant.

— Those emergency procedures are in place and tested to respond to extraordinary events affecting the integrity, confidentiality or availability of
datawithin the registry.

The Applicant will further be implementing a thorough and extensive Abuse Prevention and Mitigation plan, designed to minimise abusive
registrations and other detrimental activities that may impact security and negatively impact internet users. This plan includes the establishment of a
single abuse Iooi nt of contact, responsible for addressing matters requiring expedited attention and providing atimely response to abuse complaints
concerning all names registered in the gTLD through all Registrars of record, including those involving areseller. Details of this point of contact
will be clearly published on the Applicant’s website.

Thefollowing is an overview of certain other security related initiatives undertaken by the Applicant - (see response to Q28 for more detail):
- Policies and Procedures to Minimize Abusive Registrations
- Abuse Point of Contact

- Palicies for Handling Complaints Regarding the Abuse Policy
- Acceptable Use Policy ("AUP")
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- Measures for removal of Orphan Glue records
(I\ég@;)& to promote Whois accuracy both directly by the Registry and by Registrars via requirements in the Registry-Registrar Agreement
- Registry semi-annual WHOIS verification
- Authentication of Re%istrant information as complete and accurate at time of registration.
- Regular monitoring of registration data for accuracy and completeness
- Registrar self-certification
- WHOI'S Data reminder processes
r-] Establishing policies and procedures to ensure Registrar compliance with policies, which may include audits, financial incentives, penalties,
or other means.
- Registrar verification of WHOIS
- Policies and procedures that define malicious or abusive behavior
- Abuse Response Process
- Service Levels Requirements for Resolution
- Service Levels Reguirements for Law enforcement Requests
- Coordination with Industry Groups and Law Enforcement
- Controls to ensure proper access to domain functions;
- Enabling two-factor authentication from Registrants to process update, transfers, and deletion requests;
- Enabling multiple, unique points of contact to request andor approve update, transfer, and deletion requests,
- Enabling the notification of multiple, unique points of contact when a domain has been updated, transferred, or deleted
- Additional Abuse Prevention and Mitigation initiatives:
- Additional Mechanism for Protection of Capital City Names
- Additional Mechanisms to Protect and Reserve IGO Names
- Increasing Registrant Security Awareness
- Registrant Disqualification
- Restrictions on Proxy Registration Services
- Registry Lock Option

Resourcing Plans

The development and maintenance of the information security policies and practices are the primary responsibility of the Information Security team.
As described in response to Question 31, the information security team is comprised of highly trained security professionals. They establish
security policies, actively monitor for intrusions and other nefarious activity, and ensure that all Neustar employees are adhering to Neustar's
security policies and best practices. These engineers ensure that the registry datais not compromised inany way. o

The necessary resources to support al of the registry’s security needs will be pulled from the pool of resources described in detail in the response to
Question 31. The following resources are available from the team:

- Information Security - 16 employees

Th%l resources are more than adequate to support the database needs of all the TLDs operated by Neustar, including the Applicant’ s registry.
-en -

© Internet Corporation For Assigned Names and Numbers.
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THE INTERNATIONAL CENTRE FOR EXPERTISE OF THE

INTERNATIONAL CHAMBER OF COMMERCE

CASE No. EXP/400/ICANN/17

PROF. ALAIN PELLET, INDEPENDENT OBJECTOR
(FRANCE)
vs/
SPRING REGISTRY LIMITED

(GIBRALTAR)

(Consolidated with Cases No.
EXP/395/ICANN/12
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TABLE OF ABBREVIATIONS

Abbreviation

Definition

ACC

Association of Corporate Counsel

Applicant

Spring Registry Limited

Applicant Additional Written Statement

The Additional Written Statement submitted
by Applicant on 6 September 2013

Application The new gTLD application by Applicant
“.Charity”, application ID: 1-1241-87032
Centre The International Centre for Expertise of the

International Chamber of Commerce

Community Objection

An objection to a gTLD application falling
with the definition of “Community
Objection” in section 3.2.1 of Module 3 of
the Guidebook (and also contained in Article
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Costs As per the meaning set out in Article 14(a) of
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THE PARTIES

10:

PROF. ALAIN PELLET, Independent Objector, an individual residing at:

Contact Information Redacted

10 is represented in this Expert Determination proceeding by:

Ms Héloise Bajer-Pellet
Contact Information Redacted

Mr. Daniel Miiller
Contact Information Redacted

Mr. Phon van den Biesen

VDBK Advocaten,
Contact Information
Redacted

Mr. Sam Worsworth

Essex Court Chambers,
Contact Information
Redacted
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Applicant:

SPRING REGISTRY LIMITED, a company incorporated under the laws of Gibraltar, with

offices at:

Spring Registry Limited
Contact Information
Redacted

Applicant is represented in this Expert Determination proceeding by:

Mr. Peter Young

Famous Four Media Limited,
Contact Information Redacted

THE EXPERT PANEL

On 4 July 2013 and pursuant to Article 3(3) of Appendix 1 to the Rules, the Chairman
of the Standing Committee appointed Mr. Tim Portwood as the Expert. In accordance
with Article 13 of the Procedure, the Expert is the sole member of the Expert Panel.

On 2 August 2013, the Centre acknowledged receipt of payment of the Parties’
respective shares of the advance payment of the estimated Costs and confirmed the full
constitution of the Expert Panel.

The Expert’s contact details are as follows:

Mr. Tim Portwood

Bredin Prat,
Contact Information Redacted
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SUMMARY OF THE EXPERT DETERMINATION PROCEEDING

The present Expert Determination proceeding concerns I0’s Community Objection to
Applicant’s application for the new gTLD “.Charity”.

The Expert Determination is governed by and has been conducted in accordance with
the Procedure and the Rules, supplemented by the ICC Practice Note.

10 transmitted to the Centre its Objection on 13 March 2013.

On 28 March 2013, the Centre informed IO that it had conducted the administrative
review of the Objection pursuant to Article 9 of the Procedure and confirmed that the
Objection was in compliance with Articles 5 to 8 of the Procedure and with the Rules.
The Objection was therefore registered for processing under Article 9(b) of the

Procedure.

The Centre wrote to the Parties on 12 April 2013 informing them that the Centre was
considering consolidating the Objection with two other cases, namely
EXP/395/ICANN/12 — a Community Objection filed by IO against an application by
Corn Lake, LLC (USA) for new gTLD “.charity” — and EXP/399/ICANN/16 -
Community Objection filed by IO against an application by Excellent First Limited
(Cayman Islands) for a new gTLD “.%&3% (Charity)”.

On 7 May 2013, the Centre informed the Parties that it had decided to consolidate the
Objection with the two other above-referenced cases.

The Chairman of the Standing Committee having appointed the Expert on 4 July 2013,
on 2 August 2013 the Centre confirmed to the Parties the full constitution of the Expert
Panel (comprising the Expert as sole member). On the same day, the Centre forwarded
the file to the Expert Panel.

On 2 August 2013, IO wrote to the Expert Panel requesting leave to file an Additional
Written Statement.

On 9 August 2013, having considered the Parties’ submissions, the Expert Panel wrote
to the Parties informing them of its view that it would be assisted by a second round of
written submissions and inviting the Parties each to submit an Additional Written
Statement in accordance with the following timetable: IO to file its Additional Written
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18.

19.

20

21.

23.

24,

25,

26.

27.

28.
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Submission on or before 22 August 2013 and Applicant to file its Additional Written
Submission on or before 2 September 2013.

On 10 August 2013, IO wrote to the Expert Panel requesting an extension of two days
to the timetable for the Additional Written Submissions.

On 11 August 2013, Applicant wrote to the Expert Panel stating that it had no objection
to 10's requests for a 2 day extension to the timetable.

On 13 August 2013, the Expert Panel granted IO’s request, extending the deadline for
the filing of I0’s Additional Written Submission to 24 August 2013 and the deadline for
the filing of Applicant’s Additional Written Submission to 4 September 2013.

On 15 August 2013, the applicant in EXP/395/ICANN/12 requested a further extension
of 2 days (i.e., 6 September 2013) for the filing of its additional written statement to
which IO indicated on the same day that it had no objection and that such extension
would benefit all of the applicants in the consolidated cases, including the Applicant.
That extension was therefore extended to Applicant.

On 22 August 2013, IO filed by email its Additional Written Statement.

On 22 August 2013, the Expert Panel acknowledged receipt of 10’s Additional Written
Statement and confirmed that the deadline for the filing by Applicant of its Additional
Written Submission was 6 September 2013.

On 6 September 2013, Applicant filed by email its Additional Written Statement.

No hearing took place.

The Expert Panel submitted the draft Expert Determination to the Centre for scrutiny
under Article 21(b) of the Procedure within the time limit contained in Article 21(a) of

the Procedure.

In accordance with Article 5(a) of the Procedure, the language of the proceedings is
English.

In accordance with Article 6(a) of the Procedure, all communications by the Parties
with the Centre and the Expert Panel were submitted electronically.

Pursuant to Article 4(d) of the Procedure, the place of the proceedings is Paris, France.
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4. ISSUES TO BE DETERMINED BY THE EXPERT PANEL

4.1. 10’s Impartiality and Independence

4.1.1.10’s Position
29. IO confirms that he is acting exclusively in the best interests of the public who use the

global internet and not in accordance with what he himself might prefer or with self-
interest'.

4.1.2. Applicant’s Position

30. Applicant does not contest I0’s impartiality and independence.

4.2. 10’s Standing

4,2.1.10’s Position

31. 1O confirms that it meets the standing requirements and other admissibility conditions
in section 3.2.5 of the Guidebook.

4.2.2. Applicant’s Position

32.  Applicant does not contest I0’s standing and the admissibility of the Objection.

4.3. The Community Objection

33. IO's objection is a Community Objection to Applicant’s Application of “.Charity” as a
new gTLD.

! 10 Additional Written Statement, para. 2.
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35.

4.3.1.

36.

37
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The Expert Panel is therefore to determine whether there is substantial opposition to
the Application from a significant portion of the community to which the gTLD string
“ Charity” may be explicitly or implicitly targeted (Article 2(e)(iv) of the Procedure).

Under section 3.5.4 of Module 3 of the Guidebook, the Expert Panel must be satisfied
that IO had proven that (i) the community invoked by IO is a clearly delineated
community; (ii) community opposition to the Application is substantial; (iii) there is a
strong association between the community invoked and the applied-for gTLD string
(“.Charity”); and (iv) the Application creates a likelihood of material detriment to the
rights or legitimate interests of a significant portion of the community to which the
string may be explicitly or implicitly targeted.

I0’s Position

According to IO, an objector making a Community Objection must satisfy four tests
under section 3.5.4 of the Guidebook. IO states these four tests as: (a) a Community
test, namely that the community invoked by the objector is a clearly delineated
community; (b) a Substantial opposition test, namely that community opposition to the
application is substantial; (c) a Targeting test, namely that there is a strong association
between the community invoked and the applied-for gTLD string; and (d) a Detriment
test, namely that the application creates a likelihood of material detriment to the rights
or legitimate interests of a significant portion of the community to which the string

may be explicitly or implicitly targeted?.

IO argues that the four tests are met. He submits that the applied-for gTLD string
“ Charity” targets the charity sector such that the Targeting test is satisfied, even
though the Application has not been framed as a community based TLD for the benefit
of the charity community®. 1O states that the charity sector constitutes a clearly
delineated community in the sense of the Guidebook, thereby fulfilling the Community
test’. 10 claims that the opposition to the Application is substantial, meaning that the
Substantial opposition test is met®. Finally, IO pleads that the Application creates a
likelihood of material detriment to the rights and legitimate interests of the charity
community, fulfilling the Detriment test®.

2 Objection, para. 7.

3 Objection, para 8.

* Ibid.
5 Ibid.
¢ Ibid.

10
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4.3.1.1. The Community Test

38.

39.

40.

41,

42,

IO’s position is that the Community test in the Guidebook does not require that the
gTLD string describes a clearly delineated community (which would render the
Targeting Test otiose) but that there exists a community identified by the objector
comprising a group of persons clearly delineated from others including internet users
in general’.

According to 10, the community in question is the charity sector®, comprising all
charitable institutions, including those that are specifically registered or regulated in
some form in the states where they operate such that they must be not for profit

institutions®.

IO points out that the Guidebook does not provide a clear definition of the term
“community”. Instead, the Guidebook refers to a non-exhaustive list of factors to
which the Expert Panel may refer including the recognition of the community at a
local/global level, the level of formal boundaries, the length of existence, the global

distribution, or the size of the community?®.

For 10, the distinctive element of a community is the commonality of certain

characteristics, whatever they might be'’.

Referring to Evaluation question No.20 of the Guidebook, Attachment to Module 2, 10
argues that a relevant criterion is whether the group of persons comprising the
community can be clearly delineated from the others — including internet users in
general’2. Recognition of the community as such (by its members and others) is an
important factor in this regard™.

7 Objection, para. 16; IO Additional Written Submission, paras 3 to 12.

§ Objection, para. 19.

? Objection, para. 20.

1 Objection, para. 15 referencing section 3.5.4 of the Guidebook.

' Objection, para. 16.

12 Objection, para. 18.
13 Tbid.

11
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IO points out that charities and charitable organizations (i.e, the charity sector) are
included in the ““charity-based enterprises’, the providers of ‘online charity services’
and ‘charity information and donation services’” explicitly targeted by the Applicant™.

The common characteristics of the persons comprising the charity sector identified by

] 7T

IO are such persons’ “charitable aims”, “often the status of a not for profit institution”,
exemption from a range of regulatory requirements applicable to for-profit entities and
funding through donations or public money®. Whilst not endorsing Applicant’s
survey, it notes that 86.6% of the participants associated the term “charity” with

donating to a registered organization's.

IO accepts that the charity sector is not an organized community with an entity
dedicated to the community and its activities, but argues that the meaning of
community in the Guidebook is not limited to organized communities and covers less
structured communities, like those based on a common place of origin or a common
language or a common activity or common set of goals or interests or values'” and
refers to the 2007 ICANN Final Report which confirms that “community should be
interpreted broadly and will include, for example, an economic sector, a cultural

community, or a linguistic community”?2,

IO points out that the charity sector is delineated as a recognizable community, distinct
from others by both its members and the public, referring to public comments made on
the meaning of the word “community” in the context of community objections®. 10
argues that whilst corporations may perform charitable acts, the possibility of
competing motives or even ulterior profit making motives sets them apart from the
not-for-profit activities of a charity or charitable organization®.

IO underlines that his position is confirmed by the Advice contained in the GAC's
Beijing Communiqué dated 11 April 2013% which considered the charity community as
a market sector delineated by clear and/or regulated entry requirements on account of

'4 Objection, paras 10 & 19.

'S Objection, para. 20.

1610 Additional Written Statement, para. 10.
17 Objection, para. 21.

'8 Objection, para. 17.
1 Objection, para. 20 ; IO Additional Written Statement, para. 11.
2 1O Additional Written Statement, para. 9.

21 hitp: //www.icann.org/en/news/correspondence/gac-to-board-18apri3-en.pdf -Annex 1 to IO Additional

Written Statement, para. 11.

12
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the level of implied trust from consumers and risk of consumer harm associated with
its activities?2. The GAC included “.Charity” in its list of sensitive strings necessitating

safeguard measures?,

4.3.1.2. The Targeting Test

48.

49.

50.

51.

IO argues that the “.Charity” string targets the charity community (comprising
charities and charitable organizations)? and that therefore the Targeting test is met®.

“r

IO notes that in the Application, Applicant explicitly targets “’charity-based
enterprises’, the providers of ‘online charity services’ and charity information and
donation services” - which include all charitable institutions?*. By virtue of
Applicant'’s own statements, therefore, the “.Charity” string explicitly targets the

charity sector?.

10 disagrees with Applicant that the word “charity” is a generic term such as the word
“book” and argues that the community identified by IO as associated with “charity” is
significantly narrower than the stakeholders that might be associated with generic
terms such as “book”2. 10 refers also to one of the meanings of the word “charity” as
charities and charitable institutions which indicates that it is generally associated in the
public mind with giving for what is seen as a good cause and likewise with not for
profit institutions that are directed to some form of charitable outcome®. 10 adds that
simply because the word bears several meanings, this does not preclude the string
from having a strong association with one of those meanings if the general public is
likely to make that association®.

IO accepts that there may be issues in delimiting the members of the charity sector at
the peripheries of the community as a matter of domestic law, but this does not detract

2 1O Additional Written Statement, para. 11.
2 Ibid.
% Objection, para. 10.

% Objection, paras 8 and 14.

% QObjection, para. 10.

71 Objection, para. 14,

2 10 Additional Written Statement, para. 6.
» 1O Additional Written Statement, para. 5.
¥ Ibid.

13
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from the existence of the charity sector as a community within the meaning of the
Guidebook?.

IO concludes that according to Applicant’s own statements and the general use of the
term “charity” by the public, there is a strong association between the charity sector
and “.Charity”?2.

4.3.1.3. The Substantial Opposition Test

53.

54.

55.

56.

According to 10, the test whether there is “substantial opposition within the
community” to the Application is largely casuistic®.

IO refers to the non-exhaustive list of factors in the Guidebook which an Expert Panel
may use to identify substantial opposition to the Application* noting that the factors
are more useful in cases of well-organized and structured communities than in cases
like the present of communities lacking organizational structures or clear

representation.

IO argues that a mere numerical criterion -~ the number of voiced oppositions to the
Application — was not the intent of the Guidebook, the word “substantial” meaning not
simply a large number but also something of “considerable importance” or
“considerable worth”*. TO points out that since a condition for admissibility of an
objection by an independent objector is the existence of at least one public comment in
opposition, that must mean that an objection can succeed if there is just one such public
comment¥, According to IO, therefore, the material content of comments and
oppositions and the rights and interests of those expressing those comments and
oppositions must be taken into account3.

IO identifies opposition comments having been posted on the public comments
website by the Charity Commission for England and Wales, the National Council for

310 Additional Written Statement, para. 6.
32 Objection, para. 14.

3 Objection, para. 22.

3 Objection, para. 23.

35 Objection, para. 24.

% Objection, para. 25.
37 10 Additional Written Statement, para. 13.
3 Objection, para. 25.

14
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Voluntary Organizations and the Association of Charitable Foundations, the first being
the regulator of charities in England and Wales and the last representing a membership
of some 330 charitable trusts and foundations in England and Wales®. 10 refers also to
the Australian member of the GAC having issued an Early Warning regarding
“ Charity”®. According to IO, the common underlying concern of such opposition
comments and Early Warning is the potential harm to the system of trust on which
charities and charitable are largely dependent that would be caused in the absence of
sufficient protection mechanisms such as strict eligibility criteria for users of the

string*!.

10 admits that the opposition to or concerns over the Application have largely
emanated from the UK and Australia (respectively) but argues that the concerns that
have been voiced are substantively substantial, are “without doubt ... of much more
general application”# and include the views of one or more governments (referencing
section 1.1.2.4 of the Guidebook)®.

1O argues that no conclusions can be drawn from non-objections since an independent
objector is required to demonstrate substantial opposition from the comments that
have been made#.

4.,3.1.4. The Detriment Test

59.

IO emphasizes that the Detriment test requires a finding of “a likelihood of
detriment”# and not of actual detriment — which would be anathema, the string not yet
having been put into use’ — the idea of requiring a finding of actual detriment having
been abandoned during the travaux of ICANNY,

¥ Objection, para. 27.

4 QObjection, para. 31.

I Objection, paras 27 to 31.

2 Objection, para. 33.

“ Objection, para. 32.
“ 10 Additional Written Statement, para. 14.

“ Objection, para. 34.
4 10 Additional Written Statement, para. 16.
7 Ibid.

15
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According to 10, the likelihood of detriment must be created by the Application and
therefore must take into account the Applicant and the security protection for user and
community interests that Applicant has proposed or intends to adopt®.

IO underlines that the likelihood of detriment must be to the rights or legitimate
interests of the community or to users more widely, referring to Implementation
Guideline P#. He refers to the guidance in the Guidebook and summarizes that
detriment may include harm to the reputation of the community, interference with the
community’s core activities, economic or other concrete damage to the community or

significant portions of the community>.

IO points out that the Expert Panel may take into account a variety of factors, including
the dependence of the community on the DNS for its core activities, the intended use of
the gTLD as stated in the Application, the importance of the rights and interests
exposed for the community targeted and for the public more generally® and whether
the Applicant intends to act in accordance with those rights and interests®.

IO argues, in line with the GAC'’s Beijing Communiqué of 11 April 2013%, that the
charity sector relies on public trust without which its gift and other funding would be
threatened. Public regulation exists in many jurisdictions precisely to protect and
nurture that trust®. Administration of the “.Charity” string outside such or similar
protections and safeguards could, according to IO, citing the Charity Commission of
England and Wales, lead to “scope for confusion, misunderstanding and, perhaps,
deliberate abuse, resulting in turn in significant damage to charities if public support
dropped as a result”=.

IO asserts that the Application does not address the specific needs of the charity
community and points to four factors that demonstrate a likelihood of detriment to
that community: (i) Applicant has not framed the Application as a community based
gTLD, thereby avoiding certain consequences for the evaluation of the Application and

8 Objection, para. 36.

* Objection, para. 34.

50 Objection, para. 35.

5! Objection para. 35.

52 Objection, para. 36.

53 10 Additional Written Statement, para. 24 and Annex 1 thereto.
5% Objection, paras. 37 & 38.

55 Objection, para. 39.

16
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the terms (such as user registration requirements) under which the gTLD would be
operatedsé; (ii) the manner in which Applicant proposes to address certain of the
specific issues of the “.Charity” string is responsive ex-post facto to abuse without
requiring stringent registrant eligibility criteria — the needs and requirements of the
charity community would not be addressed in a preventive manner with a review after
2 years of operation to monitor abuse and its treatment¥; (iii) the governance council
proposed by Applicant would have a non-binding advisory role which IO considers
inadequate protection for the needs (in particular in terms of consumer trust) identified
for the charity sectorss; and (iv) the broad registration criteria proposed by Applicant
would enable persons not part of the charity sector (such as commercial bodies) to use
the string™.

IO concludes that Applicant fails to address the specific characteristics of the
“ Charity” string, including the need to protect public trust in charities and charitable
organizations being the community implicitly targeted by the string and instead
applies a policy largely identical to that proposed by Applicant’s parent and its other
subsidiaries for strings with different features such as “.Poker”*.

4.3.2. Applicant’s Position

66.

67.

Applicant bases its Response on the understanding that an objector making a
Community objection must satisfy four tests to succeed, namely, the Community test,
the Targeting test, the Substantial Opposition test and the Detriment test®.

Applicant’s position is that none of the tests is met by I0% and in any event the
Objection has become redundant in light of the Eligibility Policy it has submitted to
ICANN for inclusion in all registration agreements it enters into with ICANN
supported by safeguards ensuring compliance by all registry operators®.

56 Objection, para. 42.
5T Objection, paras 43 & 44.
58 Objection, para. 45.

%% Objection, para. 46.

® Objection, para. 48.

% Response, pages 5 to 15.

6 Response, page 5.

 Applicant Additional Written Statement, page 3.

17
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4.3.2.1. The Community Test

68.

69.

70.

71.

72.

73.

74.

Applicant argues that no clearly delineated “charity” community exists for a number
of reasons®.

Firstly, Applicant argues that those involved in charity do not necessarily share similar

goals, values or interests®.

Secondly, Applicant claims that IO’s definition of “community” is different from that
of the Guidebook, is more malleable and expansive and being premised on a
commonality of characteristics is circular. The commonality of characteristics
advocated by 1O is superficial and differs based on region®.

Thirdly, Applicant asserts that I0’s “charity sector” is an arbitrary subset of the
persons targeted by the Application.t”

Fourthly, Applicant points out that there are no or at best a low level of formal
boundaries around the “charity community” and considerable uncertainty as to who
would be included. IO’s idea of delineation from other internet users has no basis in
the Guidebook?®.

Fifthly, Applicant argues that the “charity community” cannot be measured by time of
existence, global distribution or number of members since anyone from the public
sector to entrepreneurial philanthropists can engage in charitable activity®.

Sixthly, Applicant points out the word “charity” has many meanings and even within
the meaning of “charitable institution” there is considerable difficulty of definition as
shown by the history of the Charities Act 2006 in the UK™. Further, there is disparity
between different countries as to what constitutes a charitable institution - often

% Response, pages 5 to 9.

9 Response, page 5.
% Tbid.
67 Response, pages 5 to 6.

% Response, page 6.
 Tbid.
™ Response, page 7.
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dictated by political considerations”. Within any such definition there is considerable
scope for divergent aims and conflicting goals”.

Finally, Applicant asserts that there is a lack of public recognition of the alleged charity
community and relies upon its own survey showing that only 5.4% of respondents
agreed that only government regulated entities can undertake charitable acts™.

4.3.2.2. The Substantial Opposition Test

76.

77

78.

Applicant refers to section 3.5.4 of the Guidelines and argues that IO must prove
substantial opposition to the Application from the community on whose behalf 10
purports to speak’. Applicant extracts from that section six factors to be taken into
account: (i) the number of expressions of opposition; (ii) the representative nature of
those expression opposition; (iii) the stature or weight of the opposition; (iv) the
distribution or diversity of opposition within the community; (v) the defence of the
community in other contexts by those expressing opposition; and (vi) costs incurred in

expressing opposition”.

Applicant points out that the dozen or so public commentators, which are mainly
sourced from the UK, are far outnumbered by the large non-objection populations of
the “charity” community (including worldwide charitable organizations, corporate and
entrepreneurial philanthropists, charity services and individuals engaging in charitable
acts). Although for Applicant the content of comments is irrelevant for assessing
whether there is “substantial” opposition, Applicant notes that several have identical
wording and originated from a single source following an orchestrated campaign
against the applications for “.Charity”7¢.

Applicant disputes the representative nature of the opposition comments -
constituting at best 1% of the global population and the absence of any comments from

I Ibid.
2 Response, pages 7 to 9.

3 Response, page 9.
™ Ibid.
S Response, pages 9 to 10.

" Response, page 9.
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unregistered charities, corporate and entrepreneurial philanthropists, charity services
and individuals engaged in charitable acts”’.

Applicant states that the relative stature and weight of the opposition comments is
limited given the many important non-objecting stakeholders™. Applicant asserts that
the Australian GAC member Early Warning is not evidence of substantial opposition
(given the purpose of GAC early warnings) and in any event misrepresents the
situation of charitable organizations worldwide (assimilating them to those regulated
in the UK or Australia)”.

Applicant asserts that the diversity of the opposition comments is minimal relative to
the non-objecting stakeholders®.

Applicant points out that no evidence has been adduced by IO as to the costs incurred
by those expressing opposition®!.

4.3.2.3. The Targeting Test

82,

83.

84.

Applicant relies on section 3.5.4 of the Guidebook and argues that 10 must prove a
“strong association” between the applied-for string and the community he invokes by
relying on statements in the Application, public statements by the Applicant and
public associations between the string and the community®.

Applicant criticizes IO for having relied upon a derivative association between the
applied-for string and the “community sector” arguing that the string is more strongly
associated with the broader group actually targeted by Applicant®,

Applicant argues that there is at best an ancillary or derivative public association of the
“ Charity” string with the “charity sector” — relying on its survey®.

7 Response, page 10.
™ Ibid.
 Ibid.
8 Ibid.
81 Ibid.
82 Response, page 11.

# Ibid
% Ibid
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4.3.2.4. Detriment Test

85.

86.

87

88.

According to Applicant who relies on section 3.5.4 of the Guidebook, the detriment test
requires an independent objector to prove “likelihood” of “material detriment” which
in turn calls for proof of (i) the nature and extent of potential damage to the
“community” or its reputation from Applicant’s operation of the string; (ii) evidence
that Applicant does not intend to act consistently with the interests of that
“community”; (iii) interference with the core activities of that “community” by
Applicant’s operation of the string; (iv) the extent to which the “community” depends
on the DNS for core activities; and (v) the level of certainty that detrimental outcomes

will occur®.

Applicant criticizes IO for limiting its arguments to the attraction of gifts of money and
time and services from donors, the definition of charity being much broader®.
Applicant underlines its sensitivity to the concerns expressed by IO and argues that the
robust policies and mechanisms that it is offering address those concerns with the
Governance Council it is proposing being a platform for the charity sector to shape the
policies of the gTLD’s operation, consumer trust being a core operating and abuse
detection and sanctioning principle, and registry surveys ensuring monitoring of those
policies and principles?”. Applicant disagrees with 10’s strict registration criteria
arguing that they would not be possible on a global level given the diversity of

meanings of “charity”8s.

Applicant argues that many of the public comments are not representative of the
interests of the group targeted by the Application, that the Governance Council will be
a platform for those interests to shape operating policies, and that the Applicant
undertakes to try in good faith to operate the gTLD in an inclusive and respectful
manner as evidenced by the mechanisms it will apply®’.

Applicant asserts that there is no evidence that the core activities of the alleged charity
sector will be interfered with. On the contrary, Applicant argues that the mechanisms
it will introduce will protect those core activities (including through the Governance

8 Response, pages 11 to 15.

8 Response, page 11.

87 Response, pages 11 to 12.

8 Response, page 12.

8 Response, pages 12 to 13.
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Council)®. For Applicant, the fact that it has not made a community-based application
for the gTLD is a factor of the lack of clear delineation of the supposed community?.
Applicant points out that the core activities of the “charity” community are
independent of the gTLD and will be enhanced by the string?.

89.  Applicant points out that there is no evidence of the alleged “charity” community
being dependent upon the DNS — with much charitable giving taking place off-line®.

90. In its Additional Written Statement, Applicant argues that the Objection has become
redundant on account of the eligibility policy that it has submitted to ICANN as an
amendment to its Public Interest Comment Specification which will be included in any
registry agreement which Applicant would sign with ICANN if its Application is
successful and which Applicant will therefore be contractually obliged to implement at
the risk of legal action under the PIC Dispute Resolution Procedure in the event of
breach. Applicant states that its eligibility policy defines a “subset of the community”
targeted by the applied-for string®. Registration will be limited to that subset®. The
policy limits eligibility to “incorporated entities, unincorporated associations or
entities, foundations or trusts which can establish that they are a charity or ‘not for
profit’ enterprise with charitable purposes”®. Each registrant applicant must provide
the registrar with evidence that either (i) it is a charity or equivalent with a
governmental body (other than a tax authority) or organization authorized by a
government body to maintain such registration; or (ii) if exempt from such registration
requirements on grounds of size, evidence that it would not be required for such
registration on the basis of such exemption; or (iii) it is registered with a tax authority
as a charity or not for profit organization and evidence of activities restricted to
“charitable purposes for the public benefit” within the meaning of the UK Charities
Act 2011 (or any replacement legislation) or broadly equivalent activities considered
charitable and eligible for tax advantages in its jurisdiction of domicile or
incorporation; or (iv) evidence that it is a not for profit organization prohibited from
making distributions to members and evidence of activities restricted to “charitable
purposes for the public benefit” within the meaning of the UK Charities Act 2011 (or

% Response, pages 12 to 13.

% Response, pages 13 to 14,

% Response ,page 14.

% Thid.

% Applicant Additional Written Statement, pages 3 to 4.
% Applicant Additional Written Statement, page 3.

% Annex 2 to Applicant Additional Written Statement.

22



EXP/400/ICANN/17 (c. EXP/395/ICANN/12 & EXP/399/ICANN/16)

any replacement legislation) or broadly equivalent activities considered charitable in
its jurisdiction of domicile or incorporation”. Acceptable evidence includes, but is not
limited to organization documents, statutory restrictions, binding agreements or
commitments enforceable by third parties. Subsequent failure to meet an applicable
eligibility requirement allows the registry to cancel the registration®. Various
safeguards are promised with respect to registry operators to ensure compliance with
the foregoing®.

91. Applicant states that the eligibility policy has been developed following and in
response to charity sector, its own research on charity regimes around the world and in
view of the Objection'®. Applicant points out that it has defined the policy in part
based on UK law which has one of the most developed charities law regimes in the

world?!?,

5.  EXPERT PANEL’S DETERMINATION

5.1. 10’s Independence and Impartiality

92 There being no challenge to IO’s independence and impartiality, the Expert Panel

accepts IO’s confirmation of the same.

5.2. 10’s Standing

93. As an independent objector, 10 fulfills the standing requirement of the Guidebook to
make a Community Objection. There being no challenge to the existence of the
admissibility conditions, the Expert Panel determines, therefore, that this Objection is

admissible.

7 Ibid.
% Ibid.
 Ibid.
190 Applicant Additional Written Statement, page 3.
101 Tbid.
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The Community Objection

In order for his Objection to succeed under section 3.5.4 of the Guidebook, 10 bears the
burden of proving that four tests are met: (a) a Community test, namely that the
community invoked by the objector is a clearly delineated community; (b) a Substantial
Opposition test, namely that community opposition to the application is substantial; (c)
a Targeting test, namely that there is a strong association between the community
invoked and the applied-for gTLD string; and (d) a Detriment test, namely that the
application creates a likelihood of material detriment to the rights or legitimate
interests of a significant of the community to which the string may be explicitly or
implicitly targeted.

5.3.1. The Community Test

95.

96.

97.

98.

99.

100.

Pursuant to section 3.5.4 of the Guidebook, IO has the burden of proving to the Expert
Panel that “the community invoked by the objector is a clearly delineated community”.

The “community” in question is the one invoked by the objector — it is not the
community targeted by the string, the applicant or the application.

The objector in this case is I0. The community invoked by IO is “the charity sector”

comprising all “charitable institutions”.

The question for determination, therefore, is whether 10 has proven to the Expert Panel
that the “charity sector” comprising all “charitable institutions” constitutes a “clearly

delineated community”.

The Guidebook does not provide a definition of “clearly delineated community” but
lists five factors that an Expert Panel may balance when making its determination.
That list is neither exhaustive, conclusive nor imperative. None of the cited factors
goes to the heart of what is a “community” but each assists in identifying a
“community” when it exists: public recognition of the community, level of formal

boundaries, length of existence, global distribution and number of members.

IO and Applicant agree that for a community to exist there must be a degree of
“communality” among the members whether of “interest” or “characteristics” but
disagree over the degree of commonality required. The Expert Panel is not convinced
by Applicant’s arguments that among charitable institutions around the world the
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various interests and characteristics are diverse and sometimes conflicting such that
the “charity sector” is in fact an arbitrary delincation. Whilst the aims of charitable
activities can be widely different and conflicting it is the functioning characteristics of
charities and charitable institutions which set them apart from others: status as not-for-
profit institutions, often exemption from regulatory requirements applicable to for-
profit entities and funding through donations or public money. Given the obviousness
of each of these characteristics in the Expert Panel’s view, none requires the support of
specific evidence to be found as facts. Indeed, the very fact that Applicant has defined
its eligibility policy around the “charity sector” based upon the meaning of that
community in UK legislation suggests that the community is capable of clear
delineation.

Indeed, the existence in many jurisdictions, such as the UK, of regulators of the charity
sector is an indication that that sector is capable of delineation and is considered
publicly to be different from others. The Expert Panel acknowledges differences in
definition of charitable institutions and their regulation around the world which leads
to a problem of boundary definition and ascertainment of global distribution.
However, it is of the view that such differences are at the periphery of the community
definition which is not a conclusive factor. ICANN recognizes (for instance in its Final
Report of 2007) that precise definition of communities is unnecessary.

The public comments made with respect to the Application indicate that publicly the
charity sector is considered to exist separately from other sectors of activity. The
survey submitted by Applicant lacks acceptable representative criteria and is capable
of a multitude of different analyses, but the Expert Panel notes that there is
considerable recognition among respondents that “charity” is associated with giving to
a registered organizations — one of the key characteristics of the charity sector as
defined by 10.

IO accepts that the “charity sector” has no clear geographical boundaries - indeed it is
global — and is not structured in any way. These are factors which may be taken into

account as indices of the absence of a community but are not conclusive.

Balancing these various factors and considerations, the Expert Panel finds that the
charity sector, comprising all charitable institutions, constitutes a clearly delineated
community within the meaning of section 3.5.4 of the Guidebook. The “Community
test” has therefore been passed by IO.
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5.3.2.The Targeting Test

105.

106.

107.

108.

109.

110.

111.

Pursuant to section 3.5.4 of the Guidebook, IO has the burden of proving “a strong
association between the applied-for gTLD string and the community” invoked by the
objector.

The “strong association” sometimes referred to as “targeting”, that must be shown by
10 to exist therefore is between the applied-for gTLD and the community invoked by
10: namely, between “.Charity” and the “charity sector”.

The Guidebook does not define “a strong association” or “targeting” but identifies
three sources of evidence that an independent objector may use to show that it exists:
statements in the application, other public statements by the applicant and associations
by the public. Those three factors are neither exhaustive, imperative nor conclusive.

In the Application, Applicant states that the applied-for gTLD is aimed at “charity-

oo

based enterprises”, “the providers of online charity services” and “charity information
and donation services”. Following the introduction of its eligibility policy, however,
the targeting of the “.Charity” gTLD of the Application corresponds to the community

identified by IO.

That targeting is supported by Applicant’s own survey (despite its failings) which
shows that a high percentage of respondents understand the word charity to refer to
giving to a registered organization, thus singling out that specific meaning of the word

“charity” from others.

The GAC Beijing Advice provides further evidence that the public would associate
“ Charity” with charitable institutions ~ the charity sector - given the concern
expressed over the sensitive nature of the applied-for gTLD string precisely because of
the regulated nature of the charity sector and level of implied trust from consumers
invoked by the string. Such concern implies the “strong association” required by the
Targeting test.

The Expert Panel is therefore satisfied that IO has proven that the requirements of the
Targeting test are met.

5.3.3.The Substantial Opposition Test

112,

Substantial opposition is not defined in the Guidebook other than to indicate that the
opposition is to be to the application (as opposed to the Applicant). Instead, section
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3.5.4 of the Guidebook provides a list of factors which the Expert Panel may balance to
determine whether substantial opposition to the Application exists. That list is neither

exhaustive, imperative nor conclusive.

IO and Applicant disagree over the meaning of “substantial”. IO argues that
“substantial” may refer to the number of statements of opposition relative to the
composition of the community and/or to the substantive importance or worth of the
statements of opposition. Applicant considers that the factors listed in section 3.5.4 of
the Guidebook should be applied in accordance with their terms which exclude the
substantive subjective importance of any given view the latter being relevant to the
Detriment test only.

A review of the factors listed in section 3.5.4 indicates that a mere numerical meaning
for “substantial” would be wrong. Those factors include not only the relative number
of statements of opposition but also the representative nature of those expressing
opposition and the recognized weight or stature of the expressions of opposition.

10 relies upon public comments from the Charity Commission for England and Wales,
the National Council for Voluntary Organizations, the Association of Charitable
Foundations, the Australian member of the GAC (in the form of an Early Warning) and
the Office of the Scottish Charitable Regulator (as part of a legal rights objection). The
Charity Commission is the regulator of charities in England and Wales. The
Association of Charitable Foundations represents some 330 charitable trusts and
foundations in England and Wales. The National Council for Voluntary Organizations
represents just under 10,000 voluntary organizations (not all charitable institutions) in
the UK. The Office of the Scottish Charitable Regulator is the regulator of charities in
Scotland. The Australian member of the GAC is a representative of the Australian
government.

The Charity Commission for England and Wales, the Office of the Scottish Charitable
Regulator, the Association of Charitable Foundations and the National Council for
Voluntary Organizations state their opposition on the basis of the potential harm to the
system of trust on which charities and charitable giving are dependent if the “.Charity”
string were to be run by a for-profit organization — arguing that had the Application
been made as a community-based application their concerns would be assuaged given
the status requirements for a community-based applicant. Similar concerns are
expressed by the Australian member of the GAC.
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1O refers to the other public opposition comments made to ICANN!®?. These include
opposition from the ACC which has over 30,000 members (in-house counsel) employed
by over 10,000 organizations in more than 75 countries. The Association’s Not-for-
profit Organizations Committee offers a collective voice to over 1,400 in-house counsel
practising law in nonprofit institutions across the globe. In addition to concerns over
abuse (for which the ACC proposes two types of safeguards), the ACC points to the
need for protection “given the intimate and obvious connection between [.Charity] and our
members’ organizations that operate in the philanthropy field”.

Applicant’s focus on non-objecting stakeholders is unhelpful and not referenced in the
Guidebook. Indeed, without evidence as to why stakeholders have not filed objections

no helpful conclusions can be drawn.

The relative number of statements of opposition is small. Those statements come from
the same or similar common law jurisdictions. These are two factors that militate
against a finding that there is substantial opposition.

This small number of opposition statements comes from bodies that are representative
of a larger number of members of the charity sector not only in jurisdictions where
regulation of charitable activities is historically strong, developed and well-established
but also in the case of ACC, worldwide. These are factors which militate in favour of a
finding that there is substantial opposition.

The fact that the opposition raised by the different statements is substantively similar
does not detract from the number of statements or from their representative nature or

relative importance.

On balance, the Expert Panel is satisfied that IO has provided evidence of substantial
opposition to the Application such that the Substantial opposition test has been passed.

5.3.4. The Detriment Test

123.  Pursuant to section 3.5.4 of the Guidebook it is for IO to prove that the Application (or

rather use of the applied-for gTLD as contemplated by the Application) creates a
likelihood of material detriment to the rights or legitimate interests of a significant
portion of the community to which the string may be explicitly or implicitly targeted.

1 http://gtldcomment.icann.org/comments-feedback/applicationcomment/viewcomments
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The test requires evidence of a likelihood of material detriment and not evidence of
actual detriment — which would be impossible given the prospective nature of the

objection process.

Evidence of a likelihood of something happening - cause and effect occurring in the
future — is inherently difficult. It is no doubt for this reason that the Guidebook focuses
on a variety of factors (none of which is imperative or conclusive) that IO may prove to
lead to the conclusion that material detriment is likely. These factors include the
dependence of the community on the DNS for its core activities, the intended use of the
gTLD as stated in the Application, the importance of the rights and interests exposed
for the community and the public, and whether the Applicant intends acting in
accordance with those rights and interests.

The various public statements of opposition to the Application are all premised on the
importance of the global internet as a means of recognition and fund-raising for the
charity sector. It is therefore generally accepted that the DNS is important for a core
activity of the community.

Those public statements of opposition all focus on the need clearly to distinguish
charitable organizations from for-profit enterprises in particular in public giving and
fund-raising activities. They point out the absence, prior to the introduction by
Applicant of its eligibility policy, of any limitation in the Application of the “.Charity”
string to not-for-profit or charitable organizations. This concern is the origin of the
suggestion in many of the public statements of opposition that the “.Charity” string
should be treated only as a community-based gTLD.

The public statements of opposition identify the rights and interests of the community
and the public that are exposed to harm if the Application were to proceed as the need
of the charity sector for public funding to finance its activities; the trust and confidence
of the public in the charity sector that donations will be used for the stated charitable
ends. They point out that those rights and interests are protected outside the internet
by public regulation of recourse to public giving for charitable purposes. They, and 10,
emphasize the need for strict registration eligibility criteria limited to persons
regulated as charitable bodies or their equivalent depending upon domestic law.

The eligibility policy defined by Applicant and inspired by the criteria of the UK
Charities Act 2011 which will be included in any registration agreement entered into
by Applicant with ICANN together with appropriate safeguards for registry operators
respond in the Expert Panel’s view to the Detriment test concerns raised by 10.
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In particular the defined “subset of the community” to which registration will be
limited consists of “incorporated entities, unincorporated associations or entities,
foundations or trusts which can establish that they are a charity or ‘not for profit’
enterprise with charitable purposes”'®, The process for registration will require each
registrant applicant to provide the registrar with evidence that either (i) it is a charity
or equivalent with a governmental body (other than a tax authority) or organization
authorized by a government body to maintain such registration; or (ii) if exempt from
such registration requirements on grounds of size, evidence that it would not be
required for such registration on the basis of such exemption; or (iii) it is registered
with a tax authority as a charity or not for profit organization and evidence of activities
restricted to “charitable purposes for the public benefit” within the meaning of the UK
Charities Act 2011 (or any replacement legislation) or broadly equivalent activities
considered charitable and eligible for tax advantages in its jurisdiction of domicile or
incorporation; or (iv) evidence that it is a not for profit organization prohibited from
making distributions to members and evidence of activities restricted to “charitable
purposes for the public benefit” within the meaning of the UK Charities Act 2011 (or
any replacement legislation) or broadly equivalent activities considered charitable in
its jurisdiction of domicile or incorporation’®. Acceptable evidence includes, but is not
limited to, organization documents, statutory restrictions, binding agreements or
commitments enforceable by third parties. Subsequent failure to meet an applicable
eligibility requirement will allow the registry to cancel the registration'>. Various
safeguards are promised with respect to registry operators to ensure compliance with
the foregoing!®. In short, registration will be limited to members of the charity sector
as narrowly defined by analogy with the definitions of “charity” and “charitable
purposes for the public benefit” found in the UK Charities Act 2011.

According to Applicant, the eligibility policy has been developed following and in
response to charity sector comments, its own research on charity regimes around the
world and in view of the Objection!”. Applicant points out that it has defined the
policy in part based on UK law which has one of the most developed charities law

regimes in the world'®.

13 Annex 2 to Applicant’s Additional Written Statement.
104 Thid.

15 Tbid.

196 Tbid.

107 Applicant Additional Written Statement, page 3.

18 Tbid.
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Provided that Applicant’s undertaking is honoured, the Expert Panel considers,
therefore, that there would be no material detriment as identified by IO to the charity
sector — registrants being limited to the members of that sector.

In view of the foregoing, the Expert Panel finds that IO has failed to prove that the
Detriment test has been met.

5.3.5. Conclusion

134.

5.4.

135.

136.

137.

Having reviewed the Parties’ submissions and supporting evidence and for the
foregoing reasons, one of the four tests not having been proven, the Expert Panel
rejects I0’s Community objection against the Application.

Costs of the Expert Determination
Article 14(e) of the Procedure provides which of the Parties shall bear the Costs.
The Objection has been rejected.

In accordance with Article 14(e) of the Procedure, the advance payment on Costs made
by Applicant is therefore to be reimbursed to it.
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5.5. Expert Panel’s Determination

138. In the light of the above and in accordance with Article 21(d) of the Procedure, I hereby
render the following Expert Determination:

i. The Independent Objector’s Objection is rejected and Applicant Spring Registry
Limited prevails.

ii. The advance payment of Costs made by Applicant shall be reimbursed to it by the
Centre pursuant to Article 14(e) of the Procedure.

Done in Paris

9 January 2014

Ty

Mr. Tim Portwood
Expert Panel
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NEW GTLD AGREEMENT SPECIFICATIONS
gTLD String: .charity
Applicant Entity Name: Spring Registry Limited
Application ID#: 1-1241-87032
SPECIFICATION 11
PUBLIC INTEREST COMMITMENTS

1. Registry Operator will use only ICANN accredited registrars that are party to the Registrar
Accreditation Agreement approved by the ICANN Board of Directors on 27 June 2013in registering
domain names. A list of such registrars shall be maintained by ICANN on ICANN’s website.

2. Registry Operator will operate the registry for the TLD in compliance with all commitments,
statements of intent and business plans stated in the following sections of Registry Operator’s application
to ICANN for the TLD, which commitments, statements of intent and business plans are hereby
incorporated by reference into this Agreement. Registry Operator’s obligations pursuant to this paragraph
shall be enforceable by ICANN and through the Public Interest Commitment Dispute Resolution Process
established by ICANN ((posted at [url to be inserted when final procedure is adopted]), which may be
revised in immaterial respects by ICANN from time to time, (the “PICDRP”). Registry Operator shall
comply with the PICDRP. Registry Operator agrees to implement and adhere to any remedies ICANN
imposes (which may include any reasonable remedy, including for the avoidance of doubt, the
termination of the Registry Agreement pursuant to Section 4.3(e) of the Registry Agreement) following a
determination by any PICDRP panel and to be bound by any such determination.

The Registry Operator appreciates the opportunity to restate and once again commit to the following
operational measures, where those matters are within its control, as outlined in our application. We
reserve the right to amend or change this PIC Spec once the details of the Program are finalized.

In addition to the ICANN mandated minimum mechanisms, the Registry Operator will deploy the
following to prevent and mitigate domain name abuse and aid in rights protection:

Abuse Prevention and Mitigation plan: The Registry Operator will be implementing a thorough and
extensive Abuse Prevention and Mitigation plan as outlined in our response to Question 28. The APM
plan is designed to minimise abusive registrations and other detrimental activities that may negatively
impact internet users. This plan includes the establishment of a single abuse point of contact, responsible
for addressing matters requiring expedited attention and providing a timely response to abuse complaints
concerning all names registered in the gTLD through all Registrars of record, including those involving a
reseller.

Additional Mechanism for Protection of Capital City Names: The Registry Operator will implement
an additional mechanism for protection of Capital City Names as outlined in section 6.1 of our response
to Question 28. The Capital City Claim will grant additional protection to the capital city names of a
country or territory listed in the ISO 3166-1 standard.

Additional Mechanisms to Protect and Reserve IGO Names: The Registry Operator will implement
Additional Mechanisms to Protect and Reserve IGO Names as outlined in section 6.2 of our response to
Question 28. The Registry Operator considers the Protection of Intergovernmental Organization ("IGO")
names to be very important. The Registry Operator will use strings registered as second level domains in
the .int gTLD as the basis for this protection but the Registry Operator has committed to working with the
GAC to protect a future list of IGO names which the GAC may prepare.

Additional Mechanism - Abuse Prevention and Mitigation Seal: The applicant intends to further
augment the security and stability of its gTLD by implementing the Abuse Prevention and Mitigation Seal
(the “APM Seal”) as outlined in section 6.3 of our response to Question 28. The APM Seal will provide
users and stakeholders in the sector with a one-click mechanism for how to access relevant Abuse



Prevention and Mitigation processes and will include an ip address geo-location mechanism that will
provide enhanced features for website visitors from specific geographic regions. Registrants on the gTLD
will be required to implement an APM Seal on their web pages that users can click-on and be taken to a
web resource detailing the relevant mechanisms for how to report and address abuse on the gTLD.

Acceptable Use Policy: The Registry Operator will develop an Acceptable Use Policy as described in
section 14 of our response to Question 28. This Acceptable Use Policy gives the Registry the ability to
quickly lock, cancel, transfer or take ownership of any domain name, either temporarily or permanently,
if the domain name is being used in a manner that appears to threaten the stability, integrity or security of
the Registry, or any of its Registrar partners and/or that may put the safety and security of any Registrant
or user at risk. The process also allows the Registry to take preventive measures to avoid any such
criminal or security threats.

Right Protection Mechanisms: The Registry Operator is firmly committed to the protection of
Intellectual Property rights and to implementing the mandatory RPMs contained in the Registry Operator
Guidebook and detailed in Specification 7 of the Registry Agreement. Use of domain names that infringe
upon the legal rights of others in the gTLD will not be tolerated and preventing abusive registrations is a
core objective of the Registry Operator.

WHOIS Accuracy: The Registry Operator will undertake efforts to promote WHOIS Accuracy as
outlined in section 5 of our response to Question 29. This will include searchable WHOIS and Audits.

The Registry Operator is committed to ensuring that those domain names associated with abuse or
malicious conduct in violation of the AUP are dealt with in a timely and decisive manner. These include
taking action against those domain names that are being used to threaten the stability and security of the
gTLD, or are part of a real-time investigation by law enforcement. Certain of the above commitments
referenced in Question 28 and 29 will require the cooperation of the Registrar channel and the Registry
Operator commits to using commercially reasonable efforts to ensure such cooperation.

Our discussions with various governments to resolve early warnings continue and we reserve right to
amend or change this PIC Spec once these discussions successfully conclude.

3. Registry Operator agrees to perform following specific public interest commitments, which
commitments shall be enforceable by ICANN and through the PICDRP. Registry Operator shall comply
with the PICDRP. Registry Operator agrees to implement and adhere to any remedies ICANN imposes
(which may include any reasonable remedy, including for the avoidance of doubt, the termination of the
Registry Agreement pursuant to Section 4.3(e) of the Registry Agreement) following a determination by
any PICDRP panel and to be bound by any such determination.

a. Registry Operator will include a provision in its Registry-Registrar Agreement that requires
Registrars to include in their Registration Agreements a provision prohibiting Registered Name
Holders from distributing malware, abusively operating botnets, phishing, piracy, trademark or
copyright infringement, fraudulent or deceptive practices, counterfeiting or otherwise engaging in
activity contrary to applicable law, and providing (consistent with applicable law and any related
procedures) consequences for such activities including suspension of the domain name.

b. Registry Operator will periodically conduct a technical analysis to assess whether domains in the
TLD are being used to perpetrate security threats, such as pharming, phishing, malware, and botnets.



Registry Operator will maintain statistical reports on the number of security threats identified and the
actions taken as a result of the periodic security checks. Registry Operator will maintain these reports
for the term of the Agreement unless a shorter period is required by law or approved by ICANN, and
will provide them to ICANN upon request.

c. Registry Operator will operate the TLD in a transparent manner consistent with general principles
of openness and non-discrimination by establishing, publishing and adhering to clear registration
policies.

d. Registry Operator of a “Generic String” TLD may not impose eligibility criteria for registering
names in the TLD that limit registrations exclusively to a single person or entity and/or that person’s
or entity’s “Affiliates” (as defined in Section 2.9(c) of the Registry Agreement). “Generic String”
means a string consisting of a word or term that denominates or describes a general class of goods,
services, groups, organizations or things, as opposed to distinguishing a specific brand of goods,
services, groups, organizations or things from those of others.

Further, Registry Operator commits to establishing and enforcing registration eligibility policies, and to
implementing the APM seal on a geo location basis to enable enforcement, with respect to the .CHARITY
TLD as follows:

Eligibility Policy

Only incorporated entities, unincorporated associations or entities, foundations or trusts which can
establish that they are a charity or “not for profit” enterprise with charitable purposes will qualify to be a
registrant of a .CHARITY domain name.

As part of the registration process for the .CHARITY TLD, potential applicants must provide the registrar
with the following evidence and criteria, which will be applied to determine eligibility:

e Registration as a charity or equivalent with a governmental body (other than a tax authority) or an
organisation authorised by a governmental body to maintain such registrations; or

e [If exempt from registration requirements on the grounds of size, evidence acceptable to the
Registry that it would be required to be registered as per the above but for such exemption; or

e Registration with a tax authority, as a charity or not for profit organisation combined with
evidence acceptable to the Registry of activities restricted to “charitable purposes for the public
benefit” as set out in Charities Act 2011 (or any replacement legislation) of the United Kingdom
or broadly equivalent activities which are considered charitable and hence eligible for tax
advantages in its jurisdiction of domicile or incorporation; or

¢ Evidence acceptable to the Registry that the organisation is not for profit in that the organisation
cannot make distributions to members combined with evidence acceptable to the Registry of
activities restricted to “charitable purposes for the public benefit” as set out in Charities Act 2011
(or any replacement legislation) of the United Kingdom or broadly equivalent activities which are
considered charitable in its jurisdiction of domicile or incorporation.



e “Evidence acceptable to the Registry” would include (but is not limited to) organisational
documents, statutory restrictions, binding agreements, binding resolutions or commitments
enforceable by third parties.

If at any time during the term of registration of a Registered Name a registrant shall no longer meet the
requirements of the Eligibility Policy, then, in addition to any other rights of the Registry existing under
the RRA between the Registry and any applicable registrar or otherwise, the Registry reserves the right to
deny or cancel the registration, renewal, or transfer of any Registered Name, or to place any Registered
Name on registry lock, hold, or similar status, with respect to any such Registered Name that the Registry,
upon reasonable belief formed after reasonable investigation, deems to be registered to a registrant that is
not in compliance with the Eligibility Policy.

Enforcement and the APM Seal

The .CHARITY TLD will benefit from the implementation of the APM seal as described in the
application. This will facilitate reporting of breaches of and enforcement of the Eligibility Policy, a
breach of which will also be reportable and actionable by the Registry in the same manner as a breach of
the Acceptable Use Policy. We hereby clarify that the technical implementation of the APM Seal program
as described in the application includes the following functionality:

1) Countries may designate, through participation in the Governance Council, which APM Seal TLD
Registries they are interested in and participate in the program directly with the registry. Each country
will have the opportunity to develop an information page specific to each TLD they are interested in.

2) Using geo location ip address technology, when a visitor from a country who is participating in the
APM Seal Program visits a website in the APM Seal TLD program, a notice will be displayed to the
visitor. By clicking on the Seal, users will then be taken to the country specific information page
developed by each country for their citizens.

3) The Advanced APM seal will only be displayed to visitors from countries which have chosen to
participate in the Advanced APM Seal program.

4) As these TLDs mature and to allow for updated regulatory or legislative developments, Country
Specific Advanced APM Seal information pages can be updated as necessary.
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ICANN

29 October 2013

Heather Dryden
Chair, Governmental Advisory Committee

Re: NGPC Consideration of GAC Category 1 and Category 2 Safeguard Advice

Dear Heather,

On behalf of the New gTLD Program Committee, I am pleased to inform you that the NGPC is
intending to accept the GAC’s Beijing Communiqué advice concerning Category 1 and Category
2 Safeguards. Attached please find documents that describe how ICANN intends to implement

the advice. A summary of the implementation plans appears below.

Category 1 Safeguards

The text of the Category 1 Safeguards have been modified as appropriate to meet the spirit and
intent of the advice in a manner that allows the requirements to be implemented as public interest
commitments in Specification 11 of the New gTLD Registry Agreement (“PIC Spec”). The PIC
Spec and a rationale explaining the modifications are attached.

The implementation plan also distinguishes the list of TLD strings listed in the Category 1
safeguard advice between strings that the NGPC considers strings associated with market sectors
or industries that have highly regulated entry requirements in multiple jurisdictions, and those
that do not. The Category 1 Safeguards in the PIC Spec will apply to the TLD strings based on
how the TLD string is categorized. The list of re-categorized Category 1 strings is attached.

Category 2 Safeguards

ICANN contacted the 186 applicants for strings identified in the GAC’s Category 2 safeguard
advice. The applicants were asked to respond by a specified date indicating whether the applied-
for TLD will be operated as an exclusive access registry. An overwhelming majority of the
applicants (174) indicated that the TLD would not be operated as an exclusive access registry.
The NGPC recently adopted a resolution directing staff to move forward with the contracting
process for applicants for strings identified in the Category 2 Safeguards that were prepared to
enter into the Registry Agreement as approved, since moving forward with these applicants was
consistent with the GAC’s advice.
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Ten applicants responded that the TLD would be operated as an exclusive access registry. These
10 applicants have applied for the following strings: .BROKER, .CRUISE, .DATA, .DVR,
.GROCERY, .MOBILE, .PHONE, .STORE, .THEATER, .THEATRE and .TIRES. The NGPC
directed staff to prepare an analysis and proposal to implement the Category 2 safeguard advice
for these applicants. Staff requested the applicants to provide an explanation of how the proposed
exclusive registry access serves a public interest goal. When available, the responses will be
forwarded to the NGPC and the GAC for further consideration.

I hope this information is helpful. I look forward to seeing you at the ICANN 48 Meeting in
Buenos Aires.

Best regards,

. /

Stephen D. Crocker
Chair, ICANN Board of Directors



Category 1 Safeguards as Public Interest Commitments in Specification 11 of the New
gTLD Registry Agreement

1. Registry operators will include a provision in their Registry-Registrar Agreements
that requires Registrars to include in their Registration Agreements a provision
requiring registrants to comply with all applicable laws, including those that relate
to privacy, data collection, consumer protection (including in relation to misleading
and deceptive conduct), fair lending, debt collection, organic farming, disclosure of
data, and financial disclosures.

2. Registry operators will include a provision in their Registry-Registrar Agreements
that requires registrars at the time of registration to notify registrants of the
requirement to comply with all applicable laws.

3. Registry operators will include a provision in their Registry-Registrar Agreements
that requires Registrars to include in their Registration Agreements a provision
requiring that registrants who collect and maintain sensitive health and financial
data implement reasonable and appropriate security measures commensurate with
the offering of those services, as defined by applicable law.

4. Registry operators will proactively create a clear pathway for the creation of a
working relationship with the relevant regulatory or industry self-regulatory bodies
by publicizing a point of contact and inviting such bodies to establish a channel of
communication, including for the purpose of facilitating the development of a
strategy to mitigate the risks of fraudulent and other illegal activities.

5. Registry operators will include a provision in their Registry-Registrar Agreements
that requires Registrars to include in their Registration Agreements a provision
requiring Registrants to provide administrative contact information, which must be
kept up-to-date, for the notification of complaints or reports of registration abuse, as
well as the contact details of the relevant regulatory, or industry self-regulatory,
bodies in their main place of business.

6. Registry operators will include a provision in their Registry-Registrar Agreements
that requires Registrars to include in their Registration Agreements a provision
requiring a representation that the Registrant possesses any necessary
authorisations, charters, licenses and/or other related credentials for participation
in the sector associated with the Registry TLD string.

7. If a Registry Operator receives a complaint expressing doubt with regard to the
authenticity of licenses or credentials, Registry Operators should consult with
relevant national supervisory authorities, or their equivalents regarding the
authenticity.

8. Registry operators will include a provision in their Registry-Registrar Agreements
that requires Registrars to include in their Registration Agreements a provision



requiring Registrants to report any material changes to the validity of the
Registrants' authorisations, charters, licenses and/or other related credentials for
participation in the sector associated with the Registry TLD string in order to ensure
they continue to conform to appropriate regulations and licensing requirements and
generally conduct their activities in the interests of the consumers they serve.

Registry Operator will develop and publish registration policies to minimize the risk
of cyber bullying and/or harassment.



GAC Category 1 Safeguard Advice
Rationale for Changes to Safeguard Language in the PIC Spec

The NGPC intends to adapt the language of the Category 1 safeguards to meet the
spirit and intent of the GAC’s Category 1 Safeguard Advice in a manner that allows
the safeguards to be implemented as public interest commitments in Specification
11 of the New gTLD Registry Agreement (the “Category 1 PIC Spec”).

Safeguards #1, #2 and #5

Because registry operators and ICANN do not have contractual relationships with
registrants, additional language was added to Safeguards #1, #2 and #5 to refer to
Registry-Registrar Agreements and Registration Agreements to impose the
obligation on registrants required in the safeguard advice.

Safeguard #3

Safeguard #3 would require registrants to implement reasonable and appropriate
security measures if the registrant collects and maintains sensitive health and
financial data. The security measures should be commensurate with the offering of
those services, as defined by applicable law and recognized industry standards. The
NGPC notes that implementation would not be possible because it is not clear how
“recognized industry standards” would be identified and applied in the context of
hundreds of different sectors.

The language in the PIC Spec to address this safeguard was adapted to require that
the security measures are commensurate with the offering of those services, as
defined by applicable law.

Safeguard #4

The NGPC notes that the safeguard raises contract enforcement questions (e.g., how
are the relevant regulatory agencies and industry self-regulatory organizations
identified; who determines which industry self-regulation organizations bodies are
“relevant” to a particular string and which governmental body is the competent
regulatory agency). Additionally, some regulatory bodies or industry self-regulatory
bodies may not be responsive to collaboration with registry operators.

To address these concerns, the safeguard language in the PIC Spec was drafted in a
way to avoid a situation where the registry operator would be in breach of the
registry agreement if regulatory body won'’t agree to a relationship with the registry
operator.



Safeguards #6, #7 and #8

The implementation of safeguards #6-8 would change the nature of some new
gTLDs from being open to uses that are not regulated into restricted TLDs open only
to registrants that can prove their status or credentials. The NGPC also notes that
implementation would potentially discriminate against users in developing nations
whose governments do not have regulatory bodies or keep databases which a
registry/registrar could work with to verify credentials, and would potentially
discriminate against users in developed nations whose governments have
developed different regulatory regimes.

The language in the Category 1 PIC Spec was modified to address these concerns. As
an initial matter, the registrant would be required to make an attestation that the
registrant possesses any necessary authorizations, charters, licenses and/or other
related credentials for participation in the sector associated with the TLD string.
The registrant is also required to report any material changes to the validity of their
authorizations. This provision provides the registrant the opportunity to provide
this information because it is better positioned to

If the registry operator receives complaints about the authenticity of the licenses or
credentials, the registry operator is obligated to consult with the relevant national
supervisory authorities, or their equivalents regarding the authenticity.



GAC Category 1 Strings

Regulated Sectors/Open Entry Requirements in Multiple
Jurisdictions
(Category 1 Safeguards 1-3 applicable)

Highly-regulated Sectors/Closed Entry Requirements in
Multiple Jurisdictions
(Category 1 Safeguards 1-8 applicable )

Children:
Kkid, .kids, .kinder, .game, .games, .juegos, .play, .school, .schule,
toys

Environmental:
.earth, .eco, .green, .bio, .organic

Health and Fitness:

.care, .diet, .fit, .fitness, .health, .heart, .hiv, .rehab, .clinic,
.healthy (IDN Chinese equivalent), .dental, .physio, .healthcare,
.med, .organic, .doctor

Health and Fitness:
pharmacy, .surgery, .dentist, .dds, , .hospital, .medical

Financial:

capital, . cash, .cashbackbonus, .broker, .brokers, .claims,
.exchange, .finance, .financial, .forex, .fund, .investments,
Jlease, .loan, .loans, .market, . markets, .money, .pay, .payu,
-retirement, .save, .trading, .credit, .insure, .netbank, .tax,
travelersinsurance, .financialaid, .vermogensberatung,
.mortgage, .reit

Financial:

.bank, .banque, .creditunion, .creditcard, .insurance, .ira,
Jlifeinsurance, .mutualfunds, .mutuelle, .vermogensberater,
and .vesicherung, .autoinsurance, .carinsurance

Gambling:
.bet, .bingo, .lotto, .poker,.spreadbetting, .casino

Charity: Charity:

.care, .gives, .giving .charity (and IDN Chinese equivalent)
Education: Education:

.degree, .mba .university

Intellectual Property:

.audio, .book (and IDN equivalent), .broadway, .film, .game,
.games, .juegos, .movie, .music, .software, .song, .tunes,




Regulated Sectors/Open Entry Requirements in Multiple
Jurisdictions

(Category 1 Safeguards 1-3 applicable)

Highly-regulated Sectors/Closed Entry Requirements in
Multiple Jurisdictions

(Category 1 Safeguards 1-8 applicable )

.beats, .cloud (and IDN equivalent), .data, .design, .digital,
.download, .entertainment, .fan, .fans, .free, .gratis, .discount,
.sale, .hiphop, .media, .news, .online, .pictures, .radio, .rip,
.show, .theater, .theatre, .tour, .tours, .tvs, .video, .zip
Professional Services:

fashion (and IDN equivalent), .video, .app, .art, .author, .band,

.accountant, .accountants, .architect, .associates, .broker,

.brokers, .engineer, .legal, .realtor, .realty, .vet, .doctor,
.engineering, .law

Corporate Identifiers:

Professional Services:

.abogado, .attorney, .cpa, .dentist, .dds, .lawyer.

Jimited

Generic Geographic Terms:

Corporate Identifiers:
.corp, .gmbh, .inc, lc, lp, .Itda, .Itd, .sarl, .srl, .sal

.capital .town, .city
.reise, .reisen

.weather

Special Safeguards Required

Inherently Governmental Functions:

.army, .navy, .airforce
Potential for Cyber Bullying/Harassment:

fail, .gripe, .sucks, .wtf




Category 1 Safeguards as Public Interest Commitments in Specification 11 of the New gTLD Registry Agreement

1. Registry operators will include a provision in their Registry-Registrar Agreements that requires Registrars to include in
their Registration Agreements a provision requiring registrants to comply with all applicable laws, including those that
relate to privacy, data collection, consumer protection (including in relation to misleading and deceptive conduct), fair
lending, debt collection, organic farming, disclosure of data, and financial disclosures.

2. Registry operators will include a provision in their Registry-Registrar Agreements that requires registrars at the time of
registration to notify registrants of the requirement to comply with all applicable laws.

3. Registry operators will include a provision in their Registry-Registrar Agreements that requires Registrars to include in
their Registration Agreements a provision requiring that registrants who collect and maintain sensitive health and
financial data implement reasonable and appropriate security measures commensurate with the offering of those
services, as defined by applicable law.

4. Registry operators will proactively create a clear pathway for the creation of a working relationship with the relevant
regulatory or industry self-regulatory bodies by publicizing a point of contact and inviting such bodies to establish a
channel of communication, including for the purpose of facilitating the development of a strategy to mitigate the risks
of fraudulent and other illegal activities.

5. Registry operators will include a provision in their Registry-Registrar Agreements that requires Registrars to include in
their Registration Agreements a provision requiring Registrants to provide administrative contact information, which
must be kept up-to-date, for the notification of complaints or reports of registration abuse, as well as the contact details
of the relevant regulatory, or industry self-regulatory, bodies in their main place of business.

6. Registry operators will include a provision in their Registry-Registrar Agreements that requires Registrars to include in
their Registration Agreements a provision requiring a representation that the Registrant possesses any necessary
authorisations, charters, licenses and/or other related credentials for participation in the sector associated with the
Registry TLD string.

7. If a Registry Operator receives a complaint expressing doubt with regard to the authenticity of licenses or credentials,
Registry Operators should consult with relevant national supervisory authorities, or their equivalents regarding the
authenticity.



8. Registry operators will include a provision in their Registry-Registrar Agreements that requires Registrars to include in
their Registration Agreements a provision requiring Registrants to report any material changes to the validity of the
Registrants' authorisations, charters, licenses and/or other related credentials for participation in the sector associated
with the Registry TLD string in order to ensure they continue to conform to appropriate regulations and licensing
requirements and generally conduct their activities in the interests of the consumers they serve.

9. Registry Operator will develop and publish registration policies to minimize the risk of cyber bullying and/or
harassment.
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Transparency

1. Main Agenda
» Governance a. Remaining Items from Beijing, Durban and Buenos Aires GAC Advice: Updates and Actions
Rationale for Resolution 2014.02.05.NG01
» Groups
b. Discussion of Report on String Confusion Expert Determinations

, .
Contractual Compliance Rationale for Resolution 2014.02.05.NG02

» Registrars
g c. Staff Update on Reassignment of Registry Agreements

N s
Registries d. Staff Update on Name Collision Framework
» Identifier Systems

Security, Stability and

Resiliency (IS-SSR)

b ocTLDS 1. Ma n Agenda:

» Internationalized Domain a. Rema n ng Items from Be j ng, Durban and Buenos A res GAC Adv ce:
Names Updates and Act ons

> Universal Acceptance 11 April 2013 ("Beijing Communiqué").

Initiative

Whereas, the GAC met during the |
18 July 2013 ("Durban Communiqué").

» Policy IN 47 meeting in Durban and issued a Communiqué on

» Public Comment

» Contact Communiqué on 20 November 2013 ("Buenos Aires Communiqué").

> Help Whereas, the NGPC adopted scorecards to respond to certain items of the GAC's advice in the
Beijing Communiqué and the Durban Communiqué, which were adopted on 4 June 2013, 10
September 2013, and 28 September 2013.

Whereas, the NGPC has developed another iteration of the scorecard to respond to certain

new advice in the Buenos Aires Communiqué.

Whereas, the NGPC is undertaking this action pursuant to the authority granted to it by the

presented in the scorecard.

Rat ona e for Reso ut on 2014.02.05.NGO01
Article XI, Section 2.1 of the ICANN Bylaws

http://www.icann.org/en/about/governance/bylaws#XI| permit the GAC to "put issues to the

Board directly, either by way of comment or prior advice, or by wayof specifically
recommending action or new policy development or revision to existing policies." The GAC

issued advice to the Board on the New gTLD Program through its Beijing Communiqué dated

https://www.icann.org/resources/board-material/resolutions-new-gtld-2014-02-05-en 1/22/2015
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11 April 2013, its Durban Communiqué dated 18 July 2013, and its Buenos Aires Communiqué
advice on public policy matters .i‘ﬁnt.ﬂé"f.ormulation and adoption of the polices. If the Board .........
decides to take an action that is not consistent with the GAC advice, it must inform the GAC and

advice in its Buenos Aires Communiqué that relates to the New gTLD Program. The NGPC is
being asked to consider accepting some of the remaining open items of the Beijing and Durban
GAC advice, and new items of Buenos Aires advice as described in the attached scorecard

In addition, on 23 April 2013, ICA

NGPC should address Beijing GAC advice regarding safeguards applicable to broad categories
of new gTLD strings http://www.icann.org/en/news/public-comment/gac-safeguard-advice-
23apr13-en.htm. The NGPC has considered the applicant responses in addition to the
community feedback on how ICANN could implement the GAC's safeguard advice in the Beijing

1 Safeguard Advice have indicated that they support the NGPC's proposed implementation
plan, dated 29 October 2013, and voiced their willingness to comply with the safeguards
proposed in the plan. On the other hand, an applicant noted that the NGPC's plan to respond to
regard to certain strings. Others contended that their applied-for string should not be listed
among the Category 1 Safeguard strings. Some of the applicants for the .doctor string noted
that the NGPC should not accept the new GAC advice on .doctor because the term "doctor” is
not used exclusively in connection with medical services and to re-categorize the string as
relating to a highly regulated sector is unfair and unjust.

With respect to the Category 2 Safeguards, some applicants urged ICANN to ensure that any
Public Interest Commitments or application changes based on safeguards for applications in
contention sets are "bindingly implemented and monitored after being approved as a Change

for inter-governmental organization acronyms, protection of Red Cross/Red Crescent names,
and special launch programs for geographic and community TLDs.

As part of its deliberations, the NGPC reviewed the following materials and documents:

https://gacweb.icann.org/download/attachments/27132037/Final_GAC_Communique_Durban_z

version=1&maodificationDate=1375787122000&api=v2 [PDF, 238 KB]

= GAC Durban Communiqué:

ht ps://gacweb.icann.org/download/attachments/27132037/Final_GAC_Communique_Durban_z

version=1&modificationDate=1374215119858&api=v2 [PDF, 103 KB]

https://gacweb.icann.org/download/attachments/27132037/FINAL_Buenos_Aires_GAC_Commt

version=1&maodificationDate=1385055905332&api=v2 [PDF, 97 KB]
= Letter from H. Dryden to S. Crocker dated 11 September 2013 re: .vin and .wine:
http://www.icann.org/en/news/correspondence/dryden-to-crocker-09sep13-en.pdf [PDF,

66 KB]

= Applicant responses to GAC advice: http:/newgtlds.icann.org/en/applicants/gac-advice/

1/22/2015
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= Applicant Guidebook, Module 3: http:/newgtlds.icann.org/en/applicants/agb/objection-
procedures-04juni2-en.pdf [PDF, 261 KB]

In adopting its response to remaining items of Beijing and Durban GAC advice, and the new

applications to continue to move forward as soon as possible.

There are no foreseen fiscal impacts associated with the adoption of this resolution, but fiscal
impacts of the possible solutions discussed will be further analysed if adopted. Approval of the
resolution will not impact security, stability or resiliency issues relating to the |

advice and officially notified applicants of the advice on 11 December 2013. The Durban
Communiqué and the Beijing Communiqué were posted on 18 April 2013 and 1 August 2013,
respectively. In each case, this triggered the 21-day applicant response period pursuant to the
Applicant Guidebook Module 3.1.

b. D scuss on of Report on Str ng Confus on Expert Determ nat ons

Whereas, on 10 October 2013 the Board Governance Committee (BGC) requested staff to draft
a report for the NGPC on String Confusion Objections "setting out options for dealing with the
situation raised within this Request, namely the differing outcomes of the String Confusion
Objection Dispute Resolution process in similar disputes involving Amazon 's Applied — for
String and TLDH's Applied-for String."

Whereas, the NGPC is considering potential paths forward to address the perceived
inconsistent Expert Determinations from the New gTLD Program String Confusion Objections
process, including implementing a review mechanism. The review will be limited to the String
Confusion Objection Expert Determinations for .CAR/.CARS and .CAM/.COM.

Whereas, the proposed review mechanism, if implemented, would constitute a change to the
current String Confusion Objection process in the New gTLD Applicant Guidebook.

Whereas, the NGPC is undertaking this action pursuant to the authority granted to it by the

Resolved (2014.02.05.NG02), the NGPC directs the President and CEO, or his designee, to
publish for public comment the proposed review mechanism for addressing perceived
inconsistent Expert Determinations from the New gTLD Program String Confusion Objections
process.

Rat ona e for Reso ut on 2014.02.05.NG02

The NGPC's action today, addressing how to deal with perceived inconsistent Expert
Determinations from the New gTLD Program String Confusion Objections process, is part of the

I1.D).

The action being approved today is to first direct the ICANN President and CEO, or his
designee, to initiate a public comment period on the framework principles of a potential review
mechanism to address the perceived inconsistent String Confusion Objection Expert
Determinations.

The effect of this proposal, and the issue that is likely to be before the NGPC after the close of
the public comments, is to consider implementing a new review mechanism in the String
Confusion Objection cases where objections were raised by the same objector against different
applications for the same string, where the outcomes of the String Confusion Objections differ. If
the proposal is eventually adopted after public comment and further consideration by the

NGPC, ICANN would work with the International Centre for Dispute Resolution (ICDR) to
implement the new review mechanism outlined in the proposal.

There are no foreseen fiscal impacts associated with the adoption of this resolution, which
would initiate the opening of public comments, but the fiscal impacts of the proposed new

https://www.icann.org/resources/board-material/resolutions-new-gtld-2014-02-05-en 1/22/2015
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ANNEX 1 to ICANN NGPC RESOLUTION NO. 2014.02.05.NGO1

GAC Advice (Beijing, Durban, Buenos Aires): Actions and Updates

5 February 2014

GAC Register # \ GAC Advice \ \ Action/Update
Open Items of GAC Advice
1. WINE and 2013-09-09- Follow-up from Durban: The GAC On 28 September 2013, the NGPC noted that it stood
VIN wine and vin; advises the ICANN Board that the GAC ready to hear from GAC members as to the nature of
2013-11-20- has finalized its consideration of the the differences in views expressed in the advice while
wine-vin strings .wine and .vin and further the NGPC analyzed. In Buenos Aires, ICANN facilitated

(Buenos Aires
Communiqué §3)

advises that the applications should
proceed through the normal evaluation
process.

Buenos Aires: The Board may wish to
seek a clear understanding of the
legally complex and politically sensitive
background on this matter in order to
consider the appropriate next steps of
delegating the two strings. GAC
members may wish to write to the
Board to further elaborate their views.”

a dialogue between the applicant for .VIN and the
affected non-governmental parties.

In response to the GAC’s suggestion in the Buenos
Aires Communiqué, the NGPC has commissioned an
analysis of the legally complex and politically sensitive
background on this matter in the context of the GAC
advice in order to consider the appropriate next steps
of delegating .WINE and .VIN. The analysis is expected
to be completed so that it can be considered by the
NGPC when it meets in Singapore.

2. GUANGZHOU
and
SHENZHEN

2013-11-20-
guangzhou; 2013-
11-20-shenzhen
(Buenos Aires

Communiqué
§2.a.i.l.a&b)

The GAC advises the Board not to
proceed beyond initial evaluation until
the agreements between the relevant
parties are reached: .guangzhou (IDN in
Chinese - application number 1-1121-
22691) and .shenzhen (IDN in Chinese -
application number 1-1121-82863)

1A

The NGPC accepts this advice. ICANN received notice
on 6 December 2013 that the applicants for
.GUANGZHOU and .SHENZHEN are withdrawing their
applications for consideration from the New gTLD
Program. The NGPC will inform the GAC of this new
information.




GAC Register # GAC Advice Action/Update
3. SPA 2013-11-20-spa The GAC advises the Board not to 1A The NGPC accepts this advice. ICANN will not enter
(Buenos Aires proceed beyond initial evaluation until into registry agreements with applicants for the
Communiqué the agreements between the relevant identified string at this time. The NGPC notes concern
§2.a.i.1.c) parties are reached: .spa (application about concluding the discussions with the applicants
numbers: 1-1619-92115, 1-1309- and will request the GAC to (1) provide a timeline for
81322,1-1110-73648) final consideration of the string, and (2) identify the
[Note: Application numbers updated “Iinterested parties” noted in the GAC advice.
from original text of advice.]
4. YUN 2013-04-11- The GAC notes that the application for | 1A The NGPC accepts this advice. ICANN received notice
gTLDStrings; .yun (application number 1-1318- on 15 November 2013 that the applicant of application
2013-07-18- 12524) has been withdrawn. number 1-1318-12524 for .YUN was withdrawing its
gTLDStrings applications for consideration from the New gTLD
(Buenos Aires Program. Since application number 1-1318-12524 has
Communiqué been withdrawn, the remaining application for the
§2.b) .YUN string (application 1-974-89210) should
continue through the stages of the application process.
5. AMAZON 2013-07-18 - Obj- | The GAC advises the ICANN Board that ICANN has commissioned an independent, third-party

Amazon (Durban
Communiqué
§1.1.a.i.1; Buenos
Aires
Communiqué
§2.d)

the GAC has reached consensus on GAC
Objection Advice according to Module
3.1 part I of the Applicant Guidebook
on the following application: .amazon
(application number 1-1315-58086)
and related IDNs in Japanese
(application number 1-1318-83995)
and Chinese (application number 1-
1318-5591)

expert to provide additional analysis on the specific
issues of application of law at issue, which may focus
on legal norms or treaty conventions relied on by
Amazon or governments. The analysis is expected to
be completed in time for the ICANN Singapore meeting
so that the NGPC can consider it in Singapore.




GAC Register #

GAC Advice

Action/Update

6. IGO
PROTECTION
S

2013-11-20-1GO
(Buenos Aires

Communiqué
§6.a.i)

The GAC advises the ICANN Board that
the GAC, together with 1GOs, remains
committed to continuing the dialogue
with NGPC on finalizing the modalities
for permanent protection of IGO
acronyms at the second level, by
putting in place a mechanism which
would: (1) provide for a permanent
system of notifications to both the
potential registrant and the relevant
IGO as to possible conflict if a potential
registrant seeks to register a domain
name matching the acronym of that
IGO; (2) allow the IGO a timely
opportunity to effectively prevent
potential misuse and confusion; (3)
allow for a final and binding
determination by an independent third
party in order to resolve any
disagreement between an IGO and a
potential registrant; and (4) be at no
cost or of a nominal cost only to the
1GO.

The GAC looks forward to receiving the
alternative NGPC proposal adequately
addressing this advice. Initial
protections for IGO acronyms should
remain in place until the dialogue
between the NGPC, the IGOs and the
GAC ensuring the implementation of
this protection is completed.

On 2 October 2013, the NGPC proposal in response to
the GAC’s advice in the Durban Communiqué
regarding protections for IGO acronyms was
submitted to the GAC for its consideration.

The NGPC is developing ways to implement the GAC
advice, including whether there are mechanisms, other
than the Trademark Clearinghouse, that can be used to
implement the advice. The NGPC will prepare an
alternative proposal for consideration by the GAC.

The NGPC adopted a resolution at its 9 January 2014
meeting to extend the initial protections for I[GO
acronyms while the GAC and NGPC continue to work
through outstanding implementation issues.

To note: During the Buenos Aires meeting, the GNSO
unanimously approved the recommendations in the
Final Report of the IGO/INGO Protection PDP Working
Group. The Final Report recommended reserving IGO
names but not their acronyms. It did allow for the
inclusion of acronyms in the TMCH in future rounds if
they were included in the TMCH during the current
round. It also requested an issue report on possible
revisions to the UDRP and URS policies that would
allow IGOs to take advantage of these processes.
Subject to receiving direction from the Board, the
NGPC will: (1) consider the policy recommendations
from the GNSO as the NGPC continues to actively
develop an approach to respond to the GAC advice on
protections for IGOs, and (2) develop a comprehensive
proposal to address the GAC advice and the GNSO
policy recommendations for consideration by the
Board at a subsequent meeting.




RCRC (Buenos
Aires

Communiqué
§6.a.i)

it is giving further consideration to the
way in which existing protections
should apply to the words “Red Cross”,
“Red Crescent” and related
designations at the top and second
levels with specific regard to national
Red Cross and Red Crescent entities;
and that it will provide further advice
to the Board on this.

GAC Register # GAC Advice Action/Update
. IOC/RCRC 2013-07-18 - The GAC advises the ICANN Board that Refer to the update above.
PROTECTION | IOCRC (Durban the same complementary cost neutral
S Communiqué mechanisms to be worked out for the
§5.a.i(sic)) protection of acronyms of IGOs be used
to also protect the acronyms of the
International Committee of the Red
Cross (ICRC/CICR) and the
International Federation of Red Cross
and Red Crescent Societies
(IFRC/FICR).
. RCRC NAMES | 2013-11-20-I0C- | The GAC advises the ICANN Board that | 1A The NGPC accepts this advice.




GAC Register # GAC Advice Action/Update
9. CAT1 2013-04-11- Beijing Communiqué: Strings that are 1A The NGPC accepts the advice. The NGPC adopts the
SAFEGUARDS | Safeguards - linked to regulated or professional implementation framework attached as Annex 2

Categories -1;
2013-11-20-Cat1-
Cat2 (Beijing
Communiqué
Annex I, Category
1; Buenos Aires
Communiqué
§1.d.i)

sectors should operate in a way that is
consistent with applicable laws. These
strings are likely to invoke a level of
implied trust from consumers, and
carry higher levels of risk associated
with consumer harm. (Refer to the GAC
Register of Advice for the full text of
each Category 1 Safeguard.)

Buenos Aires Communiqué: The GAC
advises the ICANN Board to re-

categorize the string .doctor as falling
within Category 1 safeguard advice
addressing highly regulated sectors,
therefore ascribing these domains
exclusively to legitimate medical
practitioners. The GAC notes the strong
implications for consumer protection
and consumer trust, and the need for
proper medical ethical standards,
demanded by the medical field online
to be fully respected.

<http://www.icann.org/en/groups/board/documents
/resolutions-new-gtld-annex-2-05feb14-en.pdf> to
address this advice, and directs the ICANN President
and CEO, or his designee, to implement the Category 1
Safeguard advice consistent with the implementation
framework.

With respect to the additional advice in the Buenos
Aires Communiqué on the Category 1 Safeguards, the
NGPC accepts the advice to re-categorize the string
.doctor as falling within Category 1 safeguard advice
addressing highly regulated sectors and ensure that
the domains in the .doctor TLD are ascribed
exclusively to legitimate medical practitioners.




GAC Register # GAC Advice Action/Update
10. 2013-04-11- Beijing: For strings representing ICANN contacted the 186 applicants for strings
CAT 2 Safeguards - generic terms, exclusive registry access identified in the GAC’s Category 2 safeguard advice.
SAFEGUARDS | Categories -2; should serve a public interest goal. In The applicants were asked to respond by a specified
- EXCLUSIVE | 2013-11-20-Catl- | the current round, the GAC has date indicating whether the applied-for TLD will be
ACCESS Cat2 identified the following non-exhaustive

(Beijing
Communiqué
Annex I, Category
2, Item 2; Buenos
Aires
Communiqué

§l.e)

list of strings that it considers to be
generic terms, where the applicant is
currently proposing to provide
exclusive registry access: .antivirus,
.app, -autoinsurance, .baby, .beauty,
.blog, .book, .broker, .carinsurance,
.cars, .cloud, .courses, .cpa, .cruise, .data,
.dvr, .financialaid, .flowers, .food, .game,
.grocery, .hair, .hotel, .hotels .insurance,
jewelry, .mail, .makeup, .map, .mobile,
.motorcycles, .movie, .music, .news,
.phone, .salon, .search, .shop, .show,
.skin, .song, .store, .tennis, .theater,
.theatre, .tires, .tunes, .video, .watches,
.weather, .yachts,.” 7 7 K [cloud], . &
7 [store], . E—/V [sale],. 7 7 v ¥

3 > [fashion], .5 & [consumer
electronics], .53 [watches], . &5 5E
[book], EXE [jewelry], .i# I [online
shopping], . & i [food]

Buenos Aires: The GAC welcomes the
Board’s communication with applicants
with regard to open and closed gTLDs,
but seeks written clarification of how
strings are identified as being generic.

operated as an exclusive access registry. An
overwhelming majority of the applicants (174)
indicated that the TLD would not be operated as an
exclusive access registry. The NGPC adopted a
resolution directing staff to move forward with the
contracting process for applicants for strings
identified in the Category 2 Safeguards that were
prepared to enter into the Registry Agreement as
approved, since moving forward with these applicants
was consistent with the GAC’s advice.

Twelve applicants responded that the TLD would be
operated as an exclusive access registry. These 12
applicants have applied for the following strings:
.BROKER, .CRUISE, .DATA, .DVR, .GROCERY, .MOBILE,
.PHONE, .STORE, .THEATER, .THEATRE and .TIRES.
Staff requested the applicants to provide an
explanation of how the proposed exclusive registry
access serves a public interest goal. The responses
have been received. ICANN staff will forward the
responses to the NGPC and the GAC so that the
responses can be considered prior to the Singapore
meeting.

The NGPC accepts the advice in the Buenos Aires
Communiqué. As requested in in the Buenos Aires
Communiqué, the NGPC has provided a written
clarification to the GAC of how strings are identified as
being generic.




GAC Register # GAC Advice Action/Update
11. 2013-04-11- Beijing Communiqué: As an exception 1A The NGPC accepted the GAC’s Beijing advice regarding
CAT 2 Safeguards - to the general rule that the gTLD Category 2 (Restricted Access). To implement the
SAFEGUARDS - | Categories -2; domain name space is operated in an advice, the NGPC revised Specification 11 - Public
RESTRICTED 2013-11-20-Catl- | open manner registration may be Interest Commitments in the New gTLD Registry
ACCESS Cat2 restricted, in particular for strings Agreement. The PIC Spec requires that “Registry

(Beijing
Communiqué
Annex I, Category
2, Item 2; Buenos
Aires
Communiqué
§l.a.i.1)

mentioned under category 1 above. In
these cases, the registration
restrictions should be appropriate for
the types of risks associated with the
TLD. The registry operator should
administer access in these kinds of
registries in a transparent way that
does not give an undue preference to
any registrars or registrants, including
itself, and shall not subject registrars or
registrants to an undue disadvantage.

Buenos Aires Communiqué: The GAC
highlights the importance of its Beijing

advice on ‘Restricted Access’ registries,
particularly with regard to the need to
avoid undue preference and/or undue
disadvantage. The GAC requests a
briefing on whether the Board
considers that the existing PIC
specifications (including 3c) fully
implements this advice.

Operator will operate the TLD in a transparent
manner consistent with general principles of openness
and non-discrimination by establishing, publishing
and adhering to clear registration policies.”

The NGPC accepts the advice in the Buenos Aires
Communiqué. As requested, the NGPC has provided a
written clarification to the GAC on whether the Board
considers that the existing PIC specifications
(including 3c) fully implements this advice.




GAC Register # GAC Advice Action/Update
12. 2103-04-11- The GAC advises the Board that with The NGPC adopted a resolution to accept this advice at
HALAL AND Religious Terms; | regard to Module 3.1 part II of the its 4 June 2013 meeting. Pursuant to Section 3.1.ii of
ISLAM 2013-11-20- Applicant Guidebook, the GAC the AGB, the NGPC and some members of the GAC met
islam-halal recognizes that religious terms are during the ICANN 47 meeting in Durban to discuss the
(Beijing sensitive issues. Some GAC members concerns about the applications.
Communiqué have raised sensitivities on the

§1.a.ii; Buenos
Aires
Communiqué §7)

applications that relate to Islamic
terms, specifically .islam and .halal. The
GAC members concerned have noted
that the applications for .islam and
.halal lack community involvement and
support. It is the view of these GAC
members that these applications
should not proceed.

GAC took note of letters sent by the OIC
and the ICANN Chairman in relation to
the strings .islam and .halal. The GAC
has previously provided advice in its
Beijing Communiqué, when it
concluded its discussions on these
strings. The GAC Chair will respond to
the OIC correspondence accordingly,
noting the OIC’s plans to hold a meeting
in early December. The GAC chair will
also respond to the ICANN Chair's
correspondence in similar terms.

On 24 October 2013 decisions were posted in favor of
the applicant on the community objections filed by the
Telecommunications Regulatory Authority of the UAE.

In a 4 November 2013 letter from the Organization of
Islamic Cooperation (OIC) to the GAC Chair, the OIC
requested that its letter be considered an “official
opposition of the Member States of the OIC towards
probable authorization by the GAC allowing the use of
[...] ISLAM and .HALAL by any entity not representing
the collective voice of the Muslim people.”

Ina 11 November 2013 letter to the GAC Chair, the
NGPC indicated that before it takes action on the
strings, it will wait for any additional GAC input during
the Buenos Aires meeting or resulting GAC
Communiqué. The Buenos Aires Communiqué took
note of the letters sent by the OIC, but did not offer any
additional advice to the Board. The OIC also adopted a
resolution in December 2013 communicating its
official objection to the use of the applied-for .ISLAM
and .HALAL TLDs.

The NGPC takes note of the significant concerns
expressed during the dialogue, and additional
opposition raised, including by the OIC, which
represents 1.6 billion members of the Muslim
community. The NGPC has sent a letter to the
applicant, which is available here
<http://www.icann.org/en/news/correspondence/cr
ocker-to-abbasnia-07feb14-en.pdf>. Q




GAC Register #

GAC Advice

Action/Update

13. 2013-11-20-Catl- | The GAC considers that new gTLD 1A The NGPC acknowledges the GAC’s view. ICANN will
[PROTECTIONS | Cat2 (Buenos registry operators should be made contact all new gTLD registry operators to make them
FOR CHILDREN] | Aires aware of the importance of protecting aware of the importance of protecting children and

Communiqué children and their rights consistent their rights consistent with the UN Convention on the

§l.e) with the UN Convention on the Rights Rights of the Child.

of the Child.

14. 2013-11-20-Catl- | The GAC requests a briefing on the 1A | The NGPC accepts this advice. The NGPC will provide a
[AUCTIONS] Cat2 (Buenos public policy implications of holding briefing to the GAC regarding the public policy

Aires auctions to resolve string contention implications of holding auctions to resolve string

Communiqué (including community applications). contention (including community applications).

§1.b)
15. 2013-11-20- The GAC advises the ICANN Board that | 1A The NGPC accepts this advice. ICANN published
[SPECIAL GeoTLDs (Buenos | ICANN provide clarity on the proposed materials in December 2013 to provide clarity to the
LAUNCH Aires launch program for special cases as a community on the proposed launch program for
PROGRAM] Communiqué matter of urgency. special cases.

§5.a.i) <http://newgtlds.icann.org/en/about/trademark-

clearinghouse/launch-application-guidelines-
19dec13-en.pdf> Additionally, the NGPC has provided
a briefing to the GAC on this issue.




ANNEX 2 - ICANN NGPC RESOLUTION NO. 2014.02.05.NGO01

GAC Category 1 Strings
(5 February 2014)

Regulated Sectors/Open Entry Requirements in Multiple
Jurisdictions
(Category 1 Safeguards 1-3 applicable)

Highly-regulated Sectors/Closed Entry Requirements in
Multiple Jurisdictions
(Category 1 Safeguards 1-8 applicable)

Children:
Kkid, .kids, .kinder, .game, .games, .juegos, .play, .school, .schule,
toys

Environmental:
.earth, .eco, .green, .bio, .organic

Health and Fitness:

.care, .diet, .fit, .fitness, .health, .heart, .hiv, .rehab, .clinic,
.healthy (IDN Chinese equivalent), .dental, .physio, .healthcare,
.med, .organic

Health and Fitness:
.pharmacy, .surgery, .dentist, .dds, .hospital, .medical, .doctor

Financial:

capital, . cash, .cashbackbonus, .broker, .brokers, .claims,
.exchange, .finance, .financial, .forex, .fund, .investments,
lease, .loan, .loans, .market, . markets, .money, .pay, .payu,
-retirement, .save, .trading, .credit, .insure, .netbank, .tax,
travelersinsurance, .financialaid, .vermogensberatung,
.mortgage, .reit

Financial:

.bank, .banque, .creditunion, .creditcard, .insurance, .ira,
Jlifeinsurance, .mutualfunds, .mutuelle, .vermogensberater,
and .vesicherung, .autoinsurance, .carinsurance

Gambling:
.bet, .bingo, .lotto, .poker,.spreadbetting, .casino

Charity:
.care, .gives, .giving

Charity:
.charity (and IDN Chinese equivalent)

Education:
.degree, .mba

Education:
.university

Intellectual Property:
.audio, .book (and IDN equivalent), .broadway, .film, .game,
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Regulated Sectors/Open Entry Requirements in Multiple
Jurisdictions

(Category 1 Safeguards 1-3 applicable)

Highly-regulated Sectors/Closed Entry Requirements in
Multiple Jurisdictions

(Category 1 Safeguards 1-8 applicable)

.games, .juegos, .movie, .music, .software, .song, .tunes,
fashion (and IDN equivalent), .video, .app, .art, .author, .band,
.beats, .cloud (and IDN equivalent), .data, .design, .digital,
.download, .entertainment, .fan, .fans, .free, .gratis, .discount,
.sale, .hiphop, .media, .news, .online, .pictures, .radio, .rip,
.show, .theater, .theatre, .tour, .tours, .tvs, .video, .zip

Professional Services:

.accountant, .accountants, .architect, .associates, .broker,

.brokers, .engineer, .legal, .realtor, .realty, .vet, .engineering,
Jaw

Professional Services:

.abogado, .attorney, .cpa, .dentist, .dds, .lawyer, .doctor

Corporate Identifiers:
Jimited

Corporate Identifiers:
.corp, .gmbh, .inc, lc, lp, .Itda, .Itd, .sarl, .srl, .sal

Generic Geographic Terms:
.capital .town, .city

.reise, .reisen
.weather

Special Safeguards Required

Potential for Cyber Bullying/Harassment (Category 1 Safeguards 1-9 applicable):

fail, .gripe, .sucks, .wtf

Inherently Governmental Functions (Category 1 Safeguards 1-8 and 10 applicable):

.army, .navy, .airforce
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Category 1 Safeguards as Public Interest Commitments in Specification 11 of the New gTLD Registry Agreement

1. Registry operators will include a provision in their Registry-Registrar Agreements that requires Registrars to include in
their Registration Agreements a provision requiring registrants to comply with all applicable laws, including those that
relate to privacy, data collection, consumer protection (including in relation to misleading and deceptive conduct), fair
lending, debt collection, organic farming, disclosure of data, and financial disclosures.

2. Registry operators will include a provision in their Registry-Registrar Agreements that requires registrars at the time of
registration to notify registrants of the requirement to comply with all applicable laws.

3. Registry operators will include a provision in their Registry-Registrar Agreements that requires Registrars to include in
their Registration Agreements a provision requiring that registrants who collect and maintain sensitive health and
financial data implement reasonable and appropriate security measures commensurate with the offering of those
services, as defined by applicable law.

4. Registry operators will proactively create a clear pathway for the creation of a working relationship with the relevant
regulatory or industry self-regulatory bodies by publicizing a point of contact and inviting such bodies to establish a
channel of communication, including for the purpose of facilitating the development of a strategy to mitigate the risks
of fraudulent and other illegal activities.

5. Registry operators will include a provision in their Registry-Registrar Agreements that requires Registrars to include in
their Registration Agreements a provision requiring Registrants to provide administrative contact information, which
must be kept up-to-date, for the notification of complaints or reports of registration abuse, as well as the contact details
of the relevant regulatory, or industry self-regulatory, bodies in their main place of business.

6. Registry operators will include a provision in their Registry-Registrar Agreements that requires Registrars to include in
their Registration Agreements a provision requiring a representation that the Registrant possesses any necessary
authorisations, charters, licenses and/or other related credentials for participation in the sector associated with the
Registry TLD string.

7. If a Registry Operator receives a complaint expressing doubt with regard to the authenticity of licenses or credentials,
Registry Operators should consult with relevant national supervisory authorities, or their equivalents regarding the
authenticity.
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8. Registry operators will include a provision in their Registry-Registrar Agreements that requires Registrars to include in
their Registration Agreements a provision requiring Registrants to report any material changes to the validity of the
Registrants' authorisations, charters, licenses and/or other related credentials for participation in the sector associated
with the Registry TLD string in order to ensure they continue to conform to appropriate regulations and licensing
requirements and generally conduct their activities in the interests of the consumers they serve.

[APPLICABLE WHERE “SPECIAL SAFEGUARDS REQURIED” NOTED ABOVE.]

9. Registry Operator will develop and publish registration policies to minimize the risk of cyber bullying and/or
harassment.

10. Registry operator will include a provision in its Registry-Registrar Agreements that requires Registrars to include in
their Registration Agreements a provision requiring a representation that the Registrant will take reasonable steps to
avoid misrepresenting or falsely implying that the Registrant or its business is affiliated with, sponsored or endorsed
by one or more country's or government's military forces if such affiliation, sponsorship or endorsement does not exist.
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11 February 2014

Proposed Review Mechanism to Address Perceived Inconsistent Expert
Determinations on String Confusion Objections: Framework Principles

On 5 February 2014, the ICANN Board New gTLD Program Committee (NGPC)
directed the ICANN President and CEOQ, or his designee, to initiate a public comment
period on the framework principles of a potential review mechanism to address the
perceived inconsistent String Confusion Objection (SCO) Expert Determinations.
The framework principles, outlined below, address the two cases where SCOs were
raised by the same objector against different applications for the same string, where
the outcomes of the SCOs differ - namely, the SCO Expert Determinations for
.CAR/.CARS and .CAM/.COM.

After receiving feedback from the public comment forum, the NGPC will consider
whether or not to adopt the proposed review mechanism outlined in the framework
principles below.

Principles for Consideration

1. THE RECONSIDERATION PROCESS WILL NOT BE MODIFIED AT THIS TIME, FOR
THIS PURPOSE

2. PERCEIVED INCONSISTENCIES SHOULD BE ADDRESSED BASED ON A LIMITED
STANDARD OF REVIEW

A) DEFINITION OF INCONSISTENT SCO EXPERT DETERMINATIONS

B) STANDARD OF REVIEW

C) DEFINITION OF REVIEW MECHANISM/CREATION OF NEW PANEL

3. APPLICABILITY OF A REVIEW MECHANISM MUST BE LIMITED
A) ICANN AND APPLICANTS HAVE ALREADY ACTED IN RELIANCE ON PRIOR NGPC RESOLUTION ON
SINGULAR/PLURALS
B) ICANN AND APPLICANTS HAVE ALREADY ACTED IN RELIANCE ON SCO EXPERT
DETERMINATIONS



Discussion of Principles

1. The Reconsideration Process Will Not Be Modified at This Time, For This
Purpose

e Discussion within the NGPC has made clear that the Reconsideration
Process is not the avenue to address the substantive challenges to SCO
Expert Determinations.

e While broader discussion on the scope of the Reconsideration Process or
some other type of review mechanism may be considered at a later date
for a future round of applications, modifying the Reconsideration Process
(requiring expert inputs, community review, Bylaws changes, etc.) is not
a solution to resolving the issue of the perceived inconsistent SCO Expert
Determinations.

2. Perceived Inconsistencies Should Be Addressed Based On A Limited
Standard of Review

a) Definition of Inconsistent SCO Expert Determinations

e There is a limited universe of “Inconsistent” SCO Expert Determinations.
e “Inconsistent SCO Expert Determinations” have been defined as
objections raised by the same objector against different applications for
the same string, where the outcomes of the SCOs differ.
o This situation is limited to two circumstances:
= (i) the results of the .COM/.CAM objections, where three SCOs
were filed by the same objector against separate applications for
the .CAM string, each on the basis of confusion with .COM. In two
of the SCOs, the applicant prevailed; in the third, the objector
prevailed; and
= (ii) the results of the .CAR/.CARS objections, where one applicant
for the .CAR string, filed SCOs against three applications for the
.CARS string. Two of the SCOs were determined in favor of the
applicants; the third was in favor of the objector.
» Diagrams are provided at Appendix A to help illustrate these
situations.

b) Standard of Review

e Could the Expert Panel have reasonably come to the decision reached on
the underlying SCO through an appropriate application of the standard of
review as set forth in the Applicant Guidebook and procedural rules?

c) Definition of Review Mechanism/Creation of New Panel

e ICANN would ask the International Centre for Dispute Resolution (ICDR),
to constitute a three-member expert “Panel of Last Resort” for which



these two sets of inconsistent rulings (.COM/.CAM and .CAR/.CARS)
would each be brought for consolidated consideration.

Following the standard of review set out above, the Panel of Last Resort
would be tasked with reviewing the Expert Determinations across a set to
provide additional guidance. ICANN would then accept the Panel of Last
Resort’s determination.

There are two potential outcomes to the Panel of Last Resort: either all
Expert Determinations are aligned as noted below, or all of the initial
Expert Determinations stand as is.

ICANN would fund the ICDR administrative costs as well as the panel fees
throughout the review so as to not impose additional costs on parties
subject to these perceived inconsistent Expert Determinations.

Some anticipated process details include:

o ICANN would provide notice to all of the parties to objections for
each of the two sets that the Expert Determinations will be subject
to review by the “Panel of Last Resort.”

o Only the applicant for the application that was objected to in the
underlying SCO and lost (“Losing Applicant”) would have the
option of whether to have the Expert Determination from that SCO
reviewed.

o Ifthe Losing Applicant wishes to not have the Expert
Determination reviewed, the Expert Determination in the
proceeding described immediately above will stand as is and the
Panel of Last Resort will not proceed.

o Ifthe Losing Applicant wishes to have the review performed, the
Panel of Last Resort will evaluate the Expert Determination in the
Losing Applicant’s SCO, in light of the other Expert Determinations
issued in the set, to determine whether or not the Expert
Determination in the Losing Applicant’s SCO can reasonably stand
as is.

e The possible outcomes of the review by the Panel of Last Resort
include:

o The Expert Determination in the Losing Applicant’s SCO is
supported by the standard of review and reference to the other
Expert Determinations, and will stand as is.

o The Expert Determination in the Losing Applicant’s SCO cannot
reasonably be supported based on the standard of review and
reference to the other Expert Determinations, and will be
reversed. The objector will therefore be deemed the non-
prevailing party to the SCO.

The Panel of Last Resort is not authorized to reverse or otherwise
amend either of the two other Expert Determinations within the set.



3. Applicability of a Review Mechanism Must Be Limited

The use of a strict definition for Inconsistent SCO Expert Determinations conversely
means that all other SCO Expert Determinations are not inconsistent. As a result, the
review mechanism, or Panel of Last Resort, shall not be applicable to those other
determinations. Further, there are reasons why the Panel of Last Resort should not
be open to all objections. Some of those reasons are as follows:

a) ICANN and Applicants have already acted in reliance on prior NGPC
resolution on Singular/Plurals

SCO Expert Determinations regarding singular and plural versions of the
same string are not inconsistent Expert Determinations, as they are not
Determinations on the same strings with different results.

The NGPC has already determined that it would not interfere in SCO
Expert Determinations regarding singular and plural versions of the same
string. See
https://www.icann.org/en/groups/board/documents/resolutions-new-
gtld-25jun13-en.htm - 2.d (“Resolved (2013.06.25.NG07), the NGPC has
determined that no changes are needed to the existing mechanisms in the
Applicant Guidebook to address potential consumer confusion resulting
from allowing singular and plural versions of the same string.”)

ICANN has already entered Registry Agreements for singular and plural
versions of the same string (see, e.g., .CAREER and .CAREERS).

The NGPC has not modified Resolution 2013.06.25.NG07, which ICANN
and Applicants have relied and acted upon.

b) ICANN and Applicants have already acted in reliance on SCO Expert
Determinations

Without limiting the applicability of the review mechanism, or Panel of
Last Resort, the opening up of all SCO Expert Determinations to further
review would be contrary to processes established through the Applicant
Guidebook, which is not appropriate at this stage. It is important to
recognize that a party’s dissatisfaction with an SCO Expert Determination
is, in general, not a sign of an inconsistent determination.

Applicants have already taken action in reliance on SCO Expert
Determinations, such as resolving new contention or withdrawing their
application for a refund.

ICANN and Applicants have already entered into Registry Agreements for
strings that were subject to SCO determinations.

Allowing these actions to be undone now would not only delay the
consideration of all applications, but would raise issues of unfairness for
those that have already acted in reliance on the Applicant Guidebook.



Appendix A - Diagram of Inconsistent SCO Sets
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Rationale for Resolution 2014.10.12.NG04

d. GAC Advice regarding Protections for the Red Cross and
Red Crescent — Singapore Communiqué
Rationale for Resolution 2014.10.12.NG05

e. Any Other Business

The ICANN Board New gTLD Program Committee meeting on 12
October 2014 was continued to 14 October 2014. The following
resolutions were adopted during the meeting:

1. Consent Agenda:

a. Approval of Minutes

Resolved (2014.10.12.NGO01), the Board New gTLD
Program Committee (NGPC) approves the minutes of its
8 September 2014 meeting.

2. Main Agenda:

a. GAC Advice in Beijing Communiqué
regarding Category 2 Safeguards —
Exclusive Registry Access

No resolution taken.

b. Perceived Inconsistent String Confusion
Objection Expert Determinations

Whereas, on 10 October 2013 the Board Governance
Committee (BGC) requested that staff draft a report for
the NGPC on String Confusion Objections (SCOs)
"setting out options for dealing with the situation raised
within this [Reconsideration] Request, namely the
differing outcomes of the String Confusion Objection
Dispute Resolution process in similar disputes involving
Amazon's Applied — for String and TLDH's Applied-for
String."
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Whereas, the NGPC considered potential paths forward
to address perceived inconsistent Expert Determinations
from the New gTLD Program SCO process, including
possibly implementing a new review mechanism.

Whereas, on 5 February 2014, the ICANN Board New
gTLD Program Committee (NGPC) directed the ICANN
President and CEO, or his designee, to initiate a public
comment period on framework principles of a potential
review mechanism to address perceived inconsistent
String Confusion Objection Expert Determinations (the
"proposed review mechanism"). The proposed review
mechanism, if adopted, would have been limited to the
String Confusion Objection Expert Determinations for
.CAR/.CARS and .CAM/.COM, and would have
constituted a change to the Objection process set forth in
the New gTLD Applicant Guidebook.

Whereas, the NGPC has carefully considered the report
that the BGC asked staff to draft in response to
Reconsideration Request 13-9, the received public
comments to the proposed review mechanism, other
comments provided to the NGPC for consideration, as
well as the processes set out in the Applicant Guidebook.

Whereas, as set out in the Applicant Guidebook, ICANN
has reserved the right to individually consider any
application for a new gTLD to determine whether
approval would be in the best interest of the Internet
community.

Whereas, the NGPC is undertaking this action pursuant
to the authority granted to it by the Board on 10 April
2012, to exercise the ICANN Board's authority for any
and all issues that may arise relating to the New gTLD
Program.

Resolved (2014.10.12.NG02), the NGPC has identified
the following String Confusion Objection Expert
Determinations as not being in the best interest of the
New gTLD Program and the Internet community:
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r.l. (Applicant)

SCO Expert | Related SCO Expert
Determinations String .
, Determinations
for Review
VeriSign Inc. .CAM = Dot Agency
(Objector) v. [PDF, Limited [PDF,
United TLD 5.96 248 KB](.CAM)
Holdco Ltd. MB]
(Applicant) = AC
Webconnecting
Holding B.V.
[PDF, 264 KB]
(.CAM)
Commercial 8 B Top Level Domain
Connect LLC [PDF, Holdings Limited
(Objector) v. 73 [PDF, 721 KB](./4%9)
Amazon EU S.a KB]'

Resolved (2014.10.12.NG03), the NGPC directs the
President and CEO, or his designee(s), take all steps
necessary to establish processes and procedures, in
accordance with this resolution and related rationale,
pursuant to which the International Centre for Dispute
Resolution (ICDR) shall establish a three-member panel
to re-evaluate the materials presented, and the Expert
Determinations, in the two objection proceedings set out
in the chart above under the "SCO Expert
Determinations for Review" column and render a Final

Expert Determination on these two proceedings. In doing
so, the NGPC recommends that the three-member panel

also review as background the "Related SCO Expert
Determinations" referenced in the above chart.

Rationale for Resolutions 2014.10.12.NG02

—2014.10.12.NG03
Today, the NGPC is taking action to address perceived
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inconsistent and unreasonable Expert Determinations
resulting from the New gTLD Program String Confusion
Objections process. The NGPC's action today is part of
its role to provide general oversight of the New gTLD
Program. One component of the NGPC's responsibilities
is "resolving issues relating to the approval of
applications and the delegation of gTLDs pursuant to the
New gTLD Program for the current round of the
Program." (See NGPC Charter, Section 11.D).

The New gTLD Applicant Guidebook (AGB or
Guidebook) identifies four grounds upon which a formal
objection may be filed against an applied-for string. One
such objection is a String Confusion Objection or SCO,
which may be filed by an objector (meeting the standing
requirements) if the objector believes that an applied-for
gTLD string is confusingly similar to an existing TLD or to
another applied-for gTLD string in the same round of
applications. If successful, an SCO could change the
configuration of the preliminary contention sets in that the
two applied-for gTLD strings at issue in the objection
proceedings will be considered in direct contention with
one another (see AGB Module 4, String Contention
Procedures). All SCO proceedings were administered by
the International Centre for Dispute Resolution (ICDR),
and Expert Determinations in all such proceedings have
been issued.

Some stakeholders have raised concerns about the
perceived inconsistencies with or unreasonableness of
certain SCO Expert Determinations. The NGPC has
monitored these concerns over the past year, and
discussed the issue at several of its meetings. On 10
October 2013, the Board Governance Committee (BGC)
asked staff to draft a report for the NGPC on String
Confusion Objections "setting out options for dealing with
the situation raised within this Request, namely the
differing outcomes of the String Confusion Objection
Dispute Resolution process in similar disputes involving
Amazon 's Applied — for String and TLDH's Applied-for
String." (See http://www.icann.org/en/groups/board
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/governance/reconsideration/recommendation-amazon-
100ct13-en.pdf [PDF, 131 KB]).

In light of the BGC request following its consideration of
Reconsideration Requests 13-9 and 13-10, and
community-raised concerns about perceived inconsistent
SCO Expert Determinations, the NGPC considered its
options, including possibly implementing a review
mechanism not contemplated in the Applicant Guidebook
that would be available in limited circumstances.

On 5 February 2014, the NGPC directed the ICANN
President and CEO to initiate a public comment period
on framework principles of a potential review mechanism
to address the perceived inconsistent String Confusion
Objection Expert Determinations. The proposed review
mechanism, as drafted and posted for public comment,
would be limited to the SCO Expert Determinations for
.CAR/.CARS and .CAM/.COM. The public comment
period on the proposed review mechanism closed on 3
April 2014, and a summary of the comments [PDF, 165
KB] has been publicly posted.

At this time, the NGPC is taking action to address certain
perceived inconsistent or otherwise unreasonable SCO
Expert Determinations by sending back to the ICDR for a
three-member panel evaluation of certain Expert
Determinations. The NGPC has identified these Expert
Determinations as not in the best interest of the New
gTLD Program and the Internet community. The ICDR
will be provided supplemental rules to guide the review of
the identified Expert Determinations, which include the
following:

m The review panel will consist of three members
appointed by the ICDR (the "Review Panel").

m The only issue subject to review by the Review
Panel shall be the SCO Expert Determinations
identified in these resolutions.
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m The record on review shall be limited to the

transcript of the proceeding giving rise to the
original Expert Determination, if any, expert reports,
documentary evidence admitted into evidence
during the original proceeding, or other evidence
relevant to the review that was presented at the
original proceeding. No additional documents,
briefs or other evidence may be submitted for
consideration, except that it is recommended that
the Review Panel consider the identified "Related
SCO Expert Determinations" in the above chart as
part of its review.

The standard of review to be applied by the Review
Panel is: whether the original Expert Panel could
have reasonably come to the decision reached on
the underlying SCO through an appropriate
application of the standard of review as set forth in
the Applicant Guidebook and the ICDR
Supplementary Procedures for ICANN's New gTLD
Program.

ICANN will pay the applicable fees to conduct the

review by the Review Panel.

The possible outcomes of the review are: (1) the
original Expert Determination is supported by the
standard of review and reference to the identified
related Expert Determinations, and will stand as is;
or (2) the original Expert Determination reasonably
cannot be supported based on the standard of
review and reference to the identified related
Expert Determinations, and will be reversed. The
Review Panel will submit a written determination
including an explanation and rationale for its
determination.

As part of its months-long deliberations on this issue, the
following are among the factors the NGPC found to be
significant:
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1. The NGPC notes that the Guidebook was

developed by the community in a multi-
stakeholder process over several years. The
NGPC considered whether it was appropriate to
change the Guidebook at this time to implement a
review mechanism to address certain perceived
inconsistent Expert Determinations. On 18 April
2013, ICANN posted a proposed review
mechanism for public comment. The NGPC
carefully considered the public comments
received. The NGPC notes that comments
submitted during the public comment period
generally fell into the following categories and
themes, each of which is discussed more fully in
the summary of public comments:

a. Do not adopt the proposed review
mechanism.

b. Adopt the proposed review mechanism.

c. Adopt a review mechanism with an
expanded scope.

d. Do not adopt the proposed review
mechanism or expand the scope.

e. Adopt some form of review, but not
necessarily the one posted for public
comment.

f. Recommended modifications to the
framework principles of the proposed
review mechanism, if any review
mechanism is adopted.

The comments presented by various stakeholders
highlight the difficulty of the issue and the tension
that exists between balancing concerns about
perceived inconsistent Expert Determinations,
and the processes set forth in the Guidebook that
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were the subject of multiple rounds of public
comment over several years.

As highlighted in many of the public comments,
adopting a review mechanism this far along in the
process could potentially be unfair because
applicants agreed to the processes included in the
Guidebook, which did not include this review
mechanism, and applicants relied on these
processes. The NGPC acknowledges that, while
on balance, a review mechanism is not
appropriate for the current round of the New gTLD
Program, it is recommended that the development
of rules and processes for future rounds of the
New gTLD Program (to be developed through the
multi-stakeholder process) should explore
whether a there is a need for a formal review
process with respect to Expert Determinations.

. The NGPC considered its role and purpose to

provide general oversight of the New gTLD
Program. One component of the NGPC's
responsibilities in providing general oversight of
the New gTLD Program is "[r]esolving issues
relating to the approval of applications and the
delegation of gTLDs pursuant to the New gTLD
Program for the current round of the Program."
(See NGPC Charter, Section I1.D). Additionally,
the Applicant Guidebook (Section 5.1) provides
that:

ICANN's Board of Directors has
ultimate responsibility for the New
gTLD Program. The Board reserves
the right to individually consider an
application for a new gTLD to
determine whether approval would be
in the best interest of the Internet
community. Under exceptional
circumstances, the Board may
individually consider a gTLD

3/23/2015 12:00 PM



Resources - [CANN

10 of 36

file:///C:/Temp/NGPC _resolution 2014.10.12.NG03_Oct2014 htm

application. For example, the Board
might individually consider an
application as a result of GAC Advice

on New gTLDs or of the use of an
ICANN accountability mechanism.

Addressing the perceived inconsistent and
unreasonable String Confusion Objection Expert
Determinations is part of the discretionary
authority granted to the NGPC in its Charter
regarding "approval of applications" and
"delegation of gTLDs", in addition to the authority
reserved to the Board in the Guidebook to
consider individual gTLD applications under
exceptional circumstances. The NGPC considers
that the identified SCO Expert Determinations
present exceptional circumstances warranting
action by the NGPC because each of the Expert
Determinations falls outside normal standards of
what is perceived to be reasonable and just.
While some community members may identify
other Expert Determinations as inconsistent or
unreasonable, the SCO Expert Determinations
identified are the only ones that the NGPC has
deemed appropriate for further review. The NGPC
notes, however, that it also identified the String
Confusion Objection Expert Determinations for
.CAR/.CARS as not in the best interest of the New
gTLD Program and the Internet community.
Nonetheless, because the parties in the
.CAR/.CARS contention set recently have
resolved their contending applications, the NGPC
is not taking action to send these SCO Expert
Determinations back to the ICDR for re-evaluation
to render a Final Expert Determination.

. The NGPC also considered whether there was a

reasonable basis for certain perceived
inconsistent Expert Determinations to exist, and
particularly why the identified Expert
Determinations should be sent back to the ICDR
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while other Expert Determinations should not. The
NGPC notes that while on their face some of the
Expert Determinations may appear inconsistent,
including other SCO Expert Determinations, and
Expert Determinations of the Limited Public
Interest and Community Objection processes,
there are reasonable explanations for these
seeming discrepancies, both procedurally and
substantively.

First, on a procedural level, each expert panel
generally rests its Expert Determination on
materials presented to it by the parties to that
particular objection, and the objector bears the
burden of proof. Two panels confronting identical
issues could — and if appropriate should — reach
different determinations, based on the strength of
the materials presented.

Second, on a substantive level, certain Expert
Determinations highlighted by the community that
purportedly resulted in "inconsistent" or
"unreasonable" results, presented nuanced
distinctions relevant to the particular objection.
These nuances should not be ignored simply
because a party to the dispute disagrees with the
end result. Further, the standard guiding the
expert panels involves some degree of
subjectivity, and thus independent expert panels
would not be expected to reach the same
conclusions on every occasion. However, for the
identified Expert Determinations, a reasonable
explanation for the seeming discrepancies is not
as apparent, even taking into account all of the
previous explanations about why reasonably
"discrepancies" may exist. To allow these Expert
Determinations to stand would not be in the best
interests of the Internet community.

. The NGPC considered whether it was

appropriate, as suggested by some commenters,
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to expand the scope of the proposed review
mechanism to include other Expert
Determinations, such as some resulting from
Community and Limited Public Objections, as well
as other String Confusion Objection Expert
Determinations, and possibly singular and plural
versions of the same string. The NGPC
determined that to promote the goals of
predictability and fairness, establishing a review
mechanism more broadly may be more
appropriate as part of future community
discussions about subsequent rounds of the New
gTLD Program. Applicants have already taken
action in reliance on many of the Expert
Determinations, including signing Registry
Agreements, transitioning to delegation,
withdrawing their applications, and requesting
refunds. Allowing these actions to be undone now
would not only delay consideration of all
applications, but would raise issues of unfairness
for those that have already acted in reliance on
the Applicant Guidebook.

It should also be noted that in response to advice
from the Governmental Advisory Committee
(GAC), the NGPC previously considered the
question of whether consumer confusion may
result from allowing singular and plural versions of
the same strings. On 25 June 2013, the NGPC
adopted a resolution resolving "that no changes
[were] needed to the existing mechanisms in the
Applicant Guidebook to address potential
consumer confusion resulting from allowing
singular and plural versions of the same string"
http://www.icann.org/en/groups/board/documents
/resolutions-new-gtld-25jun13-en.htm#2.d. The
NGPC again notes that the topic of singular and
plural versions of the same string also may be the
subject of further community discussion as it
relates to future rounds of the New gTLD
Program.
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5. The NGPC considered community
correspondence on this issue in addition to
comments from the community expressed at the
ICANN meetings. The concerns raised in the
ICANN meetings and in correspondence have
been factored into the deliberations on this matter.

The NGPC previously delayed its consideration of BGC
Recommendations on Reconsideration Requests 13-9
and 13-10 pending the completion of the NGPC's review
of the issues discussed above. Now that the NGPC has
taken action as noted above, it will resume its
consideration of the BGC Recommendations on
Reconsideration Requests 13-9 and 13-10 as soon as
feasible.

There will be direct fiscal impacts on ICANN associated
with the adoption of this resolution since certain
proceedings will be sent back to the ICDR for re-review
by a three-member expert panel. Approval of the
resolution will not impact security, stability or resiliency
issues relating to the domain name system.

Taking this action is an Organizational Administrative
Action that was the subject of public comment. The
summary of public comments is available for review
here: (https://www.icann.org/en/system/files/files/report-
comments-sco-framework-principles-24apr14-en.pdf
[PDF, 165 KB]).

c. Reconsideration Request 14-37, I-Registry
Ltd.

Whereas, iRegistry Ltd. ("Requester") filed
Reconsideration Request 14-37 asking the New gTLD
Program Committee ("NGPC") to reverse Resolutions
2014.07.30.NG01 — 2014.07.30.NG04 (the "Resolution")
"or at least amend[]" the Resolution, and to then put the
decision as to how to address name collisions "on hold"
until the issues the Requester raises have "been solved."
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Whereas, the BGC considered the issues raised in
Reconsideration Request 14-37.

Whereas, the BGC recommended that the Request be
denied because the Requester has not stated proper
grounds for reconsideration and the NGPC agrees.

Resolved (2014.10.12.NG04), the NGPC adopts the
BGC Recommendation on Reconsideration Request
14-37, which can be found at https://www.icann.org
/en/system/files/files/recommendation-i-registry-O4sep14-
en.pdf [PDF, 150 KB].

Rationale for Resolution 2014.10.12.NG04

. Brief Summary

iRegistry Ltd. ("Requester") is a domain name
registry that disputes the NGPC's adoption of the
Name Collision Occurrence Management
Framework (the "Framework").

After conducting several independent studies
regarding the name collision issue, ICANN
implemented a public comment period from 26
February 2014 through 21 April 2014 where the
community provided feedback on possible
solutions to the name collision issue, including the
issue of implementing a framework to manage
and mitigate name collisions. ICANN received 28
comments, none of which were from the
Requester.?

After considering the public comments received,
the detailed studies analyzing the issue, and
advice from the relevant ICANN advisory
committee, the NGPC approved Resolutions
2014.07.30.NG01 — 2014.07.30.NG04 (the
"Resolution")® on 30 July 2014, adopting the
Framework. The Framework sets forth procedures
that registries must follow to prevent name
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collisions from compromising the security or
stability of the Internet.

The Requester filed the instant Request (Request
14-37), arguing that the NGPC failed to
sufficiently involve the public in its decision to
adopt the Framework and contending that the
Framework will lead to confusion amongst
registrants, a lower volume of registrations, and
thus adversely impact the Requester financially.
The Board Governance Committee (BGC)
considered Request 14-37 and concluded that: (i)
there is no evidence that the NGPC's actions in
adopting the Resolution support reconsideration;
(i) the Requester has not demonstrated that the
NGPC failed to consider any material information
in passing the Resolution or that the NGPC relied
on false or inaccurate material information in
passing the Resolution; and (iii) the Requester
has not demonstrated that it has been materially
and adversely affected by the Resolution.
Therefore, the BGC recommended that
Reconsideration Request 14-37 be denied (and
the entirety of the BGC Recommendation is
incorporated by reference as though fully set forth
in this rationale). The NGPC agrees.

. Summary of Relevant Background

Facts

In furtherance of ICANN's core values aimed at
“[p]reserving and enhancing the operational
stability, reliability, security, and global
interoperability of the Internet" (Bylaws, Art. 1, §
2.1), ICANN's Security and Stability Advisory
Committee ("SSAC") published SAC057: SSAC
Advisory on Internal Name Certificates on 15
March 2013.% The report identified a Certificate
Authority ("CA") practice that, if widely exploited,
could pose risks to the privacy and integrity of

secure Internet communications (name collisions).
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The SSAC advised ICANN to take immediate
steps to mitigate the risks. The issues identified in
SACO057 are part of the more general category of
name collision issues. Accordingly, on 18 May
2013, the ICANN Board approved a resolution
commissioning a study in response to the SSAC's
advice in SAC057.°

On 5 August 2013, ICANN released the study,
prepared by Interisle Consulting Group, of the
likelihood and potential consequences of collision
between new public gTLD labels and existing
private uses of the same strings.®

On 7 October 2013, ICANN introduced the New
gTLD Collision Occurrence Management Plan
(the "Plan"), which permitted the use of an
alternate path to delegation.” As part of the
Resolution adopting the Plan, the NGPC
recommended that the ICANN Board "direct the
ICANN President and CEO to develop a long term
plan to manage name collision risks related to the
delegation of new TLDs, and to work with the
community to develop a long-term plan to retain
and measure root-server data."®

In November 2013, ICANN engaged JAS Global
Advisors LLC ("JAS") to lead the development of
the Framework, in cooperation with the
community.®

From 26 February 2014 through 21 April 2014,
ICANN implemented a public comment period
where the community provided feedback on
possible solutions to the name collision issue,
including the issue of implementing a framework
to manage and mitigate name collisions; ICANN
received 28 comments, none of which were from
the Requester'® The Requester did not participate
in the public comment forum. After collection of
the public comments, JAS released the final
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version of its Phase One Report on Mitigating the
Risk of DNS Namespace Collisions."

On 6 June 2014, SSAC published SAC066: SSAC
Comment Concerning JAS Phase One Report on

Mitigating the Risk of DNS Namespace Collisions,
in which it offered advice and recommendations to
the Board on the framework presented in the JAS

Study and Name Collision Framework.'?

On 27 July 2014, the Requester sent a letter to
ICANN: (i) asking ICANN to "thoroughly evaluate"
a proposal for addressing the problem of name
collisions; and (ii) providing five specific proposals
as to the how the issue should be addressed.
(Request, Ex. D.) ICANN acknowledged receipt of
the Requester's letter on 29 July 2014. (Request,
Ex. E.)

On 30 July 2014, the NGPC approved
Resolutions 2014.07.30.NG01 —
2014.07.30.NG04 (the "Resolution"), which
adopted the Framework. The Framework sets
forth procedures that registries must follow to
prevent name collisions from compromising the
security or stability of the Internet and directs the
"President and CEO, or his designee(s), to take
the necessary actions to implement" the
Framework.'?

On 4 August 2014, ICANN's Global Domains
Division issued each new gTLD registry operator
a Name Collision Occurrence Assessment
("Assessment"), which identified which measures
registries must take to avoid name collision
issues, in accordance with the Framework.'* On
that same date, the Requester received the
Assessment via email. (Request, Ex. A.)

On 12 August 2014, ICANN presented a webinar
providing an overview of the Framework
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specifically geared towards registry operators.'®

On 13 August 2014, the Requester filed the
instant Request, seeking reconsideration of the
NGPC's Resolution.

While how to treat one category of names
affected by the name collision issue is not yet part
of the Framework, ICANN is in the process of
gathering public input on this topic. Specifically,
ICANN has opened a public comment forum on
this particular issue, which will run from 25 August
2014 through 7 October 2014."6

On 4 September 2014, the Board Governance
Committee ("BGC") issued its Recommendation
regarding Reconsideration Request 14-37."” On
11 September 2014, the Requester filed a
Clarification to Reconsideration Request 14-37,"¢
containing further alleged details regarding how
the Requester has been materially affected by the
Resolution and the adoption of the Framework.

Issues

The issues for reconsideration are whether the
NGPC:

1. Failed to consider material input from the
community in approving the Resolution
(Request, § 8, Pg. 11); and

2. Improperly underestimated the
Resolution's potential negative
consequences. (Id., § 8, Pgs. 7-8.).

. The Relevant Standards for

Evaluating Reconsideration Requests

ICANN's Bylaws call for the BGC to evaluate and,
for challenged Board (or NGPC) action, make
recommendations to the Board (or NGPC) with
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respect to Reconsideration Requests. See Article
IV, Section 2 of the Bylaws. The NGPC, bestowed
with the powers of the Board in this instance, has
reviewed and thoroughly considered the BGC
Recommendation on Request 14-37 and finds the
analysis sound.’®

v. Analysis and Rationale

The Requester has not demonstrated that the
Board failed to consider material information or
relied on false or inaccurate material information
in passing the Resolutions; therefore,
reconsideration is not appropriate.

A. The Request Warrants Summary
Dismissal.

The BGC concluded, and the NGPC
agrees, that the Requester does not have
standing because the Requester "had
notice and opportunity to, but did not,
participate in the public comment period
relating to the contested action[.]" (Bylaws,
Art. IV, § 2.9.). Specifically, ICANN's
Bylaws permit the BGC to summarily
dismiss a request for reconsideration if
"the requestor had notice and opportunity
to, but did not, participate in the public
comment period relating to the contested
action[.]" (Bylaws, Art. IV, § 2.9.)

From 26 February 2014 through 21 April
2014, ICANN implemented a public
comment period, which was announced on
ICANN's website, and where the
community provided feedback on possible
solutions, including a framework, to name
collision issues?’ The forum generated 28
comments, but the Requester did not
participate in the public comment forum,
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and has offered no justification, excuse or
explanation for its decision to refrain from
doing so. The only communication it claims
to have had with ICANN regarding name
collisions is a letter dated 27 July 2014,
which was well after the public comment
period had closed.?! Given that the public
comment period here is indisputably
related to the Resolution, summary
dismissal is warranted on the basis of the
Requester's non-participation. However, in
the interest of completeness, the NGPC
will nonetheless address the merits of the
Request.

B. The NGPC Considered All
Material Information.

The BGC concluded, and the NGPC
agrees, that the Requester has not
demonstrated that the NGPC failed to
consider material relevant information.

In order to state a basis for reconsideration
of a Board action, the Requester must
demonstrate that the Board (or in this case
the NGPC) failed to consider material
information or considered false or
inaccurate material information in adopting
the Resolution. (Bylaws, Art. IV, § 2.2.) The
Requester does not argue that the NGPC
considered false or inaccurate material
information, but it does claim that the
NGPC failed to consider material
information in two ways. First, the
Requester claims that the NGPC did not
sufficiently consult with the public prior to
adopting the Resolution. Second, the
Requester claims that the NGPC failed to
consider how the Resolution will have
material adverse effects on registries and
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internet users. Neither argument
withstands scrutiny, and neither is grounds
for reconsideration.

1. The NGPC Considered
Public Comments Solicited
During A Lengthy Public
Comment Period.

The Requester claims that the
NGPC "failed to take material input
from the community into account.”
(Request, § 8, Pg. 11.) Contrary to
the Requester's claims, the NGPC
did consider feedback received in
"the public comment forum"?? that
was open from 26 February 2014
through 21 April 2014. The
Requester does not explain why it
failed to participate in that forum.
Had it participated, its views would
have been included along with the
28 detailed comments considered
that were submitted by various
stakeholders and members of the
public, including other registries.?>
Notably, the public comment period
for this matter was actually longer
than required. Typically, public
comment periods are open 21 days,
and if comments are received
during that time, there is a 21-day
reply period.?* Here, the public
comment period was open for 33
days, with a 21-day reply period. In
addition, ICANN facilitated an entire
public session about the name
collision issue at the London ICANN
meeting on 23 June 2014 that
provided yet another opportunity for
public commentary and
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participation; the Requester again
chose not to participate.?® As such,
the Requester cannot reasonably
claim that the NGPC did not
consider public input before
adopting the Resolution.

In sum, the Requester does not
persuasively argue that the NGPC
failed to consider material
information in the form of public
comments in adopting the
Resolution, and therefore has not
stated proper grounds for
reconsideration on that basis.
(Bylaws, Art. 1V, § 2.2.)

. The NGPC Considered All

Material Information
Relevant To The
Resolution.

The Requester seeks
reconsideration of the Resolution
because it claims the NGPC "did
not properly assess the implications
of the decision." (Request, § 8, Pg.
12.) The Requester's main basis for
this assertion is that the issues
raised in its own 27 July 2014 letter
were not expressly addressed in
the "Rationale" section of the
Resolution. This argument fails to
provide a basis for reconsideration
for two reasons.

First, the Resolution does take into
account the substance of the
information provided in the
Requester's 27 July 2014 letter. The
27 July 2014 letter made five
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requests, all related to either the
"RPM rules" or the Requester's
view that one common set of rules
should apply to all gTLDs.
(Request, § 8, Pg. 10 & Ex. D.)
Despite Requester's claims to the
contrary, the same issues raised in
the 27 July 2014 letter were all
presented to the NGPC during the
public comment period by other
stakeholders and were addressed
by the NGPC. The Resolution
acknowledges that the NGPC
considered the public comments
that: (i) expressed concern
regarding the "interaction between
the name collision block lists and
intellectual property rights
protection mechanisms"?5; (ii)
referenced how the "name collision
issue is creating an uneven
competitive landscape"; and (iii)
discussed the pros and cons of
treating new gTLD operators
differently from legacy operators.?’
Furthermore, ICANN has already
determined that the RPM issue
requires further public comment
before a decision can be made as
to how to handle the issue. In fact,
ICANN is currently soliciting
comments, between 25 August
2014 and 7 October 2014, on the
approach that should be taken
"regarding the appropriate Rights
Protection Mechanisms for release
of SLD Block List names."*® In
other words, the NGPC was not
lacking any material information on
the applicable issues, regardless of
whether it specifically considered
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the Requester's 27 July 2014 letter.

Second, the Requester's
disagreement with the substance of
the Framework does not form the
proper basis for reconsideration.
The NGPC considered
independent, detailed studies
discussing the name collision issue,
including one prepared by JAS and
one prepared by Interisle
Consulting Group.?? Further, the
NGPC took into account advice
from the SSAC before adopting the
Resolution. The SSAC's role is to
"advise the ICANN community and
Board on matters relating to the
security and integrity of the
Internet's naming and address
allocation systems." (Bylaws, Art.
XI, § 2.a.) In sum, the NGPC
considered public comments,
independent analytical reports, and
advice from the relevant ICANN
advisory committee. While the
Requester complains that the
NGPC "did not mention the letter"
(that the Requester sent months
after the public comment period had
closed) and as such "did not
properly address the implications of
the decision" to approve the
Framework, those allegations do
not amount to a claim that the
NGPC failed to consider any
material information. As such, no
reconsideration is warranted.

As a final note, the Requester also
claims reconsideration is warranted
because "[t]here is no indication
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that the GAC®’ has been given the
opportunity to provide feedback" to
the JAS reports or the SSAC
advice. (Request, § 7, Pg. 7) The
GAC provides "advice on the
activities of ICANN as they relate to
concerns of governments,
particularly matters where there
may be an interaction between
ICANN's policies and various laws
and international agreements or
where they may affect public policy
issues." (Bylaws, Art. XI, § 2.1.)
That the GAC did not issue any
formal advice related to how ICANN
should address name collisions
does not mean the NGPC failed to
consider any material information.
Had the GAC issued such advice,
the ICANN Board would have
considered it, as is required under
ICANN's Bylaws. (Bylaws, Art. XI,
§§ 2.1.i, 2.1.j.) Further, in July 2013,
the GAC Durban Communiqué did
advise that the Board "[a]s a matter
of urgency consider the
recommendations contained in the
SSAC Report on Dotless Domains
(SAC053) and Internal Name
Certificates (SAC057)," and the
latter involved name collision
issues.®! The Board did consider
the SSAC's advice, and in turn,
adopted the Framework.

Again, as the Requester does not
show that the NGPC failed to
consider material information in
adopting the Resolution,
reconsideration is not appropriate.
(Bylaws, Art. 1V, § 2.2.)
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c. Alleged Confusion is not a Basis
for Reconsideration.

The BGC concluded, and the NGPC
agrees, that the Requester has not
demonstrated that the NGPC failed to
consider material relevant information
concerning the importance of educating
the public about the Framework.

The Requester complains that the NGPC
failed to consider the supposed fact that
the "overall majority" of registrants are not
aware of the name collision problem and
will therefore be "confus[ed] about the
availability of domain names in general."
(Request, § 7, Pg. 6.) However, it is
evident that the NGPC did consider
information concerning the importance of
educating the public about the Framework.
The Resolution dedicates an entire
provision (section B.6) to "Informational
Materials" and requires ICANN to "produce
informational materials as needed . . . .
[and] work to make this information
available to parties potentially affected by
name collision."*? Even though the
Framework was just recently adopted,
ICANN has already posted and provided a
wide variety of informational materials,
including webinars geared towards registry
operators, handbooks and videos for IT
professionals, and a "Frequently Asked
Questions" page regarding the
Framework.>®> Moreover, ICANN has
dedicated resources towards ensuring
questions about the Assessment or the
Framework will be answered promptly and
accurately. In other words, far from failing
to consider the potential for confusion
regarding the Resolution, ICANN has
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taken proactive and significant steps to
ensure that affected parties comprehend
the Framework and the steps it requires.
No reconsideration is warranted on the
grounds that the NGPC did not consider
information regarding public outreach, as it
is clear that the NGPC did consider such
information and acted on it by way of the
aforementioned educational resources.

34

. The Requester Has Not

Demonstrated It Has Been
Materially Affected By The
Resolution.

The BGC concluded, and the NGPC
agrees, that the Requester has not
demonstrated that it has been materially
and adversely affect by the Resolution.

Absent evidence that the Requester has
been materially and adversely affected by
the Resolution, reconsideration is not
appropriate. (Bylaws, Art. IV, §§ 2.1-2.2.)
Here, the Requester argues it is materially
affected by the Resolution for two reasons.
(Request, § 6, Pgs. 4-5.) First, it contends
that the Framework does not provide clear
guidance as to how to prevent harms
related to name collisions. (Id., Pg. 5.)
Second, the Requester contends that it will
suffer "lower registration rates" due to the
confusion the Framework will purportedly
cause, because the Requester predicts
that registrars will "not offer domain name
registrations from the Name Collision lists."
(Id.) Neither of these concerns has yet
come to fruition, however, and both are
merely speculative at this point. 3° Again,
only those persons who "have been
adversely affected by" an ICANN action
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may file a request for reconsideration.
(Bylaws, Art. IV, § 2.2) (emphasis added).
Because the only harm the Requester
identifies is, at this point, merely
speculative and hypothetical, the request
for reconsideration is premature.®®

As such, the Requester has failed to
demonstrate it has been materially affected
by the Resolution and, on that independent
basis, reconsideration of the adoption of
the Resolution is not warranted.

vI. Decision

The NGPC had the opportunity to consider all of
the materials submitted by or on behalf of the
Requester or that otherwise relate to Request
14-37. Following consideration of all relevant
information provided, the NGPC reviewed and
has adopted the BGC's Recommendation on
Request 14-37 https://www.icann.org/en/system
[files/files/recommendation-i-registry-04sep14-
en.pdf [PDF, 150 KB], which shall be deemed a
part of this Rationale and is attached to the
Reference Materials to the NGPC Submission on
this matter.

Adopting the BGC's recommendation has no
direct financial impact on ICANN and will not
negatively impact the systemic security, stability
and resiliency of the domain name system.

This decision is an Organizational Administrative
Function that does not require public comment.

d. GAC Advice regarding Protections for the
Red Cross and Red Crescent — Singapore
Communiqué

Whereas, the GAC met during the ICANN 49 meeting in
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Singapore and issued a Communiqué [PDF., 449 KB] on
27 March 2014 ("Singapore Communiqué").

Whereas, in the Singapore Communiqué the GAC
clarified its previous advice to the ICANN Board to
permanently protect from unauthorized use the terms
associated with the International Red Cross and Red
Crescent Movement, and advised that the protections
should also include "the 189 National Red Cross and
Red Crescent Societies, in English and the official
languages of their respective states of origin," and the
"full names of the International Committee of the Red
Cross and International Federation of the Red Cross and
Red Crescent Societies in the six (6) United Nations
Languages." The GAC Advice is identified in the GAC
Register of Advice as 2014-03-27-RCRC.

Whereas, the GNSO has developed policy
recommendations to the Board concerning the Red
Cross and Red Crescent names that are the subject of
the GAC's Singapore Communiqué. The scope of
protections in the GNSO policy recommendations differ
from the GAC's advice, and the GAC, GNSO, Board, and
ICANN community continue to actively work on resolving
the differences.

Whereas, the NGPC is responsible for considering the
GAC advice pursuant to the authority granted to it by the
Board on 10 April 2012, to exercise the ICANN Board's
authority for any and all issues that may arise relating to
the New gTLD Program.

Resolved (2014.10.12.NG05), the President and CEO, or
his designee(s), is directed to provide temporary
protections for the names of the International Committee
of the Red Cross and International Federation of the Red
Cross and Red Crescent Societies, and the 189 National
Red Cross and Red Crescent Societies, as identified in
the GAC Register of Advice as 2014-03-27-RCRC while
the GAC, GNSO, Board, and ICANN community continue
to actively work on resolving the differences in the advice
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from the GAC and the GNSO policy recommendations
on the scope of protections for the RCRC names.

Rationale for Resolution 2014.10.12.NG05

The NGPC is taking action to provide temporary
protections for Red Cross/Red Crescent (RCRC) names
identified in the GAC's advice in the Singapore
Communiqué, while being mindful of the outstanding
discussions among the GAC, GNSO, Board, and ICANN
community to actively work on resolving the differences
in the GAC advice and the GNSO policy
recommendations on the scope of protections for the
RCRC names.

Article XI, Section 2.1 of the ICANN Bylaws permits the
GAC to "put issues to the Board directly, either by way of
comment or prior advice, or by way of specifically
recommending action or new policy development or
revision to existing policies." The GAC issued advice to
the Board on the New gTLD Program through its
Singapore Communiqué dated 27 March 2014
("Singapore Communiqué"). The ICANN Bylaws require
the Board to take into account the GAC's advice on
public policy matters in the formulation and adoption of
the polices. If the Board decides to take an action that is
not consistent with the GAC advice, it must inform the
GAC and state the reasons why it decided not to follow
the advice. The Board and the GAC will then try in good
faith to find a mutually acceptable solution. If no solution
can be found, the Board will state in its final decision why
the GAC advice was not followed.

In the Singapore Communiqué, the GAC clarified its
previous advice to the ICANN Board to permanently
protect from unauthorized used the terms associated
with the International Red Cross and Red Crescent
Movement, and advised that the protections should also
include "the 189 National Red Cross and Red Crescent
Societies, in English and the official languages of their
respective states of origin," and the "full names of the
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International Committee of the Red Cross and
International Federation of the Red Cross and Red
Crescent Societies in the six (6) United Nations
Languages".

The GNSO has also provided policy recommendations to
the ICANN Board on the same RCRC names that are the
subject of the GAC's advice in the Singapore
Communiqué. Unlike the GAC's advice, the GNSO policy
recommendations do not call for permanent protections
for the set of RCRC names. Instead, the GNSO policy
recommends that these names be protected by entering
them into the TMCH for 90-days claims notification.

On 30 April 2014, the ICANN Board adopted the GNSO
Council's policy recommendations on IGO-INGO
protections that were not inconsistent with the GAC's
advice, and requested additional time to consider the
remaining policy recommendations that are inconsistent
with the GAC's advice on the same topic. The Board
committed to facilitate discussions among the relevant
parties to reconcile any remaining differences between
the policy recommendations and the GAC advice on the
topic, and previously tasked the NGPC to help with this
process. The NGPC action today is to provide temporary
protections for the RCRC names identified in the GAC's
advice in the Singapore Communiqué, while being
mindful of the outstanding discussions among the GAC,
GNSO, Board, and ICANN community to actively work
on resolving the differences in the advice from the GAC
and the GNSO policy recommendations on the scope of
protections for the RCRC names.

The NGPC's action will have a positive impact on the
community as it will allow for temporary protections for
RCRC names, while allowing for discussions to continue.
As part of its deliberations, the NGPC reviewed the
following significant materials and documents:

» GAC Singapore Communiqué:
https://www.icann.org/en/system/files
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/correspondence/gac-to-board-27mar14-en.pdf
[PDF, 449 KB]

= GNSO PDP Working Group Final Report on
Protection of IGO and INGO Identifiers in all
gTLDs: http://gnso.icann.org/en/issues/igo-ingo-
final-10nov13-en.pdf [PDF, 645 KB]

There are no foreseen fiscal impacts associated with the
adoption of this resolution. Approval of the proposed
resolution will not impact security, stability or resiliency
issues relating to the DNS. This action is not a defined
policy process within ICANN's Supporting Organizations
or ICANN's Organizational Administrative Function
decision requiring public comment or not requiring public
comment. Subsequent actions related to protections for
RCRC names may be subject to public comment.

e. Any Other Business
No resolution taken.

Published on 14 October 2014

1 Japanese translation of "online shopping"

2 See Report of Public Comments, available at https://www.icann.org
/en/system/files/files/report-comments-name-collision-10jun14-en.pdf
[PDF, 229 KB].

3 See Resolution, available at https://www.icann.org/resources/board-
material/resolutions-new-gtld-2014-07-30-en.

4 See https://www.icann.org/en/system/files/files/sac-057-en.pdf
[PDF,1.13 MB].

5 See https://features.icann.org/ssac-advisory-internal-
name-certificates.

6 See Addressing the Consequences of Name Collisions, available at
https://www.icann.org/news/announcement-3-2013-08-05-en.

32 of 36 3/23/2015 12:00 PM



Resources - [CANN file:///C:/Temp/NGPC _resolution 2014.10.12.NG03_Oct2014 htm

" See New gTLD Collision Occurrence Management Plan Frequently
Asked Questions, available at https://www.icann.org
/news/announcement-2013-12-03-en.

8 See https://www.icann.org/resources/board-material/resolutions-
new-gtld-2013-10-07-en#1.a.

9 See https://www.icann.org/resources/pages/name-collision-
2013-12-06-en.

0 See Report of Public Comments, available at https://www.icann.org
/en/system/files/files/report-comments-name-collision-10jun14-en.pdf
[PDF, 229 KB].

" See JAS Report, available at https://www.icann.org/en/system/files
[files/name-collision-mitigation-study-06jun14-en.pdf [PDF, 391 KB].

12 See https://www.icann.org/en/system/files/files/sac-066-en.pdf [PDF,
305 KB].

13 See Resolution, available at https://www.icann.org/resources/board-
material/resolutions-new-gtld-2014-07-30-en.

4 See Name Collision Occurrence Assessment, available at
http://newgtlds.icann.org/sites/default/files/agreements/name-collision-
assessment-04aug14-en.pdf [PDF, 91 KB].

15 See https://www.icann.org/resources/pages/name-collision-
2013-12-06-en.

6 See Implementing Rights Protection Mechanisms in the Name
Collision Mitigation Framework, available at https://www.icann.org
/public-comments/name-collision-rpm-2014-08-25-en.

7 https://www.icann.org/en/system/files/files/recommendation-
i-registry-04sep14-en.pdf [PDF, 150 KB]

18 https://www.icann.org/en/system/files/files/clarification-i-registry-
11sep14-en.pdf [PDF, 59 KB]

9 Having a reconsideration process whereby the BGC reviews and, if it
chooses, makes a recommendation to the Board/NGPC for approval,
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positively affects ICANN's transparency and accountability. It provides
an avenue for the community to ensure that staff and the Board are
acting in accordance with ICANN's policies, Bylaws, and Articles of
Incorporation.

20 See Report of Public Comments, available at https://www.icann.org
len/system/files/files/report-comments-name-collision-10jun14-en.pdf
[PDF, 229 KB].

21 The Requester states that it sent a letter to the NGPC "well in
advance" of the NGPC meeting, but that statement is wrong given the
mere three days between the date of the letter and the 30 July 2014
NGPC meeting. (See Request, § 8, Pg. 9.)

22 See Resolution, available at https://www.icann.org/en/system/files
[files/name-collision-framework-30jul14-en.pdf [PDF, 634 KB].

23 See Report of Public Comments, available at https://www.icann.org
/en/system/files/files/report-comments-name-collision-10jun14-en.pdf
[PDF, 229 KB].

24 See https://www.icann.org/resources/pages/how-2014-03-17-en

25 See Name Collision Presentation, London: ICANN 50, available at
https://london50.icann.org/en/schedule/mon-name-collision
/presentation-name-collision-23jun14-en.

26 See Resolution, available at https://www.icann.org/en/system/files
[files/name-collision-framework-30jul14-en.pdf [PDF, 634 KB].

27 See Report of Public Comments, at Pg. 11, available at
https://www.icann.org/en/system/files/files/report-comments-
name-collision-10jun14-en.pdf [PDF, 229 KB].

28 See Implementing Rights Protection Mechanisms in the Name
Collision Mitigation Framework, available at https://www.icann.org
/public-comments/name-collision-rpm-2014-08-25-en

29 See Resolution, available at https://www.icann.org/resources/board-
material/resolutions-new-gtld-2014-07-30-en.

30 Governmental Advisory Committee.
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31 See GAC Communiqué Issued at ICANN 47, available at
https://www.icann.org/news/announcement-2013-07-18-en; SAC057,

available at https://www.icann.org/en/system/files/files/sac-057-en.pdf
[PDF, 1.13 KB].

32 See Resolution, available at https://www.icann.org/en/system/files
[files/name-collision-framework-30jul14-en.pdf [PDF, 634 KB].

33 See Name Collision Resources & Information, available at
https://www.icann.org/resources/pages/name-collision-2013-12-06-en.

34 ICANN has also engaged in significant outreach activities on
LinkedIn and via various media outlets, as well as launching a Google
Adwords promotion.

35 |n fact, the Framework will permit names to be activated in the DNS

now that were previously not allowed to be activated. As such, the
Framework may well lead to an increase in registrations.

36.0n 11 September 2014, after the BGC issued its Recommendation,
the Requester filed a Clarification to Reconsideration Request 14-37,
purportedly providing additional details regarding ways in which the
Requester has been materially and adversely affected by the
Resolution. Despite its claims to the contrary, the Requester's
continued allegations of potential harm are still speculative and
hypothetical.
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COOPERATIVE ENGAGEMENT AND INDEPENDENT REVIEW PROCESSSES
STATUS UPDATE - 20 MARCH 2015

RECENTLY CLOSED COOPERATIVE ENGAGEMENT PROCESS

Request Date Requester Subject Matter | IRP Filing
Deadline
18-Jul-2014 Donuts Inc. .MEDICAL 24-Mar-2015
18-Jul-2014 Donuts Inc. .CHARITY 24-Mar-2015
23-Sep-2014 Famous Four Media Limited (on behalf of dot Sport Limited) | .SPORT 22-Mar-2015
3-Dec-2014 Little Birch, LLC and Minds + Machines Group Limited .ECO 13-Mar-2015

2 The CEP process provides that “[i]f ICANN and the requester have not agreed to a resolution of the issues upon the conclusion of the
cooperative engagement process, or if issues remain for a request for independent review, the requestor’s time to file a request for
independent review designated in the Bylaws shall be extended for each day of the cooperative engagement process, but in no event,
absent mutual written agreement by the parties, shall the extension be for more than fourteen (14) days.”
(https://www.icann.org/en/system/files/files/cep-11aprl3-en.pdf)






